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PREFACE

’ When the blind seek to lead the blind, a cautxonary nobe isin order This reportA )
is written in blissful ignorance of whatever systematxc eﬁ'orts the Umted States

.......

govemmental performance through U.S. intelligence channels To t.he extent that
such a capability exists, what follows maybe superfiuous. Neither the public litera-

" ture on intelligence activities nor the: pubhc record of intelligence predictions -
_conﬁrms the existence of such a oounter—deceptxon capabﬁxty, but the public record

is notonously murky and subject to correctlon
This report explores the effects of deceptmn upen strategm warmng systems,

- and possible protective efforts for the detection of strategic foreign deception. The

report excludes from consideration evaluatlon of organizational alternatives for

' counter-deceptmn systems: Drawmg only upon publxc sources, this report is designed

toserveasa backg'round reference for readers interested in methodologies for coping -

with deception, or in references to the literature of deception and cognition.
Preliminary ﬁndmgs of this study were reported at a strat.eg'xc planning confer- -

ence sponsored by the then Advanced Research Projects Agency (ARPA) of the

", Department of Defensein Apnl 1972. The report identifies methodologies of counter-
decept:on]pla.nnmg thatnay be appropriate forsubsequent DARPA research. This

o tlon, where the author isa member of the Social Science Department. ’

report was supported by ARPA Contract DACH1567C0141 with The Rand Corpora-
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“tion planners to degrade their adversaries’ predxcﬁve péfformance, Jeopardlz:.ng
‘arms control opportunities and trust in the reliability of strateglc predxctmns. Tech-

niques for detection of foreign stratagems are revxewed mth a vxew to estabhshment
of formal counter-deception systems. :%x-, &
- Section I offers a historical introduct

- Section II reviews evidence on the efficacy of deception in 20th century warfare,

pnmanly from the empmcal h.lstonca.l research of Barton Whaley's Stratagem. Of
: “ 57 strategic mltxatlves mvolvmg deception in Whaley’s study, 88 percent yield some
" element(s) of surpnse, amphx'blous landings associated with deception yielded sur-

prise in 89 percent of' cases. Although it is widely assumed that intelligence predic-

- _tions have been zmpmvmg, given radar, better overhead reconnaissance, and other '
. techniques developed in World War II, Whaley found that fully 68 percent of land

battles in World War I y:elded surprise, compared with only 48 percent in World -

.. Warl.The Whaley datum rhay underestimate both the incidenice and the usefulness
- of deceptlon in war. Data on high-intensity deception operations were segregated

from other. ases; in 27 of 28 cases some element of surprise was obtained.

"'Followmg th.rs report’s testing of the effect of high-intensity deception upon the .
incidence of’ surpme, Whaley tested the effects of the intensity of deception upon
casgxalty ratios and found that high-intensity deception correlated with reduced

.' -.-......casualty rabos ‘of deceiver to deceived for those attacking with broad.cover and
. decephon. Whaley found that increased intensity of deception correlated with in-

creasmg mtensxty of surprise, but not with an increasing overall incidence of sur-
prise. This report’s findings indicate that increases in intensity of deception corre-
late with both increased likelihood of high-intensity surprise and increased inci-
dence of surprise in one or more modes: intent to attack, time of attack, place,
strength, or style. Whereas 80 percent of Jow-intensity strategic deception oper-
ations result.ed in some mode of surprise, 96 percent or more of hxgh-mtensxty

sﬁra@agem. Deceptxon is proposed to

. have been an intermittant practice in- v&ar encouraged by:(1) war-fighting strategies .
 dependent upon those of adversaries; (2) pnor estabhshment of intelligence collec-

. tion systems; (3) asymmetries in mobxhty, esp:onage, aerial, or electronic capabili-
. ties; (4) polarity of interests; (5) personalxtxes (6) ‘deception doctrine; and (7) perma-
'nent deception orgamzatmns, generally ex:stmg since World War II.
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8= it is concluded that in the absence of counterJeception systems, high-intensity - ~
deception has resulted in almost certain surprise, with great damage to defenders.
Although the Bayesian probabilities from nonnuclear warfare should not be directly
applied to estimation of prelaunch warning in nuclear war, data on past incidences .
of surprise do not generate a prioriconfidence in the reliability of prelaunch strate-
gic war warning systems. o PR
- Asymmetries in intelligence capabilities, particularly in coun_t:ér{'q's'p;onage
_ duels for control over adversary colléction systems, have contributed not only to
" high incidences of surprise but also to surprise in the costliest cases and modes: Also
contributing to the failure of intelligence predictions has been the bimodal informa-"
tion theory conception of “signals” and “noise,” which leaves no room for the spuri- -
ous signals, or sprignals, designed to penetrate the filtration barriers of signal’’
processors. . . S ERT ; .
The key impediment to strategic arms control verification is the challenge of
" deception. Section Il addresses methodologies for, ¢ounter-decéption planning. Ad
- bocefforts of intelligence analysts to cope with decéption:have been notably unsuc-
* cessful; judgments of captured enemy war plans have begn significantly worse than
would have resulted from coin tossings. Four of five genuine plaris were treated as-
forgeries, five of five deception plans were accepted as gentuine..:’ ‘

“Three techniques for the detectionof deception are outlined: the reconstructive
inference method, in which the reconstraction of sprignals patterns is attempted;
the incongruity testing method, the traditional form of intelligence analysis, which
tests alternative hypotheses; and the"vitlnerability assessment method, which in-
volves the prediction of futurs vulnerabilities on the basis of Bayesian estimates of
conditional probabilities derived from past cases of deception. =~ °

. .. National styles of deception are gema;h:é_ to both the reconstructive inference
method and the vulnerability assessment approach. Previous Soviet “war scare”
practices, which spoof strategic war warning systems, are inimical to arms control

- and war avoidance pbjectives_.' Traditional Chinese stratagem has aimed at winning

~ without fighting, by manipulating the utility functions of the adversary so that he
.- confounds himself, Communist stratagems in the Chinese civil war relied on strate-

. gic movement, with:lures, traps, and multiple feints. The preponderance of Soviet
and American strategic power, combined with a sense of territorial insecurity, may
encourage Chinese strategic force procurements that emphasize mobility and strata-

. gemand could create innumerable intelligence puzzles. The understanding of past

- npational-deception practices may contribute to Bayesian formulations of attack
*_~.warnings based upon & priori practices and probabilities. -

: " In attempting to distinguish signalsfrom sprignals,it is dangerous to relyupon

traditionally reliable sources or compartmented intelligence as test standards.

- Ch:annels,:'LhAt'are unquestioningly accepted are favorites of deception planners.

 ‘Probabilisti¢ information processing, cross-testing, and retesting alternative hypo-

* theses are.preferable to testing against a subset of supposedly reliable data. Decep-
tion plannsrs have oftén reinforced preconceptions of anticipated- expectations. - |
Prominently displayed self-decéptions may be reinforced by foreign deception plan- -

. ners. S e s s e e § T AW ‘ -

Counter-deception plann

te fnig involves riot only detection of deception but also

- countermeasures for stratagéms that have been detected and those stratagems that
. maybe anticipated on the basis of past ex rience though not specifically detected.

- - e e ar e s o mess ame. e.
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#="" Detection of stratagems is complicated by randomly genérated feints, just as strata-
gem s complicated by randomly generated countermeasures. In view of high inci-
- dences of deceptively induced surprise, designing strategic force postures that are
pot substantially degraded by surprise attack is a central element of counter-decep-
tion planning. ) S i
Among counter-deception countermeasures are: (1) modification of intelligence -
~ collection systems to provide secure, variable, corroborative data; (2) prE-Cr_lsmre-
- ;  ‘source allocation (some of which can be determined by operations: fésearch”and
- == - gaming) to minimize the costs of being deceived; and (3) the mouating of counter- .
stratagems (stratagems that play upon vulnerabilities in adversary stratagems
Yy ' once deception has been detected. : ST
: Section IV addresses problems of deception and counter-deception planning in’
an arms control environment. Deceptively induced ux;céit_’aﬁ_iﬁty_ may contribute to
mutual deterrenee, particularly as surveillance and guidance systerns become more .
precise. Some decoys may be more valuable than actual weapons at Jower cost, -
because the resulticg uncertainties complicate attackplanning. Deception may
prolong the survivability of existing strategic weapon systeins; Counter-deception
systems should be suficiently discriminating that they can idéntifythe approximate
purposes of detected stratagems, thus avoiding unwarranted i‘:feééhres to abrogate
agreements merely because enemy “deception” has been identified. ‘
- Because the record of 20th century ‘wartime decéption indicates considerable
" advantage to attackers, counter-deception systéms may réduce both the likelihood
~ and the intensity of advantage resulting from decepfive attacks. Insofar as military
o . " attacks are surprise-dependent—to be launiched only if surprise can be anticipated—
N ' .. enhancement of strategic warning is a cohffibﬁtion to deterrence. If mutual fear,
« . distrust, and recrimination are detrimental t6 & détente in international relations,
- of which arms contro! is fust one aspect, enhanced confidence in the predictions of
.- the world’s leading intelligence services should provide statesmen a firmer base for
. international commitmerits. . - :

. Special efforts ;d_ete(:t:a'c}_' rs: ry deception activities may also contribute to
' arms control méasures that have been blocked by past vulnerabilities to deception.
- On-site inspections whosé patterns are known to host states and “facilitated” nation-
. &l verification in known patterns are subject to deception, termination, or both in o
" that order. Counter-deception systems may turn adversary deception operations .
_ into early warning systems, providing safeguards in arms control arrangements '
"+ _beyond. the value of on-site inspections. e

{In"the'lats.20th century the communications systems of all the major states
s;icould be inE;_i_ij:&ixlated by foreign stratagematists. Enhanced counter-deception.
- apabilities may restore a measure of integrity to transnational communications.. o
. **;i‘Man'Is not alone in the use of deception, but most studies of other species, social
f “insects and animals, suggest use of deception against other species. Evolution of o
-~ closely linked genetic traits, permitting the mimicking of nonedible species’ traits, B
- suggests ‘a continuing role for defensive stratagem in natural selection. . Coepis
' In"certdin species primitive counter-deception measures against predators have
. been reported. It is not yet known whather other species have learned the control :
. .of deceptive capacities within the species. If they have, perhaps man, too, may learn -
. to cope with his apparent skill in deceit. And if man’s intellectual powers have
- permitted previously unknown deceptions within the species, those same powers
, should permit establishment of counter-deception systems that may render such
. stratagems less likely and less deadly. -
. o g AN, R e =% e n s oy
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'+ rie C. Schubert. "2 sl Tl o ST T "
. The New Yorkerhas allowed reproduction of Charles Addams’ "swinging" car-
_ toon from its July 1, 1944 edition. . ' -
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"I A HISTORICAL INTRODUCTION TO THE ART OF

- " At the outset, strategic deceptionshould be distingtiishéd from propagandaand
disinformation, to delimit and emphasize the source of present concern. Strategic
deception is the intentional creation of false réliance withifi ‘a target group, to
mislead that group for strategic purposes. This study will considerstrategic decep-
tion of foreign targets, generally coordinated by intelligence or security services and
directed at foreign policy elites. Propagand: and associated psychological operations
are directed at wider targets, often by’more diffuse channels than those used in
strategic deception. Propaganda, both officially acknowledged and covertly present-

ed, is used in deception, along with false infértiation (disinformation), physical

.. camouflage, display of decoys, mounting of physxcal feints, transmission of "dummy”
" radio signals, and the leaking of true infqrng’tigiz’pac_:kaged 50 as to encourage false

inferences.’ ...0 - :: . R :
- Deception does more than replace passive “security,” a shield rendered inade-

: | quateby the magnittj{!el_éiid penetration of modern intelligence. Strategic deception - -

in its more ruth]&ssaspects yields:more than uncertainty and the consequent.

spreading of enem

M ) ;.
|
| .
\ ]
~

yresources, skillful deception causes a redistribution of the adver-

- sary’s resources ix the ‘Wwrong directions, thereby assuring not only surprise but its
' full exploitation. S - : e

A recent study, Professor:] rton Whaley's Stratagem: Daception and Surprise

- in War(1969), has introduced an expanding literature on strategic deception in 20th
o century warfare.” Before appraising the efficacy of deception in this century, and the

mportance of methodologies to counter its effects, I shall discuss 2 few practices of

_.deception’in:military history. =

Is strateg'i"g:-’q_égeption of unrelenting importance in all warfare, or_aré ihe tech- - -
nigues of stratagem favored in some eras more than in others? On the basis of all

toofragmentarydata, Ishall attempt to identify some of the conditions under which
-+ decéption operations have flourished. - o : R

fﬂefeﬁas been intermittent, not continuous, practice of deception in war.

* This"is not a startling statement, but it isa necessary prelude to analysis of the .
conditions that make stratagem opportune. There is a tendency to legitimate a
practice of the present through discovery of a historical tradition. But to write that
“deception runs through the history of war,” or that there is “ample evidence of
[deception’s] use throughout history,” is to discourage analysis of the discontinui-

.. ties, which are more striking than’ the continuities. Professor Whaley notes that

q_ecgpt_.ig_n is “infi gq‘uently:hdi:;;afﬁe_;, ixitex:r-ri_it-ter'x.tlj'.—and idibsync;_ati‘ca.l]y prac- )
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seems . fated to cycles of loss and reinvention.”®

_ emphasized the solid wall, or phalanx, T<wo walls of men confronted each other; often

" the more numerous group prevailed because its phalanx outstretched that, of‘ the
opposition, outflanking it. There was little need of mtelhgence and httle ixse for
deception.®

During periods of defensive fortifications and “'siege” warfare,-

nology, or endurance in attack. The description of the deceptive attack from the
Trojan Horse probably survived several centuries of oral legend because of its vari<

pot a random process; environmental factors encourage deoept:op practzces. s
. Among these are the followmg' : s -
" First, interactive ! strategxes must: pr
sary is quite obviously related to the value of 4

mcentxve to decelve an adver-
y res}xlt.xnd misdirection. Where

“ Bws ew e

enemies or walled c'ty-sl.ata prepared for sxege, the mcentwe to initiate stratagem
is reduced.

‘couraged deception. By an "mtelhgence system” I do not mean the mere presence

evidence, with occasxonal lapsas since’ ‘the Renaissance, most notably in 15th cen-

tigations suggest the followmg unanticipated hypothesis: Deception seems to corre-
_ late bétter with establishment of planned intelligence systems by the initiator of
deceptnon operatxons than with intelligence efforts of the target state. The mounting

redict favorable deceptxon targets and outcomes.

=X ecepbon and the existence of intelligence systems sponsored by states that are the
tamets of, adversary intelligence. For example, Byzantine commanders of the 7th,

. 8th;-and; 9th centuries A.D. probably launched the most active intelligence and

- deception operatxon.s .of the penod s but theu- main adversary and threat to the

ciphers,® a practice not known to occu

tber societies of this period.’® -

¥ Gced” and that “deception is one of those odd strategic techniquéébf war. . that™ "

The history of stratagem’s neglect is not a topic of rigorous mvstxvatxon Archa- '
. j¢ watfare, in Assyria, Egypt, and Greece—as depicted on monuments and vases— -

gained through logistical preparedness in defense, scaling or bombardment.fech-:-"ﬁ_?

ance from the wa.r—ﬁghtmg prachces of Bronze Age Greece.'_"There is httle evidence

The cycboal process by which deception is practiced, Iost, tbe"""‘;edzscove;'ed is.

action is substantially independent, as v:v':t.h nomadac tribes who fled from potential - |

. 'Second, the T prior esta‘bhshment of mtell gence collectxon systems bas en-'

. of occasional spies.. Rather,'I assume a climate of rationality and planning that
X “ nurtured .s:ystemsof planned mtelhgence collection. Such systems have been in -

" tury Venice, in postal mtelhgence systems of the leadmv sovereigns, and in the 16th .

_. Renaissance mte]h,ence has not been the subject of rigorous study, scattered inves- .

of deceptxon operations may involve a substantial element of assurance that onecan .

z__‘;‘here appears to be a weak link between the reported pracbce of wartxme'

continued existence of the Empire, the Arab ‘armies, also possessed advanced intelli- -
gence systems. The Arabs, by this penod were working on the decryption of foreign -

} _ -On the other hand, thers are examples of Commanders ‘who appreciated both
[v-,__i_ntellxgence and deception and managed to deceivs even those who were not listen-

t“'p{" N -

,,,,,,,,
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" ing. H..nmbal, dunng h:s favasion of‘ Italy in the 3rd century B C., plundered the
- countryside, spreading news to his Roman counterpart 2 and drawing Roman forces

: behind him into an ambush at Lake Trasimenus. The Roman forces failed to send

. advance scouts but managed nonetheless to be lured into a trap. .

In general, intelligence systems flouished before and during penods of great.
interest in stratagem. Each of the extant classical texts on stratagem arises inr a time
and place in which intelligence systems were strong. Sun Tsu’s Art of Warfrom the

. o .Chou dynasty in China indicates a mature perspective on intelligence and. count.er—
R : espionage, aside from its appreciation of deception, in the 5th or 4th’ century B: C.;'-.
‘ ' ' The Roman texts of Frontiaus, about 90 A.D., and Polyaenus, from: ‘the Parthiaf. ™
'- War in 162-165 A D,, follow development of elaborate scout intelligenice systems in
the Roman empire, as do the fragments of Polybius’ sttanesrelatmg 2nd century .
B.C. Roman encounters with stratagems of the Macedoma_.ns',’l‘he Stratagemata of
the Byzantiuza Emperor Leo (either Leo VI, the Wise;.or:Leo II, the Isaurian)
corresponds to the best ongoing intelligence estabhsh;ne t-of the’ Medxeval period;
and the resurgence of interest in the classical deceptxo 1i rature dating to the
translation of Polyaenus into Latin as Strategica in 1549 i follows the resur-
gence of espionage systems in 15th century Europe and: 3, ewed interest in
codebreaking observed in Verice from about 1400 onward.’
- The availability of asymmetries, or ta:gets of i apportumty, have encoumged the
practzce of deception. :
" 'Beyond the necessity ofa strategy in :"t . of one’s adversary there
 are the temptations to press opportunities: ff asymme‘tryréh'lmbalance of mobility
allowing one-sided redeployments;!? the cb r trol of an 'zidversary’s primary espionage -
. system;!? imbalances of cryptanalytic success  ‘aerial superiority permitting one-
o ‘ - sided aerial reconnaissance; electronic countermeasure dominance;!* or, in contrast
- to the foregoing, a preponderance of adversa.rytechnology, equipment, or manpower
1mpels the underdog to tempt adversary m:sapphcatmns of those superxor resour-

A

B

“w we -

sta.ke m war is assoczated mtb tbe practzce o!'

.~ In the parla.nce of game theory, in the playmg out of "zero-sum” or "ﬁxed-sum

encounters, one side § wms what the other side loses, and vice versa. Stratagem has
a place in the dealings of fnends, in the "white lies” of society, and in the rituals
of dxplomacy However, decéption causes a breakdown in trust,if not in people then
atleast in indicators of behavior. There is a manipulation of the channels of reliance,
the sxde payments for which are minimal when deceiving an all-out enemy in a
.onémove. ﬁxed-sum game—a circumstance too neat to describe the complexities of
. When there are multipolar constituencies, or continuing encounters, the cests
ec_eptxon are ingher. We should not be surpnsed to find most of the reported

-ofdeceptlon. o ,
Professor Wha]ey suggests ‘that" the glft of stratagem and some do

_ not. Likewise, some personalities mey be more vulnerable to the reinforcement of
1 preconcéptions, or the sowing of paranoid denials of those valid warnings that have
\..__been uncovered. Many pre-eminent military strategists had a facility for the deploy-
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" ment of stratagem, what may be term°d "1romc ﬁa1r The role of persona.hty i
* grasping the possibilities and constraints of stratagem or in accentuating command

vulnerabilities to adversary stratagem has generated a large body of research.’*
The five factors mentioned above have encouraged development of the craft of
deception. Two additional factors encourage perpetuation of deception pra txc&s in

- warfare.

The deve)bpment af a body of deceptzan Izteratum or a'octrzae contnb t&s to the
practice of deception. =

Modern strategists have 'exther read the classical 'cexts or studxed‘fh practmes

of great commanders who themselves studied the classical texts'on’ stratégem Ro- i

man writers on stratagem learned from Polybius and others describing the strata-
gems of Greek warfare; the Byzantines were aware of preenstmg Greco-Roman

" writings and were scholars of military strategy.?® With the resurgence of organized

.. the Boer War, in World War1 (partxcularly in the Middle Eastem’i‘heater) in World -
' War I, and thereafter. The origins of! stra_' -

~ be simply characterized, but Sun Tsu’s writing

, ,_and those who have written more recently,

intelligence in Renaissance Europe came a demand for. translatmn of the classical
texts, and from 1549 AD. these have been available'in‘a vanety of editions and
combinations of strategic thinkers.!® The classical fe: vailable to Frederick
the Great in French a.nd Latin, and the same texts plus

may be seen to have influenced the use of' stratagem in the'{ can Cnnl War, in

em:in the style of guerrillas may not
n tohave mﬁuenced Mao

~ The literature does not beget the practxce,’but the practice is stmmlated by the

. literature, or more precisely that minority of the miliiary literature that emphasizes

R _ - economy of means and stratagem. Feudé]’ chxvalry blended with the geometric
.- rationalism of Renalssance strategy to yleld an- alternate tradition, in which princi-

r

. ples (mass, will, geometnc or. proportxonal relations) left no room for stratagem.

Before the 20th century the 'terature of stratagem was a frequently dxsregarded
011‘ )

K - tnbutxon of stratagem £ thé decline in the reliability of 20th century strategic
: _warmng systems. Although permanent deception organizations are not necessarily

. f ,20ﬂ1, century ong'm, only in thxs century have all major states had mstxt.utxona]-

- xmsmforming t.helr forelgn adversanes——that m, counterpart espxonage orgamza

tions; but no evidence has been found of deception organizations that calculated
their misinformation programs so as to exploit the grand strategy of their adversar-

enck S expenences on

LT ]

ep?

jesona systematxc basis. It was not until World War II that most of the major powers,

there is no reason to believe that permanent deception organizations have faded

' away in the last decades.

integrated deception planning with the planning of strategic operations?® And R

<
-
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" There is alsono evxdence that any of the major powers has established a strate-
gic counter-deception system—that is, a system organized for the detection of adver-

sary deceptlons and the deslgn of countermeasures theretn The stnkmg Israeli

warning,* thus an inevitable sub_)ect of analysxs by those concerned by th.
faxlure of war warning systems. e

- - Whaley’s analysis of 20th century stratagem?*? encouraged: WorldWa.rIl decep-

r‘nng

tion practitioners to release their own accounts, despite g0vemmenta.l obgectxons.;ﬂ_.. :

warning systems. - :
Fortunately, the t.echnology of‘ mt.elhgence systems smce.’World War Il provxdes
opportunities to reduce vulnerability to stratagem aml thus new complexxtxes for
deception planners. But technology does not assure: more ‘rel.xable ‘warning systems
per se,and it may provide new channels of deception’ op ixmty.The technological
improvements of World War II intelligence, radar and-overh_ead reconnaissance
being the most prominent, did not prevent an apparent dechaeof strateglc wammg
rehabxhty from the less “advanced” cxrcumstances of World War'l 24 ’

NOTES TO SECTION I

Candor I have always thought was the
.~ best form of deception.? Edward J. Bander (ed.), Justice Holmes, Ex Cathedra
.~ (Charlottesville, Vai chhxe, 1966), p. 195, Benjamin Franklin, at one time an

" ambassador, took _pains fo tell the truth'in dealings with politicians, noting:

E “That is my only cunnmg, and the politicians are so corrupt that I always fool

“" " them by this: ‘means,”In’ Carl .'Van Doren, Benjamin Fran.Um (New York:
-kamgPr&ss, 1938), p. 150.7: 75

Lo 2. Barton S. Whaley, Stratatem°Deceptzon and Swpnse in War(Cambndge,

- Massachusetts: Center of Intematxonal Studxes, Ma.ssachusetts Instxtute of
" Technology, 1969) p' ¥ :
. Ibid. : R :

; fColonel ‘Leonard E. Durham, Po]zt:ca] zmd Mz])tazy Deceptzan in Ac]newng

National _Objecbves, Research Report (USAF Au' War College 1971, p. 1.

.‘“Whaley,"-' ‘Stratagem. - =

. J. F.C: Fuller, “Tactics,” p_E_ggyc_]apedza Bntanmca (14th ed 1929)

_?Herodotus, Vl'.ll— P 128 describes_"the attempted betrayal of besieged

otgdaea to the Persians. -

Arthur T. Olmstead, sttory of the Perszan Empzre (Chlcago Umversxty of

Chicago Press, 1948 1966 ed.), p.299.

.,_.“_.ALDavxd Kahn, The C’odebreakers(New York Macmillan, 1967) pp '93-99.
H C’urlmg. "Mea.ns of Secret Commumcatxons in Ancxent Armxes," Umted

,,,,,,

" "Pt.1,’pp. T1-79, not known to Kahn when he prepared the ﬁrst edition of 777e
. Codebreakers, does contain one early reference to an effort at communica-
tions security, achieved through means of deception:

“and private lawsuits.?* The result has beex that, by 1973, it was possible to purchass ™} ;.
a variety of handbooks on the pnncxples of subvertmg and mlsdxrectmg strabegxc o

et e e . £ S+ o an— -
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: .Wee prosper still in our affaires and shall

~ e ——
e v v

No 1 ~ Involved Epzstles of the A.ncxents.
From the Besieged.

without hauing any further helpe endure the T
siege. DL

Curling observes that if the letters of the second alphabet are plcked. uut of

o Curlmg’s anglicized text is of small value as evxdence. but he‘clalms that

the epistle, “the sxtuatxon of the garnson wﬂl be f'ully described vntfx u:ﬂxtary
brevity.” - “o
. Wee perish mth hunger helpe us.

was frequently the custom of the ancients, in their extremity, to write' ‘that- 5

‘which, on being unluckily intercepted, would. . .although it failed in obtaining:*

3 _ .them the succours or assistance they requxred, at l ast,_m:.slead their enemies

11

" as to their'real situation.”

- A Willoughby, Maneuver in W&r(Hamsburg' nnsylvar
7 ' ice Publishing Company, 1939). '
- 12,

. . (London: Kimber, 1968), p. 116,
14,
1

On imbalances of mobility per:mttmg advantag"_ of maneuver see Charl&s :

See, among others, John C. Masterman, meDoubY 'S_ystem in tbe War

. of 1939 to 1945 (New Haven, Connecticut: Yale Univ ,rsxty Press, 1972).
13.

See Kaha, The Codebreakers; and Hugh Trevor-Roper.’ The Philby Afpir

See Alfred Price, Instnzmemb of Darkne "_'(Loudon. K.u'.nber, 1967).
See, for example, the writings of Mao’ Tse-tung especxally the 1936 essay,

“*Problems of Strategy in China’s: Revolut;onary ‘War;” the extensive litera-
. ture on the "Battle of Britain” in 1940; Tito’s analyses of the circumstances

S -;;-;,.of’ the Yugoslav parhsans in World War II; Ernesto "Che” Guevara.on the

Cuban civil war, Guerrilla Warfaremew York: Monthly Review Press, 1961);

L . Truong Chinh’s: Tbeﬁwsta.nce Will Win (Hanoi: Foreign Language Publish-
-+ ing House, 1960)' and Vo-Nguyen Giap’s People’s War, Peop]e sAmy(Hanox.
- Foreign Language Pu’bhshmg House, 1961).

16

See Lad;slav Blttman, ﬂze Deceptzon Game: Ckecbos]ova]f Inte]]zgence and :

.. Soviet Polmaﬁ Wazfare (Syracuse, New. York Syracuse Umversxty Research

17. -
Men and Their Victims, Informants and Their Quarry, Political and Industri- ‘
“-al'Spies and Ordinary Citizens (Springfield, Dlinois: C. Thomas, 1972); A.
‘George Gitter, "Hypocrisy as a Way of Life,” Ph.D. dissertation, American
"Umversu:y, 1963; David W. Maurer, The Big Con New York: Bobbs-Merrill,
- 1940); ch;'4, “The Mark;” Heinz Henseler, “Zur Psychodynamik der Pseudolo-

'.':Corporatlon, 1972) s
See Richard H. Blu.m,

'Decezvets and Dece:ved Observatlans on Conf dence

gie,™ Nervenarzf, v. 39 (1968), pp. 106-114; Mohan C. Joshi and Beer Smg, '
Neurot:c and Psychopathic Tendencies of Habitual Liars,” Indian Psycho-
ogzcal Review, Vol. 6 (January 1970), pp- 113-117; John E. Meeks, “*Children

~who Cheat at Games,” J. American Academy ChildPsychology, Vol. 9 (1970), - .

’-'-"—pp 157-170; and Gardner Murphy, "Expériments in ‘Overcoming Self-Decep- -
tion,” Psychophysiology, Vol. 6 (1970), pp. 790-799; Stephen E. Berger, “The
Self-Deceptive Personality,” Ph.D. dissertation; University of Miami, 1971. .
. Dain, “Les cing adaptations byzantines:dés ‘Stratagemes de Polyen,” Revue .

Ads Etudes A.ac:eanes, Vol 33 (1931), PpP- 321-345. -

- .-
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19 Polyaenus’ Stratagemata, the work of a Macedonian-born lawyer and
.. rhetorician living in Rome in the 2nd century A.D., is probably the single
most infuential work on stratagem Classical al texts published in modern times
- include: Justus Vulteius, Latin ed. of Polyaenus, Strategica (Basel, 1549);
- Isaac Casaubon, Greek ed. (Lyon, 1589); D. Lobineau, French translatmn of
Polyaenus in 1738, along with P. d’Ablancourt’s French translatlon of the
,  Strategematicon libri iii, a collection of military stratagems from Greek and.
< .. Roman history, prepared by the Roman soldier, Sextus J uljiss’ Frontmus {c.
- " .40-103 A.D.), as Stratagémes; Both Polyaenus and Frontmus ‘are hkely .
_ - bave come to the attention of Napoleon and Frederick the Great. The Strata- e
‘g o - gémes de Guerreof Carlet de la Rosiére (1756), published after resurgence of b
o - . the classical texts, may also have come to their- attentmn The better texts of
° Polyaenus’ Stratagemata are found in editions of A’ Corass (1809, 1810),
Woefflin (1860), Knott's De fide et fontibus Pa]yaem(1833) -and most particu- -
larly in 1. Melber’s Ueber die Quellen und Werth ‘der Strafademensamm]ung :
Polyiins (1885, 1887), which republished a Florentme MS, the Laurentianus
LV, based upon Polyaenus, and the StraAagemata of: Byzantme Emperor Leo
(T or VI). Since commanders who read the classical texf.s practxced stratagem
- inbattle and were themselves the subu-d: of doctrinal analysxs——for example,
- Jomini writing on Napoleon—it'isdifficult to trace the exact role of the
. < . classical texts in the shaping of modern strategy.: Sun Tzu’s The Art of War
. - is the subject of modern Enghsh traris]atmns (L. Giles, 1944, 1964; Ping-on
 Young, 1960; Samue] B. Griffith, 196 X 1971), scarcely reﬁectmg that classical
- : S ~ text's influence. .- '
S . ..20. Oblivious tothe deception orgamzatlons of World War 1, Sefton Delmer, The
' -+ ..+, .. Counterfeit Spy (New York & London: Harper & Row, 1972), ch. 2, A’
... Force—or Ex Orient Lux,”states, "In al] their essentials the deception tech-
e ‘niques which. defeated Hitler’s staff during the spring and summer of 1944
© -~ had been invented and perfected between 1940 and 1943 at the Cairo head-
~ * quarters of General Archibald Wavell and his successors” (p. 23). The British
~ North African deception’ organization, ‘A’ Force, had been established in the
¢ » autumn of 1940 In 1942 liaison was established with United States deception
" planners (pp. 27, 31). Upon Wavell’s urging, the British Chiefs of Staff estab-
- lished a "Controllmg Officer of Deception” in October 1941, in an attempt to
i ,mtegrate deceptxon thh “grand strategy.” ” The so-called “W. Board” had

-m'an, ﬂe Double-Cross System in the War of 1939 to 1945, ch 4, “Organi- : EE
- zation for Controlling the Double-Cross System,” and pp. 158-162. . T
. One example of the effect of the Six Day War is its pre-eminence in the official . ‘
U.S. Army tactical cover and deception manual. U.S. Department of the -
Army, Introduction to Tactical Cover and Deception, Manual 31-151-2 (Wash-
;mg‘ton, D.C.: U.S. Army, November 1970), pp. 4, 43, 45, 49. Also see unpub- . - -
Tlished Memo, W. R Ha.rns 1o ‘Barton 'Whaley, 4 September 1967 SubJect.' S
R  “BARBAROSSA,” Pp: 37, esp ‘on""False Slg'nals & pp 57, '
"+ . 22. See Note 2 above. -

~ 23. Delmer, The Cauntedé:t Spyxs the su’b_)ect of htxgatxon in* England resultxng(
. in withdrawal of fiahy of the‘Arderican’ copies and precluding English publi-
N . catxon, Masterman, Hre Doub]e-(,‘mss System in the War of 1939 to 1945 is

e e swe - -
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the sub_)ect of prepubhcatmn objections by Her Majesty’s Govemment Ladis-

las Farago, The Game of the Foxes New York: Macmillan, 1972), is based .

upon MSS not entirely authorized for release.
See Section II. One analyst of the effects of technology upon the economics
of defense, Pierre Sprey, introduced testimony before the U.S. Senate Com-

. mittee on Armed Services, Hearings on the Weapons Acquisition Proceis‘,
‘December 8, 1971, that since World War I the introduction of state-of- the-art .

technology has produced nearly exponential increases in unit cost. detnmen-
tal to overall mission efficacy, sometimes at reduced unit. eﬂ‘ectxveness I

intelligence organizations are particularly reluctant to operate with less than
state-of-the-art technology, they may come to possess systems of data collec-‘_' o
) txon that ﬂood a.nalysts thh data at the expense of p

red.‘ctwe success. - - RES
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II THE EFFICACY OF DECEPTION. g

 The Words of his mouth were smootber tlzan butter, S
but war was in his Izeart. Psalms V- 21 . "

PR Before the Wha]ey mv&stlgabon of deceptxon in 20th s ntury warfare (1969)
and publication of Sir John Masterman’s account of meDoubIe-C?'oss System in'the
War of 1939 to 1945 (1972), the pubhc literature regardmg stra@gem failed to

T convey the impression that strategic, dec ptan systems had convertad adversarial

warning systems into instruments of ;utmost danger 1o_their sponsors.’ The war

. movie fan will remember the unloading Al &in The Man Who Never

. . Was,? or provision of "chicken feed”® through double agentsin 7he Eddie Chapman

... :Story.* The literature of strategic deceptmn does nothing to erase the impression
.. of eccentricity, spontaneity, and absurdity” Many of the deception cases seem more
...~ imaginative than important the British Sﬁ" cial Operations Executive parachuting
. ', . —‘xﬁe—n; money, even tenrps ba.lls asa fic ﬁctmous recruxtment favor,5 ‘upon request of the
DR » ‘Gestapo in occupled Holland‘ German man destruction of a German radio transmitter
R " at Gleiwitz, as “pr_oof" ofa Pohsh “invasion” of Germany in 1939;" Allied construc-
.~ tion of a rubberized “fleet’ as one of niimerous devices misleading German intelli-
‘ " .. gence before the' June 1944 Normandy landings,® or the appearance of a “doubl
o Genera'l Montgomery in beraltar at the time of the Channel crossing.?
|

» Many of the more colorful deceptxon operations appear as adroit side-shows of
R 'war, and so they are treated if at all, by most historians. Examples include the
-+ Soviets’ Operatxon SCHERHORN, which lured German troops (of whom 2500 were
;ggptured) in:an effort to “rescue” a non-existent detachment behind Russian lines;'®
‘-th'e passmg of false rumors from London through a team of waiters in a Lisbon
réstaura.nt," creatlon of false bombing targets, incendiary fires, and navigational |
_gmdes for. German bombers by “Colonel Turner’s Department” in the British Air.
: mestry“? qm imaginary aircraft carrier Janding strip in the Mediterranean just off
: efefort he"benefit” of German pilots in 1944;'% and a host of electronic deceptions
oo the.stmggle Churchill labeled “the.wizard war;”** and the mislabeling of street
‘signs by “Czech nationals during the Soviet invasion of 1968.'* .
L Other cases of deception, whether successes or failures, appear less as side
. shows than as absurdities. The "Lavon affair” involved the Israeli secret service in
a program to undermine U.S.-Egyptian relations in 1954 by systematic planting of
. - .. false intelligence and the sabotage of private and official American installations in
i Egypt. supposed]y on behalf of Arab extrermsts Alt.hough partly succ&ssful this .

L e
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program’s unexpected disclosures resulted inAstrained 15.S-Israel relations and a

- geries of Cabinet crises in Tel Aviv.?® Journalists have reported that CIA-sponsored

Nationalist Chinese paramilitary detachments in Burma, allegedly accompanied by
CIA.exaggeration of a Red Chinese threat, led to strained U.S.-Burmese relations
in 1953, and that a “skillful” French deception of Viet Minh intelligence at Dien
Bien Phu, Operation CONDOR, led the French command at the fortress in 1954 to
anticipate reinforcements that were never intended to be sent, all with’ dxsastrous
results.’? Further, a Soviet-coordinated Czech disinformation program in ‘Indonesia
convinced President Sukarno of imagined CIA mischief in 1964, played into pro—

- Peking hands, and rsulted in abungled coupattempt, then an antl-commumst ooup .

d'état in 1965.*°

The successful Oéerat\on STAMPEDE, a joint SOE/OSS creatxon, mvolVed e

mythical Dutch resistance organization to draw attention: ‘from the Normandy

‘beachheads. Reportedly the deception planners sanctioned the parachuting of bona

fide Dutch patriots into the hands of the Gestapo. Even the importance of the
mission does not remove the aura of tragic absurdity surroundmg such an affair.’*
Equally successful was the German Abwehr and Sicherheitdienst control of the

: - Soviet military intelligerice network in World War I Europe Most notable was the
" “Red Orchestra,” a Funkspiel (radio game) played with’ such gusto perhaps by

" Soviet penetration agents, that it fed the Soviets invaluable requested data.*®

{THE AURA. OF SECRECY

. These images of deception oneratmns faﬂ toconvey the fact that strategic decep-

..{.t;on operations—a source of victory in anthmty and in the Napoleonic wars*'—

- . _becameacentral facet of almost every s trategic engagement since the onset of World
" . War II and the midwife of strategic surprise.*? As national intelligence systems
"~ acquired additional sources of data transrmtted by faster means, deception became -
.., an essential ingredient in the initiation- of war, involvement of a new adversary,
" opening of a new front, and conduct of a battle or retreat. Politicians came to exploit

. deception techniques in the subsequent cold war environment as a means of ac-

celerating the prospects of a.coup d'état, as a techmque of widening ruptures in an

. adversary’s alliance system, and as a means of disguising small power versus great
.. power conflicts during periods of small power vulnerability.*

" The public disclosures of deception operations scarcely reflect the under!ymg

realities. In part the discrepancies are happenstance; in part they reflect the special
_ attention to "deception security”—that is, the maintenance of security rspectmg -
. the methods and substance of deceptxon operatxons." , ‘

"?.i:f: Whenuthe'sca]e, tra.nsparency, or duratlon of an endeavor requires the mount—

ingof one or more deception operations, the unravelling of the deception plan may

be worse than’ ‘mounting no deception® -at-all. The blown deception plan may reveal

- getails of true mtent:ons that passwe secunty alorje: inight have withheld. There-
fore, deception security i is vital to the achievement of surprise. Supplementing physi-

~cal and persontiel secunty mea.sures, use ‘of special code words, and rigorous reduc- -

* tion of "thtmg’ ‘participantsraise the ‘probability of maintaining deception securi-

ty. Moreover, sophxstxcated deceptxon planners workmg to prohect vital operatxons
c o emeaads )
. . ' N § -
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"'— desxg'n theu- master deceptxon plan, or stratagem, s6 as to compensate for varymg
degrees of deception i Insecurity. For example, the planners of the Allied stratagem
to confuse the Germans as to the time and place of the opening of a second front,
~ Operation OVERLORD, mounted dozens of feints or deception operations in 1943-
1944. Some of these feints did not ring true to participants and observers. Most.kept
their mouths shut, but even those who. were indiscreet were unable 'bo pxerce the -
security of the master stratagem because the unveiling of any one deceptzon opera-
‘ tion did not compromise its strategic relev rance, even to deception partx , pa.nt.s. :Most
c e . . participants in major deception operatxons are ignorant of the strateglc nexus affect-_ - -
. ing their work; the remaining few are, for the most part, deeply nnpr&ssed by the,'
importance of deception security. TRN
. After deception operations are complebed ngorous secunty pemst.s f'or th
protectxon of deception tradecraft. Whaley's systematic: studv of deception in 20th
century warfare, supported by empirical findings, concluded that this concern for
~ tradecraft security is based on the false assumptxon that such knowledge reduces _
vulnerabzhty to foreign deceptxons ‘

h 2

" 'The deceiveris almost always succes.aful regard] sophzstxcatxon of -

-~ his victim in the same art. On the face of it, this’ séemsan-intolerable .
..*. -conclusion, one offending common se . Yet it is the mefutable conclusxon
.‘ of the hxstoncal ev:dence.*? ' TP

.r",’ "

or Whaley's © mtolerab]e conclusxon
is that counter-deception capabt.htxes of. ' atelligence and security services
. bave remained at such primitive Jevels’ thaf: know]edge of, even participation i in, the
tradecraﬁ: of strategic deception has little éffe ect upon the predictive efficiency of the
- .. 'major intelligence services. Under this hypothesxs, the preservation of deception
“f security could prove deca.swe in the event’that the major powers paid adequate
.' " attention to the developmentof counter-deceptnon capabilities. It is perhaps ironic
. " that one effect of the. compartmentatxo'x and security pertaining to deception oper-
- . ations hasbeen a genera) 1gnorance -of the havoc wrought by past deceptions, accom-
 panied by complacency among mtelhgence a.nalysts, which precludes creation of an
effective counter-deoeptxon system.2®
, - The curtain of s sécrecy. surroundmg deceptlon tradecraft remforces this compla-
SRS cency Whaley's Stmtagem may lead to some reexamination of the problem, but
even his study probably uriderestimates the effects of strategic deception, partly as
. a r&sult of deception security. He shows that of the 61 cases of strategic surprise in
war du.rm'g‘the period 1914-1968, 50 cases—or 82 percent—involved strategic decep-
on. Moreovei*, ‘50 of the 57 strategic initiatives known to involve deception—88 ..
pércent of the‘ca.sa-—multed in surprise.*” Whaley demonstrates that deception - -
nhgnces noto p"[y the likelihood of surprise but also the effectiveness of it.2* But his
rodYg:ous réearches did not involve access to official records of any major intelli- - - . . .
ehce mce “What c:ypto]ogxc Ihnksp:ela&scaped}nsattentmn" ‘What percentage .
‘o tellxgence “successes” involved the controlled dissemination of accurate . . -
: "mtelhgence as a means of accredxtmg deceptxon channels for "p]ay” at }ngher
stakes" ) . ) L esR v : RO
o Stratagem encounters qua '”'tatwe and methodo]oglcal problems. In the pro- . -
ceés of grouping sets of hzstonca]cases;iﬁ'.loses some of'the quahtatxve varxatlons that
are more significant and alarming than the Whaley presentation suggests.

- » L -
| S Ko ian | -4
. . ~ 5 . . .
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_ A REAPPRAISAL OF THE WHALEY DATA™ T

- To what extent do the Wha.ley data exaggerat.e the importance of' deceptxon" To
" what extent do his data minimize the importance of deception? First, it is worth .
. nothing that Stratagemis the only extensive empirical study of strategic deceptxon
in the public literature. It is a monumental research effort, which resulted msxgmﬁ-
, cant ﬁndmgs Wha]eys is not the best of several stud.\es, but u.mque :

*  in which the ingredients of surprise were fairly obvmus.

' " a major miscalculation of enemy intentions (go or nog

" place of attack, the strength of attack, or the style of'-q

~ to have one element of surprise without having a.ll £ us, a case of partial

- . surprise may be included in Whaley's set of surpnses, -alt h mtelhgence correct-

- ly predicted four of five modes of potential surpnse So_ xar this choice merely
_.: highlights the predictive difficulties of mtelhgence services; I;y cataloguing a variety
. - of pitfalls and counting as surprise a failure on any count. Thus Whaley’s study

" . makes the predictive records of the maj ligence services loqx somewhat worse

- than they really are. Of 33 amphib :the period 1914-1969, an -
= astounding 85 percent involved at least ne mode rprise; of these cases, decep-
“/:tion operations are known to have Béen asdociated with 28 landings, achieving
_ *_surprise 89 percent of the time3° Of 134 or air battles, of which 42 percent
_ ~involved deception operations, 58 percent [éd:to surprise in at least one mode.®* It.
* might be supposed thats d:'predxctxve recor d ‘in World War I taints the averages
- in later years, as mte C som penetrate deeper and as organizations com-

. municate faster. But.accordmg:' > Whaley, only 48 percent of land battles in World

aﬂons.’f_ But it is possible o -

, From thxs 1t could;seem that surpnse has become ‘easier” to achxeve In :
_fact, the tahle alsq.shows -that t}ns could be entlrely accounted for by the '» o

Urp: 1e:portrays a bleak track record. Parenthetically, if this technique can
; 'duce’ am ng: ‘intelligence professxona]s a greater sense of humility and greater
itic ﬂi

P ;recard draws attentxon to everythmg, mcludmg deceptxon, associated with it). ST
77 When Whaley exclndegn_ca'ses of mindr surpn.se. or when he omits most cases of N EiE
o ,’-techno)oglcal surprise, he may mdu-ectly exaggerate deceptxons mportanee, be- R
. cause his sample of cases is  thereby skewed. Often, the small conflicts involving bad '
- 'mtelhgen ce.may pot. involve the malevolent hand of foreign deception, simply be-
‘j_‘cause secnnty stands a greater change of effecting surprise by itself. '
‘ The exclusxon of minor cases, where the presence of deception i is less hkely. A

‘ ——.em — a= —— - -
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. probabI} increases the reported percentage of stragegic surprises assocxated with
deception (82 percent). Similarly, the exclusion of most cases of technological sur-
_prise, where unfamiliarity or flaws in the conventional wisdom may play a greater .
role than deception, may increase the percentage of Whaleys cases assocxatmg
deception with surprise.®® %
. Still another aspect of Whaley’s research suggests an overemphasxs i
- tion’s potency: Because almost all of his sources are secondary accounts prepared
with hindsight, his data are particularly vulnerable to the selectmt) of. his s sou_rcea
In fairness to Whaley, it should be noted that he has read and cross-checked ‘an -
P enormous range of sources, and that this monumental corroborative venture: ha.s
- minimized susceptibility to error. Nonetheless, the bendency of memoirists to select
' incidents that flatter their subjects is well known. Deceptmn ‘planners tend to recall
. those instances of strategic. deception that hit their mtended marks. What of the
stray shots, the arcane deceits that missed their targets worse yet the ironic deceits
that back-fired and alerted the opposition? These aré Ieeslﬂc_ely to ﬁnd their way into
. print, and thence into Whaley’s quantitative analjé ‘ﬂarly, instances of self-
deception are unlikely to be recorded in the majority of memoirs. Oﬁen we deceive
ourselves without any assistance from our enemies, but we’pnde ourse]ves on the
neutrality of our self-perceptions.®* The first set of selective I memones omits cases
 where foreign deception operations falled to have an effect or worked to the disad-
_.'vantage of the sponsoring state. The 'secon ‘56t f.'fselect;ve memories omits cases
- where the cause of surprise was self-ds¢ natter to be credxted tothe *
- skﬂl of foreign deception operations. °3 &
~ *.These considerations suggest that the WhaJ Y. study may overstate the role of
) deceptxon in achieving wartime surprise. it is a]so possible that a study of strategic
. " deception and surprise will fail to give proper weight to the successful warnings of
. attacks that were rescheduled ‘as a consequence of successful warnings. Where
.. [ enemy antxcxpatlon of m:htary attack is grounds for the cancellation of that attack,
. - - accurate warning may become false -warning. Indeed, some of Hitler’s attacks were
.. - rescheduled becaose tunely wammgswere known to have reached intended victims.
.| . Sothe set of attack ‘éases-omits; mthout justice, surpnse-dependent attacks that.
T ' were foiled by tune]y, ‘thiis false, warning.
w0 In view of these tendencxes to focus-upon cases of surpnse and to exaggerate the
S B role of foreign deception ¢ operatxons in achieving surprise, it might be supposed that
. strateg'xc deception is not nearly so damaging, not nearly so effective in degrading
: " enemy: mtelhgence as Whaley leads us to believe. On the contrary, it is my belief
that: Whal”ey s-1969 edition of Stratagem understates the importance of strateglc
eception in the .causation and exploitation of enemy surprise.
.. The same'-memomsts ‘who are reluctant to admit self-deception are equally -
oath to adm 'B_eceptlon at the hand of a skillful adversary. It is galling to be the .
an: enemy deception operation, and many who will admit to surprise care = . o
not. vts suspxcxous ongms It isone matterto play the puppeteer and another R
to play the puppet. -' T ”
" Pride may dxsplace concern for secunty as the ma_)or mducement to the suppres-
‘sion of deception tales. Nonetheless, the aura of ‘secrecy is powerfi ul, and many cases
of wartime deception do not. survive the censor’s stroke. Cryptologic deception is
hardly a public subject, yet we can all i imagine that a compromxsed channel of
L_ oommumcatlons exploxted for deceptxon purposes could provide a larger volume of
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- -niques of deception that have not found their way into the public record; if so, the
' incidence of deception in association with surprise may be somewhat higher than
- Whaley's data suggest. In sum, the incidence of deception in cases of strategic

. surprise may be even higher—excluding cases of technologlcal surpnse—-thaia the
astound.mg 82 percent found in Whaley s study. -

Some of the deception assets may be regenerative, but oth 'may be one-shot affairs
" (some quite literally, as players risk liquidation). Lik&'n good: ‘_poker player, the

deception expert has learned not to bluff too often’s jver trivial stakes.
~As a consequence, he may aggrandize deception assetsiby
" over controlled channels, accrediting these for more craé

If the Whaley data are accutate, de&ptxon operatmns-——perhqps in con_;unchon .-

with other factors—led to strategic surprise in 88 percent (n=50) of 57 deception
. .attempts. Since deception assets had"' unt, rates, it was not possible to
- mount a full-blown deception’ progrép., r.stratagem; With.every major initiative.
" The incidence of surprise was substanfxallvlowe E3; an: Bapercent of major battles,
but was it lower in the most crucial battlés,’s eceptxon planners would expend
thexr one-shot assets? Probably not.

- 'The Whaley analysis dogs not provxdé the'answer, though it suggests that decep-
tlon operators played the.;r best tricks when they thought the rewards to be greatest.
~ Itshows a higher frequency of 6eceptmn and surprise in major than in minor battles.

P

But Whaley’ 5 1969 edz'tmn of Stranagem did not probe for cases of' all-out deception

‘ record of most mtelhgence semca is poor thhout also specifying that the record
‘is especially poor in thé most critical cases. The net effect is to foster a degree of
complacence, especlallyln the lull before the bigger storms or during the less impor-

- tant battlgs. In such cases the record of the recent past looks good—at worst medx-

) :techmqus is put into battle. First, I examine the Whaley data in an
ua_te cases of "grand deceptxon,” as distinct from "minor decept:ons.
more todest deceptxon resources. Second, T'examine‘the high-intensity

deceptlon initiatives in an_ eﬁ‘ort to test their relatwns}up to the probability and . 5

. consequenc&s of' stratetuc surp*zse
T The Whaley ‘study includes a partly satisfactory index of the deg'ree to which
- deceptxon assets were experided in the cases he considers: The index in question®
: xs an unwe:vbted one, denved from the addmon of the sums of the numbers of

e Rl B ELE

ettt © S——

disinformation than could dozens of controlled double-agents. There may bé tech- ~°

sassing true information .
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. "ruse” scale |

: deception efforts catalogued under various headings: continuation of mis]eading .
- pegotiations, misleading demonstrations, feints, fake documents, press “leaks,”

- md:catorlevel of 3. Of the 68 cases, 28 have a ruse index level of 4 or greater. Taking

j torjleve] 4)are identified in Table 1. The most striking feature of the data is that R o
Cauiat least 2‘7 of the 28 cases of high‘intensity- deceptlon fesultedin strategic surprise. -+ . i
.+ The- Luzon case resulted in tactical'surprise, and many of General MacArthur’'s -~ . .

Approved For Release 2007/04/17 : C|AfR‘DP83M00914R0023090_90004-8 =

planted rumors, camoufiage (both simulative and defensive), radio deception, and
other modes. The index is inadequate on two counts: first, it fails to record a ~variety
of stillclassified deception techniques, and second, it fails to weight the sub-in 'ga'x&s
in accordance with an approximate estimate of infuence. g

Despite its shortcommgs the Whaley "ruse” index is the best avaﬂ i¢ indica-
tor of “grand” and “minor” deceptior. If we wish to study those crtiélal ms&s in’

‘which a state draws heavily upon its scarce deceptmn resources so as* to maxunme._, R
‘enemy surprise and misdirection, we can start with those cases at the upper end of. -

Whaley’s “‘ruse” index. The 68 cases studies are distributed along a “ruse” scale -~

. from O to 8, representing for each case the total number of, deceptlon schemesinall
. reported modes The chstnbutlon, computed from WhaJ 3

7 ‘dat.a,, is shown in Fxgure

. 1' .
T =12
N ._§ " n=9 Eah
8 .nns B'?
o
E - i ‘.h. ‘ n—z -
Whaley .- .7 o o

L 5 Fxg 1—Intensxty of: deceptlon eﬁ‘ort.s sttnbutxon of 68 cases,
1914-1968 (n—-68 Mean—-35 Med1an--3) o

The avera.ge case has a ruse” indicator level of 3.5, the medxan case a ruse

ese 28 cases of ~major deception,” constituting 41 percent of the 68 major decep-
ions and surpnses analyzed by Whaley, we can test the effects of mtensxﬁed decep—
tion, efforts on ‘enemy prediction and performance. -

The 28: }ugh-mtensxty déception cases (measured by the Whaley ruse” mdxca-

-

supporters claim strategic surprise. If they are correct, then all of the 28 major cases -

-»~of high-intensity‘deception resulted-in strategic surprise. Moreover, all 15 of the =~ =~ & - . it
. cases(22 percent) with a Whaley:"ruse” levél of 5 or more resulted in strategxc ‘ e e

surprise. This record should be a cause of concern to intelligence analysts, arms .
~Control advocates, and military planners. T

S st st O i o
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- more grim.” ;-
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- than in the average case of deception or surprise attack.

' feluctantly to the conclusion—omitting systematic ooun_ter-deceptxon eﬁ'orts of g
- which there is little evidence—~that the originator of a strategac initiative mlhng to

~Als of Taterest are the following statistics: First, the average magnitude of
surprise in these 28 cases of high-intensity deception (using the Whaley index,

- adding the various modes of surprise in each case) is 3.0, well above the average for
. Whaley's remaining 40 cases, 2.37; second, 43 percent of these 28 cases (as opposed
. to 37 percent of the other 40 cases) involved the misjudgment of basic mtentzons

(attack vs. no-attack), probably the most consequential and costly aspect: nf' surprise;
third, casualty ratios of target state to deceiving state in these "grand deceptxon
cases (median = 4.8 to 1) were far more favorable to the deceptxon-s"

Assuming the data presented in Table 1 to be reasonably accurate -we are’]s

expend substantial deception resources can expect nearly, 2100 percent probability )
of achieving strategic surpnse Further, he can daxgn asetof’ rms] eading indications

~soas to capltahze upon enemy surpnse, by enoouragmg mxsa]locatxon of enemy .

Yesources.
If some of the more dzabohcal deceptmn operatmns are

é‘n from public view,

" the efficacy of deception may yet be understated. In critical'cases, the estimated

likelihood of surprise (0.96+) could not.xise much higher, imi{-new details of the
“prospects of deceptxon appear even

’ Rewnewmg" 168 batﬂa m 16 wars

_* ing leaders’ ‘expectations, and 60 percent of' thes'; battles resulted in abject failure.
..~ : .. In contrast, of 50 battles involving surprise: 34 percent exceeded commanders’ objec-
T tlves and only two percent ended in faxlure i Th&se subjectxve evaluatxons are

. somewhat lower in majoi: battl&s (1 to 4.5).7

- As mightbe expected mcreasmg intensities of surprise (countxng five modeS' go,

" no-go; time; place; strength, and style) produced mare favorable casualty ratios: 1 to

11;5 thh all ﬁve modes of surpnse present (still not counting the ﬁve percent of cases

" that the concentration of decep..lon resources in key battles correlated with even
- higher incidences of surprise, 96+ percent. We have also seen that the infliction of

high intensity surprise resulted in more favorable casualty ratios, reduced casual-

" ties for the surprise-initiating forces, more captured prisoners, much improved

chances of attaining battlefield objectives, and a 34 percent chance of ac}uevmg

h_ ob)ectxvea well beyond those anticipated. .




Initiation of at least a _l_b
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N Snnmcu. Somtczz: Wha]ey, The Bodmmd L o i

Gwen the unpremsxon of evaluatlons of: what constitutes deceptxon a.nd what

_ constxtut.es surprise I wish to treat with cautxon hypotheses linking the intensity of
deception to the intensity -of surprise. Flgure"z adapts data on the relationship

. between intensities of deceptlon and surpriSe as recently reported by Whaley.>®

@ g ‘,dm Tiwe Lo’ ‘hightintensity” deceptlon ‘correlates 'with increases in both the . " . S
* “intensity and’the probability of surprise. Thuis; only 80 percent of 30 low-intensity .. ... - -+~

tensxty deception operation correlates with substantial-
" ly higher mcxdences;of surpﬁse m 20th century warfare than would result from

- strategic-deception operations resulted in some degree of surprise (ruse index. of. ..

e i 8 surane ‘index of 1-5), 96+ percent of high-intensity strategic-deception : - -+ 7 - s
operatxons (Fuse’ index of 4—8) resulted in some degree of surprise, and all strategic’ S
deception cases ‘with a ruse mdex z5 resulted in some degree of surprise. .o

——— -




= attack were possible without a substantial risk of pre-launch dlsclosuie of the at--vf__ .
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T _"-' . My findings suggest that, in the absence of counter-deceptiori systéms, high-

intensity deception in strategic operations should not only result in a higher inci-
dence of high-intensity surprise but also ia a reduced prospect.of failing to achieve
a significant element of surprise. If it is easier to obtain an element of surprise in
tactical battles through low-intensity deception operations than is possible i in strate- -
gic encounters (of more central concern to adversary analy ts), then my ﬁndmgs and

those of Whaley may be consistent. _

Diverging conclusions might be important in estxmatmg vsheihe uEIear

tacker’s intentions. If one concludes that high intensity deceptxon can drive “thi

probability of pre-launch surprise close to 1.0, rather than 0.8 to 0.9, one may reach -5

different conclusions about defense postures required to assfe nuclear deterrence.
Without further research, however, we cannot assert that h.xgh-mtensny deception.
operations can drive the probability of achieving surpnse close {0 1.0; and in any
event, we are wary of applymg the Bayesxan data; un‘ coxiventxonal warfare to the
probability of pr&launch warning of nuclear attack ’e}ess, the empirical
findings on the relationship between ‘deception and surprise, and between high- -
intensity deception and high-intensity surprise, do not generate a’; priori conﬁdence
in the reliability of strategic war warmng systems.
" Relying upon unreinforced adversary ‘preconceptions, operational secunty, or
luck has yielded an incidence of surprise: ‘of only‘.-"‘l percent.“’ Stated differently, the
chances of failing to achieve any sigrifican “surprise without deception
are almost 3 to 1. That deceptmn has bécome part f: ‘the modus operandiof modern
military planners is entirely understandabie ,'1s ; less understandable that the vast
public literature on intelligence forecastmw has failed to address the challenges of

- counter-d eception planning so as to provide i more reliable strategic warnmg systems,

and in the process to dzscourage would-be attackers.

-.What of a.symmetnes in strategxc deceptlon practices? In Section ], I suggested
the same states that foster ratxonal _planning of intelligence collection may tend to
appreciate potentxals for decewxna adversanes through their intelligence systems.
- Those states that have succeeded in penetratmg the security of adversary systems,
- placing agents well: decodmg high-level communications, or controlling adversary

- intelligence systems have a.lso gamed insights into the decision styles of their adver-
.~ saries, the concerns, prejudxc&s assumptions, inference processes, channels, and

substance of information that are ripe for misdirection. .
ey The precedmcr statistics tell us that even the disadvantaged have opportumtxes

. 'f 0 _;mrpnsmg their adversaries. The incidence of surprise has been high between

large nations: and small and between rich and poor. Deceptionis one of the equalizers -
finternational _conduct it humbles all and affects those who are not its targetsbut

hd‘fear its n'sequenca Available statistics do not convey the effects of asymmet-
ca} moxirces We may suspect, but cannot as yet prove, that those states with
adva.ntag 'of intelligence or control of adversary intelligence systems may manage -

i to"conver‘ ‘mére cases of what’ would be low’mtensxty surprise into cases of highs * -~ -

MRS T mtensxty surprise. The opportunities for either massive deception or sharpshooting -

; deceptxon allow greater opportunity for the kinds of misdirection that are especially

“fiot allow efnpirical study of the consequences of intelligence asymmetries.

Asymmetries have existed and have tempted exploitation. Sir John Masterman

——E explains of the Bntlsh-German counter-esplo'xage duel of World War 1I:

— s g wames baa

costly t6°sn adversary Wxthout ‘more- de“tax]ed pubhc evidence, the data base does
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Not only have double agents been run on a long-time basis bnt they have
been run so extensively that we can think not in terms of a number of
- isolated cases but in terms of a double.—agent system. ... We actively ran and

' coatrolled the German espzonage system m tbzs countzy “

If we assume a sxgmﬁcant disparity between the decewmg state’s mtelhgence

- resources and those of the deception target, with the imbalance favorable:to the -

deceiving state, we can probe stratagemic vulnerabilities in their most: vzfulent
form. Deception operations mounted without the assistance of "maglc" (cryp n ogic

> e mea —-— k-

' intelligence) or well-placed agents are a gamble. When supported by “Thagic: da

patiently cultivated network of double agents, deception is almost ‘asure ¥ winner,

with gigantic payoffs. The deception planner’s ultimate windfall involves access to

- two particular varieties of magic: first, access to the codes and-ciphers of the opposx-r:

tion’s intelligence services; second, access to the oommand'deexsxons as transmitted.

- The first reveals the collection patterns, Ainferences, preco céptions, and fears of the

-planner has at his disposal well-placed networks of “doub

. sensmgsystemsaswell BRI S

. _ adversary pays for the opportunity tovie
* over various channels designed by th'e ratage

-~

: enemy; the second reveals the susceptibility of commaxiders topartxmxlar packages

f*“signals” and to the channels by which they ars trs ‘When the deception

ents he has ready

accéss to the collection system of hzs ta.rget. If'he is careftﬂ cover the other

- This imbalanced situation is the stratagematxst’s equxva.lent of “pay TV »” The
.éeveral'nnages transmitted to him
th-access to the preconcep-

"~ tionms, valuee, and channel preferences of’ h:s vxewer,‘the'-' stratagematist designs a

series of programs that will satisfy the customer (The customer may be misled, but

- ~ until he perceives the incongruities he vnll be sétisfied.) Where the stratagematist -
_has access to the internal cb.ax_z_nels of his adversary 5 mtelhgence heis able to learn

B wh=-nhzstargetaud.xence,

qt:mterpret.ng the various images as they were meant

i . toberead.Ifhecan adapthxs programs in mid-Course, the stratagematist can almost
- guarantee that the audxence 1sboth satisfied and convinced. In short, with “magic”

and double agents t.he strataghmatxst can even oontrol the "ﬁne tum.ng‘ of hls

o .- audience’s perceptua.l patterns:

Hugh Trevor'Roper tells us that the Bntxsh decrypted Abwebrcxphers almost

; ..straight through World Waixj 11.** Can we believe that at 10:00 a.m. an interdepart-

mental deception commxtte'eﬂ“d:scussed the “fine tuning” of deception programs in

- '_ the light of intercepted Abwe)zrmtelhgence" Certainly we can. And we should not

_be surpnsed__to learn in Whaley’s Stratagem that Abwe}zrmtelhgence was not only

rong in-most of the critical cases but also wrong in the costliest of directions.
" The .mt_elhgence service that points to its estimative record with pride usually

‘he_n totalmg'-the batting averages.** The fact that most intelligence services are

secunty assures that the track record, though ob\nously bad, is ascribed to fortuitous
circumstances, random developrnents _poor. luck, the mherent unpred:ctabxhty of

- most situations, and a host of other circumstances:

> S N i - - eremm.  mee e @eae e R . “ 3
e g .. . . H i . . . i N - i —

' . Sr—— .y wmw -
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has not existed during critical wartime threats or else it prefers to skip over “quirks”

dly'¢ ece:ve'd'at just the time when they are most needed is.not a valid argument = .
’ _emohtxon The smaller, less. sensatmnal succases may entxrely justify the .. . o

e in.vestm_e;{ts ﬁxrther. deve}opment of some counter-deceptxon capabilities may at -
..o . least amehorate the rather poor track record i in the most important cases. Deception_

. l‘ﬂl
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T MODELS OF ERROI\EOUS INTEI..I.IGENCE

" Omitting the nsibxlxty of deception planners, the predxctwe records of mtelh- '

gence services still look bad (for the evidence of resource misallocation is often
blatant) but their rational exegesis seems nigh impossible. The evidence is. ambxgu-
ous, the warnings hidden or late in arriving. (How many a deception operator can
remember passing a correct warning just before the battle, too late for: xts;éxploxta-

- tion by the enemy but sufficiently early to accredit the sendmg channe oi"‘later
.. play?)

The ‘most persuasive model of this dxscouragmg state of aﬁ'al:rs is ont ,thats."_"_'
accepts this abysmal record as the natural if disordered circumstance of intelligence ;-
work. With hindsight, the inferentially valuable data are. ldentz.ﬁed as a group of
signals, the troublesome and misleading are identified as noise. With such a model, -

post mortems of almost any of the major turning pomtsm?()th century warfarelead -

to the conclusion that separation of crucial signals: ﬁ:om the. amblent background
noise is extraordinarily difficult, that potential m:provement xs hlghly restrxcbed
and. that the possibility of calamitous surprise is ever.pr

The outstanding case study of this genre is Roberta Wo}ﬂstetter 's Pearl Harbor:

Wammg and Decision. ** A study that followed Mrs. Wohlstetters in merging the

“deception data with background noise.is H, Ist’s analysis of the'German surprise -

“attack on Norway in April 1940.* In; th .__.',_"study on' Operation BARBAROSSA

| - Germany, with specxﬁcatlons desxgned. to’ penetrate:Soinet mtelhgence filtration

- barriers.*® David Walker's Lunch With: & Stranger notes that it was the British .~

- practice in World War II to call the output of ‘controlled rumor networks “sibs,” -

- slang for sibilance.*’ Thus, the.very operators of deceptxon networks concexved of
their work as the productxon of background "hzssmg A
Although the artful deceptmn operator may blend his dxsmformatmn products
~ with the natural- background noise,-our failure to segregate the spurious signals—
- what I call sprzgzzals'——_from the; backoround noise leads us to underestimate the
importance of the:

- _ pngnals ‘and dema us the opportumty to desxgn counter-
..""deception systems.

A more helpful m' ei f'orroneous mtelhvence would segregate genume sig- ‘

‘nals, unintended clues of future events; sprignals, intended clues to nonexistent
- capgbllxt.;es or mtentxons' and nozse, the background data and random confusion

dres ‘Many of the insights in Wohlstetter’s masterful Pear] Harbor study are still

":"""'_strategxc deception, but they should not deflect attention from the search for coun-

o orcheatratxon of' deception measures by a slullful adversary.

»

o . - e e ema - amis [P e ,--..-...

An eva}' ', we model reflecting the devastafmg effect of deceptlon and seelung
ate. deceptxon parameters encourages the search for effective countermeas- .

N -the problems of compartmentation, of overzealous security, of varying e
’ """perspectzves ‘of wishful tlunkmg, of tanigled jurisdictions, of sheer ovérwork, and of
""" "the ‘ambient background noise. These contributions to error becloud the role'of "~

" termeasures to what appears to be the most’ ‘degrading factor of all stratagem, the e




. " SPEC'ULATIONS ON THE'VULNERABHJTY OF ARMS CONTROL

Approved For Release 2007/04/17 : CIA—'RDPSSIVIOOQ‘I4R002$0_-0090004-8

while acknowledging that amidst the noise, amidst the bureaucratic politics, amidst

the irrational and the confusing, there lurks the hand of rational deception—admit-
tedly a hostile hand, taking advantage of irrationality, of preconception, of confu-

sion. By mlsdxrectmg the apparent thrust of policy, deception can facxhtate the

raisdirection of resources; by enlarging or ‘prolonging the appearance | of ‘multxple

cptions, deception can force the rational adversary and probably the 5

- tional adversary to spread his resources thin. .

-~ . In many cases there may be no perfect countermeasure, but surely we' ughf o
- avoid surprise in more than 4 percent of the major deception cases:*® It is mere

contended that a modest investment in a connter-deceptmn system would be }nghly =y

. cost-effective should such a system manage to counteract €ven a minority of decep<"
. tion operations aimed at decisionmakers through the £yes and ears of U.S. intelli-
~ gence. Even a low probahxhty of timely forewammgmay:dxscourage the prudent,
. those who are bent upon warning-free attack may yet e
~ of timely strategic warning; and those who face'en ‘prospects of alerted, -
protected retaliatory forces may be further discouraged from hig }_.ycost procurement |
of weapons to attack alert-dependent retaliatory systemis. ' ’
-- Although enhancement of warning reliability is a valuabie ol Jectxve the record.
of past warning failures confirms the wxsdom of procunng weapons systems that are
o Bot warmng-dependent, even at lugh cost. But ‘even those e systems designed to sur-
o vive a surprise attack may depend upon:targeting: mteIhgence which may also be
* . subject to deception. Minimizing dependence.npon timely warning is not enough;
sensible planning requires sensitivity tothe poss 1b1ht1&n of adversary deeeptmn, and
_adoption of prudent countermeasures. S , :

Profssor Whaleys _empirical data on deceptxon and surpnse in 20th century :
- warfare lead us to the unpleasant conclusion, qualified by the predictive limits of
. Bayes’ Theorem,” that. lt)s mssxble to deceive the intelligence services of the major
’ powers in most strategic miilitary initiatives; and in the most critical cases, where
.one-shot. d_ecephon ‘assets” are expended, the probabilities of high-intensity sur-
‘prise. are-élarmmg The implications for arms control negotiations are serious, but .
before turm.ng to them, we should attach three caveats to this pessxmxstlc predxctxon
of mtelhgenge capabﬂmes , .
First,/although the Whaley data count any one of five modes of surprise (go, :
nb—go,' tune, *place; strength; style) as an intelligence failure, accurate predictions of
mﬂx'tary»capabxhtxes may suffice for many.arms.control purposes. Secong, empirical
evidence from historical.cases may not:validly predict future cases where conditions -

L the same ! umverse ;_some © of the arms control venﬁcatxon cases may not involve

One may look with skeptici.ém upon é ';rationa;l méciel” of Becisic;nm.a.king“ T

~“of causaixty -are altered; development of effective-counter-deception systems would- - = - -
. wconstitute such: an:altered condition .and invalidate the Bayesian utilization of
. Professor Whaley’s:data.** Third, it is not. clear that the set of 114 cases in the ..o

- Whaley study.and the set of probable arms control verification cases are subsets of .- . -




assessments of enemy intentions and resource allocations, which have led to such
a poor predictive record in warfare. Thus, deception of verification systems may not
“be an insuperable cbstacle to arms control agreements though it should worry any
thoughtful planner: : s

- After studying the permcxous eﬁ'ects of deception upon predictive perfprmavce
one may conclude that the greatest test of intelligence systems is dxstorbed fx_ght, not
.darkness.®® For the int«iligence analyst ignorance Jisbliss, at least m'éb'rih'ast 1o the
deceptive reinforcemest of preconceptions®* The "shotgun” approach ‘to; intelh-
gence collection will yield a few clues sooner or later, probably sooner, butif’ these
clues are misdirected, the accumulation of dissonant information may not stunu]ate

attxt.ude change and production of sufficiently uneqmva.lent, timely warning.®*

- Enthusiasts of arms control agreements sometimes.posé ‘hypothetical verifica-
tion "challenges” of the pure “darkness” variety; na ﬁfe.lly, there is sufficiently
penetrating light to conclude that mere security or passive camouﬂa.ge cannot hide
most major weapons developments. Jeremy J. Ston is“article on ABM detec-
tion, “Can the Communists Deceive Us?” claims that’ they cannot ¢ He predicts that
the Soviets could not develop and deploy a new gen=ration ABM syste'n without U.S.
~ intelligence having timely warning well before the ABM systern became operation-
. al. Stonecites development of multi-sensor; multx-spectrum reconnalssa.nce sysbems

_ as proof that camoufiage would not. be.

- But what of an ABM deployment that consxsts ofthe selectlve improvement of
' a soPhlstxcated air defense system, suchasthé TALINN Line;” ABM deployments
along the Sino-Soviet border with re51dua1 capebﬂmes against U.S. strategic mis-
- siles; or experimental stations used in space exploratxon" Can we be sure that we

 would not misperceive the. avaxlable technzcal mtelhgence data, partly as a result
. of clever leaks, mdxscretlons, a.nd camouﬂage” Should we regard the bulk of our

clandestine agent channels as’ a]ternatwe modes of warning or as reinforcing chan-
nels of deceptxon” 'P_erhaps thh expensxve ferret satellite investments we have

.- reassured ourselves ¢ bout ‘the. present limitations of the TALINN air defense sys-

- tem, but the genéri problem of ‘deception remains: Reassurance costs are hxgh

o - opportunities for rms'ca}culatlon are recurrent.

'How vulnerable are arms control agreements to strategic deceptxon” In candor,
" ' we should admit that we do not know the answer. Fortunately, the vulnerabilities

h f Wha]ey studxed are not a]ways central to problems of planning, negotiating, and
“ -livif ._g w1th arms control agreements. For formal or tacit arms limitations, assess-

ent of the present military capabilities and technological resources of the major
yWers may prdwde much of the required intelligence. Here, at least, a set of
eilstmg condxtxons is the subject of intensive search; deception planners may
12 w'ent f‘a]se_pxctures but the underlying realities may be glimpsed from varying
ctives: Contrad:ctory evidence'may-exist'at-the:outset of the analytic process,
: : )ﬁamve in a subsequent stage; but'there isan objective reality, and viewed
= in enough lights thisreality will probably reveal the contradictions within deceits.>*

T contrast, the wartime mtelhgence predictions in Stratageminvolved five parame-

ters, Toiir of which did not-exist:at.the moment of: prediction. Whaley's categories

of surprisés included the*future intentions of the adversary, attack or no attack: a -

future time of attack; a place of attack, perhaps undetermined and as yet unassault-

o ed; and the style of future operatlons. The strength of forces, Whaley s fifth parame- _

Ot bt ¢ = o g o




ter, mvo]ved estimates of future choices among alternative resource allocanons R
Thus, Whaley’s cases of surprise involve many of the hardest predictive problems.
' Fortunately, the mtelhgenee requirements of strategic arms negotiations are

* weighted with appraisals of existing realities. These are not impossible but difficult
. to f‘alsxfy' decephons t.hat succeed for a time may be dxscovered in the comparatxve

-k
_‘. xS

reality to serve as a yardstick for evaluation, these estimates of the future may‘b'on.'
as vulnerable to strategic deception as those in Whaley’s wartime cases. Is substap=

tial arms control verification the panacea? Hardly, for ven.ﬁcatxon implies that there ™
is an objective reality serving as a standard for autbentxcatxon.Venﬁcatxon will help

" to confirm the realities of the present, but the main. vulnerabﬂmes of intelligence

. services lie in their predictions of the future. For future pro;echons there can be no
verification; inspection, or licit mt.elhgence collectx provxde clues to the
future, but these clues may be more susceptible to decept 1an those that con-
. tradict evidence of the physical presence. On-site inspectior af. properly safeguarded

.against deceptive “plants,” may reduce the susceptibility to decegz on, but it cannot’
ehmmate deceitful projections of the u:nv' ifiable. . . .

" In conclusion, we do not have any._ recise mearuof gaugmg the vulnerabﬂxty
of strategic arms limitations agrnemezg, pt 'n..We Have reason to hope that
the predictive records of the major intelligence s semces ‘will be better than their
performance in 20th century warfare. We: .have reason to fear that in the most
important cases, particularly those mvolvmg unvenﬁable future choices, thereisa -
“high probability that strategic deceptxon could “yield surprise and advantage. We
~ have reason to believe that ‘various arms hmztatmn programs could be designed so
as to reduce the unportance of deceptively induced surprise. And wa have reason to
believe that some: strateglc postures (e.g., those involving substaptial advantage to
the initiator of a _ﬁrst stnke} would accentuate the importance and likelihood of
deceptively induced ‘surprise. Rather ‘than emphasize “verification” of the national
intelligence or mtematlonal mspectxon varieties, we should concentrate upon devel-
oping counter-deceptxon methodologxes and systems. .

Strategic deceptxon in} modest doses, has been associated thh chstressmgly
high, mcxdenm of surprise’in war. High-intensity deception has been sssociated-

,thh }ngh-mtensxty surprise and an incidence of surprise of 96+ percent. Given the
ip ultxphcity‘-"f_‘:_challenges in intelligence forecasting, deception is not the main '
mipedxment to.accurate war warning; but methods for the reduction of vulnerability
to. adversary.'deceptxon may contribute to enhanced warning reliability. And the
past ‘;rack recbrd” of warning rehabﬂxty should stunulate a quest for better pre-

‘-.-a"tack' arnmg methodologx&s :

1 B] ttman s The Deceptmn Gamels the ﬁrst pubhc expos:txon ofa covert pohtx- )
cal deception system at work. . .
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1 1968), pp 13-14, 1845, 53-67. For a propagandistic rendition. of‘ the’ Havanatii-:. -
' " coup -that-never-was, see Gunter Schumaker, Operationi Pluto: die -Gess-: =
chichte einer Invasion (East Berlin: Deutscher Militarverlag, 1966). Cases of ¥
political deception are detailed in Bittman, Yﬁe;Decepbon ‘Game; and in
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Ibid,, p. 202. Of 33 cases, 28 mvolved' rprise and deceptxon But only 25 of

! - the surprises have been assocxated_ 7ith' deception operations, and three

- deception operations failed to yield: f._sn_ rise. Considering that suitable am-

"~ phibious landing. areas are generally bothi‘obvious and few, the achievement
- of surprise in 85 percent of landings and in 89 percent of those associated with )

deception d&serves explanatxon A landing force isolated on naval vessels may

 be briefed: with reduced ‘risks' of insecurity and may proce®ed by sea with less

risk of debect:on than in overland translt. But equally unportant is the factor

" oom o i o

than one nnlxtary arm. Thus amphibjous operations require longer lead times -

- and provide deceptxon planners ‘sufhcient notice to launch their full arsenal
‘'of deceits. I am indébted for this suggestion. to a World War I stratagematxst,
' ."-*l‘Ma), G-en leham A. Harris, USA (Ret.). S :

, j212—213 Whaley discusses only a few cases of technologxcal surprise. .
Even though we may assume that the incidence of deception in technological

: urpnse is well Jess than 82 percent, we would be foolish to dismiss the role

f syst.ematxc deception. A study of technological surprise might demonstrate ,

S _Scxence and Human Aﬂ'a.u-s,” C‘?)emzstty and Industzjr(1968), pp. 472473, R.

.in Note 5, pp. 196-199. Even the theoretical vulnerability to technological,
deceptxon can have senous ramxﬁcatxons. SeeAlbert L. Latter etal, A Metbod

e crué:xal roleof. deceptxon in scientific and technical mtelhgence Cf:sources. VR
cited in Note 13 above and R V. .Jones, “Irony as a Phenomenon in Natural oL

o fV Jones, “The Theory of Practical Joking—Its Relevance to Physics,” cited :
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" for Concealing Underground Nuclear Explosions, RM-2347-AFT (Santa Moni- -

* ca, Calif.: The Rand Corporation, 1959). A career Scientific and Technical

~ some. The impetus to deceive would, therefore, be determined by the success -
- of the technological collection systems, and by the credence put on the -results '

. 85.
88,
.87

Abweb.rhand mphers'were read from 1940 and machme cxphers f'rom 1942
'~ onward..: -

. 43

i torythat support, claun.s of estimative success; close examination of each case

" - for their importance .
.,;Robe_rta Wohlstetter,” Pearl Harbor Wammg and Deczs:on (Stanford Calif:

.. Strategic Stud;&s, forthcomn
. 89.

- . 40.
o 420

Intelligence officer, Col. Frank L. Schaf, writes: “The large scale deception of

technological espionage devices would be somewhat costly and, quxt.e bo.ther—

of collectmg with these systems. . .. The more successful these:s
more it would profit the opposition to instigate large scale deceptlon, both as

a defensive measure and as a possibility for misleading and. plantmg mxsmfor- o
mation.” F. L. Schaf, Jr., “The Evolution of Modern Strategic Intelhaence ”

Thesis, U.S. Army War College, (Carlisle Barracks, Pa; May 1965), MS, p. 679, -+

See Arnold M. Ludwig, The Importance of Lying (Springfield, IlL: Thomas,

1965); A. George Gitter, “Hypocrisy as a Way of: foe," Ph.D. dissertation,
American University, 1963; Hugh Hartshorne: _7 Mark’ A May, Studies in
Deceit (New York: MacMillan, 1930). Low., se s correlated with a
self-deceptive tendency in a study of cheating when only the test-

taker knows the test results, in Stephen E. Berger, . The Self- Deceptwe Per-

sonality,” Ph.D. dissertation, University of Miami, 1971
Whaley, Stratagem, (1969 ed.), pp. B9, B15, 323 =
Ibd, p.6. .
Barton Whaley, YYJe Bodﬁ'ua.rd

Ibrd.
Ibid., pt. I, "Causs of Surpnse
Ibid, . ' o
Masterman, Ibe Doub]e-C}'ass S_ystem io the War of 1939 to 1945 p. 27.
Trevor-Roper, fThe Phﬂby Affair,” Encounter (April 1968), pp. 18-19; also
The Philby . Aﬂ"azr ‘(London: Kimber, 1968), p. 116, for the claim that all

Most m’oelhgence services can' produce post mortems of thexr estxmatxve his-

may lead to more pasxmxstxc conclusxons, &specxally when cases are wexghted

ord University Press, 1963). The shadows of Japanese deception plan-
nmg:ar'é'\_r_:sxble even through this account. See pp. 4243, 43-88, 379-380,
393-394: More directly, see Whaley, Stratagem, pp. A244-276. Mrs. Wohlstet-

" ter’s niodgl reflects pioneering work of Fechner, Shannon, and others in devel-

:oping mformatxon theory.” Cf. W. W. Peterson, T. G. Birdsall, and W. C. Fox,
'The Theory of Signal Detectability,” Transactions of the Profess:ona! Group
..Iafbrmatzon Theory, PGIT-4(1954), pp. 171-212.

45, Johian -Jorgen Holst, “Surprise; Signalsand Reaction; The: Attack on Norway o

= . April 9th 1940—Some Observations,” Cooperation and Conflict;:Nordic Stud- -

- Jes in International Politics, n. 1 (1966), pp. 3145. An earlier version, begun. . .. :
in the year that Mrs. Wohlstetter's book was:published; is available.as Arms = - .- .
" Stability in the Cold War (Kjeller, Norway: Norwegiani-Defense Research °
,Estabhshment, 1964"),\ Pp.. 59-91 92-112. But see Whaley, Stratagem, pp-

-183

élplu Paper (London: Instxtute of
' "fThe Va]ues of Surpnse Yo
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"7 . 46. BARBAROSSA: A Case Study of Soviet Strateg7c Information Pmc‘essmg
Before the German Invasion, Ph.D. dissertation, M.1.T., 1969 (Cambndge,
Mass.: Center of International Studies, M.LT., 1969).

47. Walker, Lunch With a Stranger, especially, pp. 163-171. Lo

48. Memo, W. R. Harris to Barton Whaley, 4 September 1967, Subject:: "BA.R~
BAROSSA,” on “False Signals”; William R. Harris, Intelligence and:National
Security: A Bibliography with Selected Annotations(Cambridge; Mass: Cen-
ter for International Affairs, Harvard University, 1968) Pp: I. xxvu’i-xxxx

Whaley’s Operation BARBAROSSA undertakes a more elaborate cntlc Fe of T |

the “Wohlstetter model” along similar lines (1969), as do&s 'h:s Stratag
appendix (1969), Case A30, on Pearl Harbor. .- . i
. 49. Graham T. Allison, Jr., Policy, Process, and Politics; Conceptua] Moa'els and’
) -the Cuban Missile Crisis, Ph.D. dissertation (Cambndge, Mass.: Center for
International Affairs, Harvard University, Jan"'ry 1 68); rev:sed as Tbe
Essence of Decision (Boston: Little Brown, 1972), - .
_50. See Table 1 and subsequent discussion.
51. Thomas Bayes, "An Essay Towards Solving &*Pro in the Doctnne of
_Chances,” Philosophical Transactions of the Royal, Soczety London, Vol. 53
- (1763), pp. 370-418. Bayes’ Theorem provides abasis forpredxctlon on the basis
of & prior7 probabhilities. The probabmty b, derived from analysxs of Nevents,
- canbeapplied tothe N+ 1 event,"'hould' I;at -event be in the same unjverse.
For a brief introduction see Jack Zlotmc : 'A Theorem for Prediction,” For-

wards, Non-conservatzve Pmbab:]zst:c Infbrmatron Pmc&smo' Systems, Re-
port ESD-TR-66-404 (Ann Arbor, chh Instltute of Science and Technology,
" University of Michigan, December 1966)' C R.Blunt et al, The Role of Plausi-
ble Reasoning . Wju‘zm Mbtazy Intellzgence An. Application of Bayes’ Theo-
- - rem as a Model fer-ob]em Solving (HRB-Singer, Inc.: May 1967); and David
A. Schum,: Iaf'erencesr on the Basis of Conditionally Nonindependent Data
(Columbus, Ohio: Laboratory of Aviation Psychology, December 1965), AD
- No. 630-662, _':.-ém indebted to Mr. Zlotnick for the last three references. :
52. Whaley, Stratagem (1969), Pp. v-vii, specifically denies any claims of statisti-
cal significance? Tfns cautious modesty overlooks the applicability of Bayes’
Theorem to Whaley 5 open-ended universe of “Type A” surprises. -
53. W. .E. Moore and M. M. Tumin, “'Some Social Functions of Ignorance,” Ameri- ,
By ca.nSoao]ogzmI Review, v. 14 (December 1949), pp. 787-795. :
54. Whaley has distinguished deception plans that reinforced adversary precon-
ceptlons from those that overcameadversary preconceptions. Where possible,
deceptxon planners prefer to reinforce preconceptions, in part because, as one
World’ War II British deception planner recalls, “experience had shown ‘A’
-'Force [British deception unit in North Africa, 1940-1943] that even the most

1 bwn pre\nously conceived mtellxgence pxcture » De]mer, fme Counterﬁ:ut

Spj‘, p. 26. In 33 of 50 identified cases (66 percent) deceptlon planners rein-

' forced adversary preconceptions, rather. than att.emptmg to overcome.them. . - o
. See Whaley, Th= Bodyguard of Lies. Overconfident. commanders maytendto .
interpret adversary mobilizations as anxious defensive preparations when

they are preludes to attack. Examples in the 20th century include: Sovxet:

] usible information would be rejected by the.enemy if it did pot fitin with = . o
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perceptions of German mobilization before Operation BARBAROSSA in June

1941, reported in Barton Whaley, Codeword BARBAROSSA (Cambridgs, -

Massachusetts: M.LT. Press, 1973), pp. 189-221; US. perceptions of German

. mobilization- before the Ardennes counteroffensive in December 1944 U S.

perceptions of the Chinese Communist Manchurian mobilization in the stm-
mer of 1950; and Indian perceptions of Chinese mobilization in’ September

- '1962. Of this last case, one account states, “Curiously, the conﬁdence that no

strong Chinese reaction need be feared overrode even the [In d1an} Intelh,,ence

Bureau’s own reports of mounting concentrations of Chinesg troops at. pomts et

Jjust behind the McMahon Line; and certainly helped to close the ears o

Nehru and his official advisers to the explicit and repeat.ed warnings in dxplo--.'-“?'

-~ matic notes from Peking that China wouldreact. ... [Tbe head of the Intelli-

1970), p. 311. A 19th century!example of overg

gence Bureau] was telling Nehru and his colleagues exactly what they wanted
to hear.” Nevﬂ]e Maxwell, India’s China War (New YorL Random House,

ve "assessment of pre-

 jpttackr mobxhzatlon mvolved ;Union Forc&s m'Tennessee, awaxtmg reinforce- - -
- ments and planmng an attack on Connth Mississippi Detailed warnings of

. a preemptive Confederate attack on Union posxtxon's 'fell;von deaf ears. See

- William J. McCaffrey, Shiloh: A Case Study in Smpnse’ ‘M.A. Thesis, U.S.
- Army Command and General Staﬂ‘ ollege Ft. Leavenworth, Kansas, 1970.

S " AD No. 733-391. Less frequenﬂj he I
. forced, when a mobilization presiuned tobe prepératory to an offensive covers
;retreated or withdrawal plans. An: example not included in the Whaley statis-

" tics in reported by Chef de Batmllon LeMattre in “La déception dans les
_ - opérations de guerre en surface mxheu hostlle Un cas concret historique,
- L’Opération Auvergnﬂ {Indochine: J um-Jmllet 1954),” L’Armée[Paris] No. 5

-+ (1960), pp- 41-52; No K (1960) pp. 48-57 Experimental psychologists have
" noted that the sequence in which perceptua] patterns are presented affects _

attitudinal - consequenceS‘ early patterns are favored in hypothesis testing.

se.preconception may be rein. . -

~ - Wesley M DuCharme and Cameron R. Peterson, “Intuitive Inference About

.~ Normally’ sttnbuted Populatmns,” Journal of . Expanmental Psycbo]oay, 78
(1968), pp. 269-275

The literature im cogmtwe consxstency and athtude change is vast. See, -

55.

. s Cghf .Stanford Umversxty Press, 1961); William J. McGuire, "Cogmtxve Con- |

1_sbe_ncy -and Attitude Change,” Journal of Abnormal and Social Psychology,
v.60:(1960), pp. 345-353; Milton Rokeach, The Open and Closed Mind (New

~ York & London Basic Books, 1966); J. Stacy Adams, “Reduction of Cognitive
stsonanoe by Seeking Consonant Information,” Journal of Abnormal and -
1°$ocxalPsycbalogy v. 62 (1961), pp. 74-78; Seymour Rosen, “Post-decision Affi-

lty for Incompatible Information,” Journal of Abnormal and Social Psy-

“'"Preference for Dissonant Information;” Jauma! of Personality and.Social
Psychology, v. 2 (1963), pp. 287-289; Shel Feldman (ed.), Cognitive Consisten-

cy: Motn’at:ona] Anteeedents and Bebaworal Consequents(N ew York & Lon-_

H
Bt ¢ e . s

.]agy, v. 63 (1961), pp. 188:190; Jack.W. Brehm and Arthur R. Cohen,. = - .
_-Explorations in Cognitive Dzssonance (New York. &, London Wlley, 1962);
Judson Mills, *Avoidance of Dissonant Informatmn " MS (Columbxa Mo.:-
- Social Psychology Laboratory, University of,  Missouri; 1964);.d. L. Freedman;. .
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. of adversary activities, commandars in tactical encounters are less likely to ] ’
Dk let illusion decexve them. Smdarly'f’e 'dence of deployed xmhtary forces and - T

~don: Academic Press, 1967); Milton E. Rosenbaum and Irwin P. Levin, “Im-

. For worries about TALINN upgradmg, see John W aney, "stpute on ._5.3:

©.1970), pp. 1, 2. . - .
. Jones, “The Theory of Practxml Jokmg S

o= & S~

- 32 .

pression Formulation as a Function of Source Credibility and Order of Presen-
tation of Contradictory Information,” Journal of Personality and Social Psy-

. chology,v. 10 (October 1968), pp. 167-174; Robert P. Abelson (ed.), Tbeones of

Cognitive Consistency: A Sourcebook (Chicago: Rand-McNally, 1969).. 5 %,

‘Jeremy J. Stone, “Can the Communists Deceive Us?” in Abram Chayes. and
. Jerome B. Wiesner (eds.), ABM: An Evaluation of the Decision toDeploy an. : T
- Antiballistic Missile System (N ew York, Evanst.on & London: .Harper&Rov- » S

1969), pp. 193198, . - . - .- . ‘
Ibid, pp. 195199, - - Ty |

Soviet Missiles Hampers U.S Arms Stand meNe " 'or.k Times(January 11

David Kahn 5 forthcommg book about Woxfld A

© eeae e weme-asme o wese e n P . PR .
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w__controlled double agents for a particular __ciréuit or period of time. The analysis of
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III COUNTER-DECEPTION PLANNING
- METHODOLOGIES '

deceptxon In addition to Barton Whaley’s Stmtagem, h organmes conclusxons
 from the empirical data in his appendixes, and which draws upon strategic concepts

of the late B. H. Liddell-Hart,’ there are two stimulating ] pleces by R. V. Jones of

the University of Aberdeen: “The Theory of Practical Joking—Its Relevancé to
-~ Physics,” Bulletin of the Institute of, Pbyszcs(June 1957), pp. 193-201; and a lecture
* on "Irony as a phenomenon in natural 3 nd’ human affairs,” Chemistry &

Industry(1968), pp. 470-477. 1 provide:il eseref' > &s.mthe text because they are
semmal plec&s, pnnted in Joumals to whxc nat everyone subscribes.

o 'THE NATURE OF A ._OUNTER-DECEPTION SYSTEM

Counterdeceptxon‘ planmng:
tectzon of adversary deceptxons (2) the adoptlon of countermeasures that reduce the

- - counter-deceptxon deceptlon operations, which for simplicity we will call counter-

' stratagems;and (3) the coordmatxon of detection and countermeasure programs in
a counter-deception systein;..:

as I see xt, involves three related concepts (1) de-

.. This section focuses upon the mterrelat.ed problems of detectzon and caunter- '

tlons fora counter-decepban system. :

" It is worthwhﬂe to distinguish between a caunterdeceptxan system and seat-of-
the-pants counter-deceptlon efforts. The latter generally consist of uncoordinated,
pg&x"ap_s sporadxc efforts to detect and outwit foreign deception operations. The

. -seat-of- the-pants method may involve overconfident intelligence analysts who know

. sornethmg ‘about deception methods and who serve as self-appointed detection spe-
cialists:"It may also involve the production of uncoordmat‘edz analyses of particular
componants of a deception package—for example, a report on the design and appar-
ent objective of various camouflage or “dummy” configurations; a content analysis
of a channel of cryptologic intelligence, when one suspects one’s adversary has
~ identified the cipher insecurity; or a content analysis of data transmitted by enemy-

mea.surs those who read between the lines may xdentx.fy orgamzatxonal unplxca- :
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t system; such efforts are, however, ripe for organization into such a system.

-

SEAT-OF-THE-PANTS COUNTER-DECEPTION’ hIE.'THODS

Section IIisintended as an argu.ment a.ga.mst the seab-of-the-pants-approach to

could profit from Stratagem, for they would see that the v ver_w, “intelligence services
and operations planners who excelled at strategic deceptxon were also suckers at
their own game without a counter-deception system;: i
- The British were probably the outstanding experisia
. II yet they fell for the “threat” of a cross-channel Germ
- months after Hitler had terminated the program, leavm niy_enough traces to
: _ " deceive the Soviets before Operation BARBAROSSA.* Simil: ] although a fright-
| " - fully clever British deception program consistently misled Abwe}zr intelligence in
' .- North Africa (1942-1943), the Germans contrp}.led a British sabotage-intelligence
- network in Europe (Operation NORTH POLE):And- when the British realized, after

._gp.txon in World War
invasion (SEA LION)

- more than a year of being duped, that t.he'entxre NORTH POLE system was oper- -

o . - ating under German control, they in turn: m.v.sled #he Gerraans into behevmg that
J _ . . this was the only British sabotage network'i'.ﬁ ‘Holland 5.

--As previously calculated (in Section” II)'_"??”patxent development of deception .
- capabilities can lead to.the “near<certainty of obtaining misestimates of intentions, .

- . given sufficient p]annmg txme ‘and expend1ture of substantial deception assets—
without a counter-deceptxon system Those who still cling to the hope that the

. “well-rounded”.: intelhgence professxonal can, by the seat-of-the:pants method, re-

_verse the tide of- deceptwely mduced mmtxmat&s should digest the followmg data
L from Stratagem

S Among 114 cases of deceptxon or surprise, Whaley found 10 cases In wh)ch the
" victim,of attack recelveddetaﬂed documentation respecting supposed enemy plans
"+ . well before the attack itself. Of the 10 sets of enemy “plans,” five were carefully
s d&sxgned disinformation packags and five were genuine breaches in security. All
ey ﬁvg of the false sets of enemy plans were accepted as genuine by the intended victim,
and four. of the five genuine plans were dismissed as unreliable.®

gnter-deééiitidn efforts are counter-productive. Had these analysts chosen to flip

'have correctly Jdentxﬁed more than one of' 10 zsets of documents T

There are at least three techmques for the detection of deception operatxons and

[ o

- ..-._._..-...--l-.'_..-. PP
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r' possible components in daception packages does not constitute a counter-deceptxon o

counter-deception planning, in which every analyst serves as his owncounter-decep- S
tion expert.® This method simply does not work. Those twho are still unconvmqed
should read Barton Whaley’s Stratagem. Even those who -are already convinced ™

Is theré o’ ‘justice in intelligence estimating? It would appear that amateur :

.,coms .mstead ‘of trusting to their Judgment, in 99 percent of the cases they would

'-tDETECTION or~* DECEPTION. THREE THEORIES S e

- the )dentxﬁcatlon of underlymg verities. The three methods are interactive—one-
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- method may assist in the exploitation of another method, and vice versa. For conven-

- ience 1 ]abel these methods with three shorthand designations: (1) reconstructive
inference; (2) i mconﬂ'nnty i:estu:xg~ and (3) vulnerabxhty assessment.

: RECONSTRUCTIVE INFERENCE

- — 'I‘he reconstructwe inference method mvolves attentxon to the'sprignal pattems
transmitted by one’s deception adversaries. Mrs. Wohlstetter’s Pearl] Harborstudy
demonstrates how difficult it is, without hindsight, to differentiate the signals from’
the noise. It is with some trepidation that one would venture to separate signals,
sprignals, and noise, all at the same time. It is probably best ﬁrst toconcentrate upon
the separation of sprignals from signals, recognizing f.hat a bzt of random noise or
Jjust plain junk will find its way into both categones

To identify sprignals, one must guard against int 2. collectors who value
their cleverness as analysts and who consequently throw outor block transmission
of identified sprignals. It would be helpful to have a commumty—mde review of data
collection—both intelligence and counter-intelligence. It may be that most of the

- agencies make at least a minor effort f6 boll "'t_what appear to be sprignals. Do all
- of the collectors and interim ana]ysts' W irmpy rtant it is to collect sprignals
-aswell as sng‘nals or to indicate all of the danger ihat‘may be a tip-off a seeming
signalis really a §P§1_g:nal"Do the mportaz{* personnel-have much idea of the past

. track record of predictions? Have they réad Wha.ley s Stratagem or a fuller equiva-

. lent based upon still-classified records? Do they know of an agency center for the

" transmission of sprignals, suspected sp"lgnals or danger signs, or do they just send
along their suspect mfo*matmn with all of the rest, nskmg its Joss in the massive
'ﬁow of data? iE -

~ When a c1pher is broken too easx]y (perhaps with the assistance of a too-easxly

p]aced clandest).qe agent) when sophxstxcated camouflage is discovered, or-when a

_ doubleagentis found to be under the““control” of the opposition, are the proper steps

" . taken to identify the spunous signals and to segregate those perhaps designed for

. our “witting” collection'; as oppcsed to those designed for our unwitting collection?®

In short, is there a collectmg and coordinating program to distinguish the sprignals

. from the signals, and the intentionally obvious sprignals from the others? One must

be'_;prepared'to throw out obvious “cover plans” so as to concentrate _upon more
isitive ‘decéits, which may yield inferential clues.

To dxstmgmsh the patterns of deceit aimed at policy élites from those mmed at

=

éception from propaganda comes immediately to mind. We can begin with F. M.
Comfo' d’s; deﬁmtxon of propaganda: “that branch of the art of lying which consists

It the usual run.of propaganda operations is somewhat dissociated from strate-

gic deception programs, those who reconstruct foreign deception patterns may be led

_ astray, particularly as to “black” propaganda, whxch is as hkel as not to come
*". through clandestine agent sources. S

One deception planner of World War a sheds hc'ht on thls problem ina back—

: hémded way, revea]mg the possxbxhty that inconsistencies in propaganda and decep- .

- e - a -

————— . ——ane .

thore diffuséd: targets is not an easy task. The problem of differentiating strategic -

arly deceiving your friends-without quite deceiving your.enemies.”® . . ... —.o .

VAt
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tion patterns might unveil genuine intentions, at the same time implying that
*black” propaganda may be a poor mdex bo the purposes of deceptxon planners
themselvs.

The blggest dam.n nmsa.nce in our expenence was the truly s:.l]y black
and grey propaganda people on one’s own side. They had a low secuirity’s
classification (so they never knew anything), they had high mtelhaence,
enormous energy, quite a lot of resources, a great desire to win: ‘thewar
single-handed (thus they shot off in all sorts of private dlrectxons) whxc'h

- seemed to us to compromise what we were doing. They confused a: target X
. .the general enemy public (or his troops) with our ta.rget, the enemy ‘o
L mander tbmugb the mtelhgenoe sysbem 10 :

. The above conﬁrms what we a]ready expect. t.hat there'xs:noxse in the col]ectxon v

~ of sprignals just as there is noise in the collection of sxgnals. One should not neglect

the noise from the intelligence of various proﬁteers,, vho-:! oxst their imagined data .

- upon any willing buyer. Reconstructive inference., m’.n Y eld no. helpf‘ul clues here,
“except perhaps as to the mental state of the mvo]ved ‘en
_of noise may involve Jow-level cover and deception p‘l )
: useful mferences Agam, from World War o expenence.

r_eneur. Another form
vhich mcely lead to.

o Actually a lot of fan-ly obvxous thmgs[m a deceptxon Pro, am] were really

o : & cover for one’s own “unwitting”’:peoplé who were not to know that other -
~-'- more complex and more “classifiéd”; operatmns were gomg on to really get
" "to the enemy command decisions. This is no ‘gainsay that routine cover

- and deception operations of this sort' vere ot'.done to connect with all -
' ,enemy mt.elhgence systems." '

o TESTING FOR 'IGNALSANDSPRIGNALS

 self- xdent:.fymg; if 50, we may search for conﬁrmmg data
or channels that may yleld a.lready anticipated sprignals at some later date. A group

' Some spngna]s may b

: ~ that is sufficiently lucky——or successful in penetrating foreign deception systems—

will Jearn of deceptxon efforts from "agents in place,” or from modes of collection “by

'-:,':teehnxcal means » A somewhat less well-established group will work out their in-

4 . e
N
3

a

mplete j ngsaw puzzles until some of the pieces fall into place inferentially. They
will debrief. defectmg stratagematists with unusual care, reconstruct the sources of
“bum” intelhvence in past encounters, and seek to eliminate the circumstantial
:x'se w}ule labehng and watching the suspicious channels. They will emphasize the
spngn "-:ldentxﬁcabon missions of the counterintelligence community. They will

prod secun"y experts for more pessimistic évaluations that identify those sourcesof " -
_m_secunty that may have been turnéd agamst therh’ *And they wxll watch those -

. sources carefully S

""" *he ‘incidence of signals and sprignals | rnay i be gauged; in pirt; from: analysxs of -
past patterns of deception. A politician who deceivés his compat.nots (evenin pursuit *

LT Y nie e T L

i of natxonal" objectlves abroad) may not enhance his esteem. It should not be.

P ce- - PP [T -
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surprising that most of the literal statements of leadmg statesmen are at least

- technically truthful, or at least so intended. The implications of tendentious re-
marks may be far less reliable—as with the implications of Khrushchev's boasts of

growmg Soviet missile production in 1957-1959.32 And the literal or implied: Inean- -

" ing of “"background” statements not linked to a source whose credibility’i 15 hxghb

valued may be of lessened reliability. So too with official press statements as vnth a

the indirect 74S5Sdenial of September 11,1962 that nuclear missil
in Cuba.’?

The careful analyst may msh to d.lstmguzsh the past rehabxhty f hteral

- ments, of inferences from tendentious remarks ripe for the vluclﬁng, of "back'
ground” interpretations, and official bt anonymous press releases. One analysis of

perceived mendacity in and around Washington, D.C. is consx;tent with observations
of foreign statesmen. Although mfrequently ﬁndmg “the:flat hes . .and petty mxs-
truths,” Anthony Lake reports: . 5

There have been still more muleadmg state ent&=not quite hes but

‘ partial revelations of the truth dehberately designed t6.f00] the pubhc into -

believing what the government wants it to believe. These'must be considered

-~ the functional equivalent of lies. .. The  public does not:read the fine print
. in government statements, and whe fooled the result'i is: ‘the same loss
L of conﬁdence whxch follows a ﬂat i

, The counter-deceptxon analyst wﬂl erer itiate the hteral from the

, 1mphcxt, the flat from the ambivalent] lie; the 4 ved. from the deceiving spokes-

man.** Further, by crosschecking deep’ 'penetratmg technological sensors (by the

_ “incongruity testing” method to be discussed. shortly) it may be possible to establish.

- with high confidence that a source or channel -of data is indeed a stratagemic

- producer and not a source of' &gnals or noise; If'the exotic sources of the past have

" been the favorites of deceptmn planners precisely because they were the ones that

.. received top-level _z_ati;entlon these * ‘special” sources will not be adopted as arbxtrary
_ standards against which potentxal Sprignals will be tested.

- o Itis equally unportant to guard ‘against the temptation of resorting to a test

standard derived from . ‘tradmonally reliable sources.” Over extended contests be- .
.. tween intelligence and’ counber-mtelhgence adversaries, both sides tend to develop -

. an understanding of what ; an adversary views as reliable, and deception planners
e : target those channels. Data’that appear “reliable” are likely to conform to precon-

- ,'-vu!n.erabx]itxa Thus traditionally reliable sources and data cannot be segregated
itorma ftandard against which to test new sources or new data.

:th ‘channels of information are unreliable in varying degrees and to
role of chance in strateglc forecastmg By concedmg the hazards of the
e busmess, one is'more’ hkely to‘embark: upon ‘&x: 6ngomg s:ftxng and

- clusters of data, that demand critical and recurrent appraisal.
I the processes of stratagemic analysis" arecoordinated with the aid of comput-
ers, it may be possiblé-to.generate data’ banks and" ana!ytlc specialists familiar with
the styles of unseen adversaries. Having collected andidentified a mass of sprignals

r:shared expectations, and deception planners like to reinforce these

resif uné éffort: identifying tentative subsets of signals aiid- spngnals, or inconsistent

Separat;ng futh from deception and noise involves more than a comparison of - L
thi unknown with a subset of the “traditionally reliable.” It is more prudent to

‘e

3 ___butnotallof those available, and having recogmzed that this collection is cluttered

————— ¢ e . e ®
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with rs:dual noise, we will want to obtain a set of spngna] patternsor relatxons}ups.
and by inference from this nniverse of data to fathom the ulterior purposes and
strategic links that may unite the strands.!® T
Reconstructive inference testing has more limitations than those resul(:m«r
from the ambivalence associated with residual noise. It is important to recogmze.
that the inferences drawn from perceived deception plans are sensitive .to_both time
 2nd context. If a paitern of sprignals is stale, it may provide clu o5 to:
encounter, not the next one. One World War II operator, H. Wentworth‘;Eldredwe, .
- = reflects that "some of the best C: & D. operations (after an initial: plan) were played ‘ o
by sensitive and daring men acting pragmatically.” Detection of an initial’ stratage- L
matic plan may not prepare sprignal analysts for the fluidity that follows. Sxmﬂarly, 2
as with women's fashions of recent years, one may be expected to see through more
than what immediately meets the eye, and if one en' ys‘the phenomenon ane may
not worry about its design. - -

. target. A new deception plan remforced
- of the prior stratagem, and General Aléxa
. area of the initial deception target.)"
| .-+ . - Despite itslimitations, reconstructive mference testing on the basis of spnvnal
- - " configurations deserves a more systematlc eﬂ'ort and higher pnonty than the public
- literature suggests | lthas recewed Upon occasion we may surprise ourselves wit
~ the success of our m.f'erences Aﬁer all, most deception plans are conceived on the
 basis of fairly, ﬁﬂl know]edge -of actual plans. What oversight or subconscious slip
_ finds its way: mto the ﬁnal stratagemlc product may not be apparent until it is
. detected by the adversary Such i 1rony, which R. V. Jones defines as “'a contradictory
- outcome of events; 85, 1f in mockery of the promise and fitness of things,”*®*isa -
- faithful companion of‘ }ustor_v, and it should not be surprising if stratagems are
" uncovered that reveal far more than they need have done. .
By .;'._'_;.From the stratagematlst’s perspective, “We were simply scared to death always
ha _.the cover plan would be blown indicating the true plan with great loss of many .
real human ‘beings; it was a soul-shattering experience to be the mxrror 1mage of a . S
great capta.m.”’” : .- -
o . Once: ‘the. u:nportance of analyzing spngnals is more generally understood, 2
counter-deceptxon group may be willing to pay a higher price to receive a good
selectxon ‘of such data, provided of course that it has high confidence in the tentative
: hhnnel “identifications. It may be willing to. suffer the inconvenience and possible - . ",
S -;.sense “of injustice in retaining on its payrolls an unseemly collectlon of 1dentxﬁed oo

‘double agents. It may ¢ “confinue to digest cryptolog'xc or electromc sources at substan- -
tial cost, although particular channels.are likely bobe carrymg “chicken feed.”Iam
not suggesting that responsible officials do not. recogmze that in sprignals there is
some utility. I would expect that monitoring of the types mentioned already takes

. place. But ere the relevant officials aware of the usefuln&ss of collectmg enongh ;

- a——d -
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*l’ spngna.ls, sufﬁcxently we]] coordmated and anal)zed to enhance predxctxve perf'orm- ’

- ance in the critical cases? Obviously there are limits as to what should be spent on

the collection of misleading information.

As with any intelligence system, a sprignal collection and. analyss network :
must be safeguarded against system “overload.” According to the former Deputy
Chief of the Czech “Disinformation Department,” Ladislav Bittman, the Czech se-
cret service alone mounts over 100 disinformation campaigns per yearagamst West-
ern targets. Of these, a good number-are coordinated by the Soviet: counterpart in
Moscow (Department “D” of the First Chief Directorate, KGB): ana orchestrated. .
with supporting operations on the part of other East European services. It wouldbe Fia,
a mistake to add the number of annual operations of each of the East European -
secret services, since we would be recounting aspacts of thesame Moscow-coordinat-
ed operations in many cases—especially in the years since. 1963-64 when most of the
East European services established counterpart Depa.rtment. “D”s for liaison with
the Soviet mother department. Nonetheless, we can assume that there are at least

- several hundred disinformation programs per year, targeied agamst Western audi-
ences. This number of operations could completely mupy‘;the efforts of a counter-
deception system. Bittman’s book, Tke Deception Gane, mchcat&s that most of these
East European “special operations” are propaganda operatlons, ‘mainly “black”
operations and often involving exploxtatxon of clandestmely obtained documents.

.. Although influential Western audlenceé ré the’ inain targets, these operations are

:  mainly disinformation programs rath" Strafsg deception operations seeking
to have a direct influence on decisions of governments}_;A‘counter-deceptxon system
would do well to leave the analysis, detechd _' d mounting of counter-operations

'_t«o those segments of psychological warfare »agencxes specializing in these subjects.’

- Those who man the counter—deceptlon sysbem that guards governmental deci-

- sionmakers and their mtelhgence services f’rom the strategic deceptions of their
adversaries should protect their system from' the deluge of relatively trivial prob-
lems associated w;th these dlsmformatxon programs. It would be more helpful, for
example, to ldentx.f}v the channels than the contents of these disinformation pro-
grams. Thes same wire services; reporters, clandestinely influenced or owned newspa-
pers, magazines,’ pnbhshmg houses; and the like that peddle disinformation pack- _

* ages are likely to be avaxlable for strategic deception in critical encounters. Detailed
content analysis, refutatlon, and design of counter-operations should be left to psy-
chological warriors. If for no other reason, counter-deception specialists should avoid

. detaﬂedmvolvement so as to preserve their attention span and peace of mmd for
“more. cntxca] cont&sts :

x There a:e~'three basic filtration bamers that can protect a counter-deceptxon ‘

system from spngnal overload. The first is a feedback system that encourages the -

.en'tu-e mtelhgence community (and its foreign liaison agencies) to restrict its collec-

r rignals. Some reduction’in the volume of incoming data and more rigorous A

- .} . goal t cox;trol would ameliorate the problem at the outset: Even so; the collectors” = .~ Gowe

i S Judgme ‘Should not be'tr .whlch sprxgnals are hkely to prov:de the most '

~ helpful mferenc&s further, those dgencies or segments-of agencies that specialize in A
psychological operations will demand the collection of many sprignals that are of . . i ’

e P N

Y LI IR S )R PAS MR A B PR eP b 1 ‘M}-A .

;fnvxa] consequence from' the pex:spectxve of the counter—stratagematxst. The counter-,
- deception system must be’ equipped with a feedback and filtration system of its own,
| N vnthm the broader mtelhgence and counter-mtelhgence commumtxes Thxs set of
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‘barniers should be complemented by the allocation of effort among the myriad
_clusters of sprignal packages avmlable vnthm the cou.nter-deceptxon system s data
“pool.

One of the reassuring aspectsof‘ Whaley’s Sa-at.agem is the dxsclosure that the

same old bag of tricks that worked in World War I was tried with a few new wnnkles .

" in World War II and afterward. Once counter-deception systems enter the’) pxcture,
deception planners will adapt, but they too have their problems. Ifdeceptum plan-

-- nals, they run the risk that their adversaries’ penetrating mtelhgence wle lead to

- accurate forewarning. If they mount moderate level stratagems. along only a few .

channels, they run the risk that their adversaries’ “incongruity testing” willa unrav-
el inconsistencies and unmask the underlying plans. Ifthey_mount ‘grand” strata

~ gems they may reduce the risk of detection by “incongruity testing,” but they -

-enlarge the risks from reconstructive inference while Jeopardmng many of their

. deception assets. Ifnothmg else, a system for the detectxon of stratagems can in-
:still"deceive, but less

in later encounters.

- _'v']'.NCONGRUITY TESTING
. Incong'nnty testmg mvolves alter tphmg and testing for mter-
na.l and inter-pattern consistency.?® It is'no- accx&ent‘that: many deception planners
" ‘are great practical jokers as well, for both apecxa]txes thrive upon the same fertilizer,
. incongruity. Since incongruity testing’ is'the guts of intelligence analysis, the

"~ Achilles’ heel of deception, and the essence of‘ jo}ung, I cannot recommenad too highly
- Jonas prev:ous]y cxted "‘-.“The Theory of Practical Joking. »

- Smple mcongnutles 'rect or mvex‘..ed can be humorous enough but

" the more advanced jokes usually involve a penod of preparation and induc-

". tion, sometimes’ elaborate before the mcongnnty becom&s apparent. They
are then called hoaxes . e _ N

—— -

The mduct:on of i __;ig'nnty in the percephons of an adversary constxtutes a

| stratagem or deceptmn At léast theoretically, this induced incongruity could be
dleeovered given sufficient data and hypothesis testing. The contradictions inherent

tﬂ'“all the facts are in"—that is, until it is too late to provide useful warning.?®

i-.+w .0 s especially well suited to the task of.generating alternative hypotheses and of jug-

-——h;:‘_orl “Scientific Intelligence” in February 1947 Jones remarked:

m’;'the s:._x_:m;l;aneous presence of “rea]xty’ and a false image of that reality are - ;

“ivr. “~-. gling them all at the same time. Thisjudgment leads me to a small.difference with
- R..V. Jones with respect to the ideal intelligence organization. In a classic lecture

dversary-providesthe facts and perhaps a set of inferences sustaining one
» ¢ %,y ‘patterrr of inductive reasoning, an analyst must overcome the. natura] inertia that - -
R prevents him from generatmg -alternative. hypotheses.?*. The. human ‘mind is not .

n..n| e
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An Intelligence organization, despite the Encyclopedia Britannica dig
about there being three kinds of Intelligence—human, animal and military,
resembles in fact a human head very closely. The sources of Intelligence
correspond to the sense organs of the head; the datailed resemblance here .
is in some cases remarkable, with photographic reconnaissance as the eyes

- &nd the radio listening service as the ears. The senses pass observationis.to
the brain, where they are correlated, and a particular sound is associated
with a particular visual object. In Intelligence, information from the'soitrces
is likewise fed to a collating centre, corresponding to the brain; and ' while

T - . thebrain, to be successful, must Kave a good memory, an Intelligence organis--

A . zation must also have.a good memory built up of the individual ‘memories’
. of its staff and its filed records. So far no machine has been found to perform

. these functions nearly so well as a good human mind, and the design of an

-t a Intelligence organization must be such as to makeit:resemble a single
perfect human ming as closely as possible. It follows fram'this that the most

-successful Intelligence organization is likely to be that which employs the
smallest number of individual minds each of the graztest possible ability.2>

In seeking to separate signals and sprignals by ‘
of conservatism in human

grmtj; testing, a counter-

&eception system should compensate for the vulnerability' S .
data evaluation. Carl Kaysen has run into the problem of, cog itive rejection, when
fresh data do not mesh with existing perceptual patterns: - :

" Many individual items of intellifence forination must be rejectsd as un-
.. reliable, false, irrelevant, useless;/and:so on.The:judgment on which rejec-
~ . tion is based is often a consistency judgmentRéjection depends on whether

*-- a particular piece of information seerts reasonable’in the: light of a large
~ 7 number of other pieces of information; or. whether it contributes anything
_ -+~ - whichis useful in the light of such otheriinformation. If the officers responsi-
. ble for analysis were deprived of the opportunity of making such consistency
judgments, extending over the whole range of intelligence materials, then

- their judgments wou}dnec&ssanly be less good than they might be.2® '

s This: naturalre_}ectxon ;Szgfé;.-tbe,l_-eﬁxbval of the “edd” bits before cooking up a L )

- puréeof consistent data, is pernicious. Analysts should ot assume that ron-access .-
.~ to"the wholeTange” of intelligence materials will “necessarily” impair intelligence '
~.7-judgments. On tﬁé’”é&ﬁj:i_'é:’ry,__compuﬁers that suppress segments of the data base from .
_ consideration may be bénéficial. By using techniques of sequential analysis, analysts
- may be able to compensate for the weaknesses in human cognitive rigidity, screen- - .
.. ing out initial perceptual patterns and preconceptions. BT

Machides have one advantage over the human mind: the capability to forget on-

‘témporary basis. In this respect, a computer-assisted intelligence system has a

‘distinct ddi_ré.ri’_t?ge over the organization Professor Jones has commended, one using .

e sm'all'éé'(gj’hﬁmber of individual minds each of the greatest possible ability.”

Instead-of “rejecting” data, a counter-deception system may seek to place such

) ata'in alternative perceptual patterns. It may turn out that in the last analysis (by _

"o whichithe:humble mean-no anialysis before events overtake T "o
- thema) ehalyst he st consisint patterts n favor of another e Sines ~ -

early patterns, they shiould resist the ~

| along,” unless the retesting of hypo-

5y

s

. The human mind may repress valuable s red data, or dwell upon obsolete .
4 hi‘ir_:aggs:f}x_s.ing recalled experience and v:'ishful thinking, the human mind assigns -

—— . —— .
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& priori probabilities and only reluctantly shifts these judgments. Small group ex-
perimentation suggests a tendency to underestimate low probability eventsand a
tendency to overestimate high probability events  hence susceptibility to deceptive
reinforcement of the "conventional wisdom,” and undue disregard of rare events.?’ -
Vulnerability to prejudice, preconcephon, and disregard of low probability- events
is reinforced by the conservative memory system of man. Given new mformatxon,
the conservative system of human cognition tends not to change a pnon pro'babxlxty
‘assessments as much as the new evidence should encourage. Having: recogmzed l'ns :
‘own weaknesses, man can delegate some analytxc ﬁmctmns to, noncan'se,"' ati

probabilistic information systems.®® ' s e

- By testing alternative hypotheses—both mductxve and deductwe——sometxme A
with the “assistance” of memory and sometimes without t}nsburden, one can identi-”

" - fy a set of plausible alternatives, eliminating enough of the hypotheses to provide

" sufficiently unequivocal warning of most critical evenfsg.'-l'here is a beneficial in-
_ teraction between analytic method (1), reconstructive’ mference, and analytic meth-

" od (2), incongruity testing, The set of possible spngnal pattems ‘derived by method
(1) can be tested against the broader mass of data analyzed by '_ ethod (2). If the data
. are still ambiguous, “crash” mtelhgence collection (counter-d ce ptlon intelligence)
~ could resolve the doubts or at least lead to helpful probabxhty refinements. More-

- over, conclusions from incongruity t.estmg :would help in chscermng patterns.and
purposes of deception. Patterns of data‘may beldentz_ﬁ_qi_ as inconsistent with either
a high-confidence expectation or a high-confide stmortem. These patterns may
be disaggregated and the component data. and channels ‘of data “tagged” with a
conditional probability of being spngnal rmm ‘Over time, various potential
sprignal resources can be tested and the condmonal probabilities adjusted upward

i - oor ‘downward as necessary.”® Clusters of hxgh— or Jow-probability sprignal data
; . should assist in evaluating: alternatwe theories:

. Computer-aided, mcongruxty testing offers substantial hope of predxctxve en-
. hancement, but, hke other analytxc techniques, incongruity testing has its limita-
. tions. The two central hmxts of mcongrmty testing involve what might be called .

. disjointed mcongruxh&s and false mcongruxtxes. Disjointed incongruities involve
S inconsistencies that’ have become, in the perceptions of the viewer if not in fact,
- separated or mxs-matched In simplest terms, a disjointed incongruity is one thatis

" not recognized because the sets of inconsistent patterns are never paired. In con-
. - trast,a false incongruity mvolvs the pairing of two or more apparently inconsistent
pattems tha.t repr&sent a consnstent underlymg reality. Incongruity testmg mvolves
,choosmg amdﬁé ‘genuine mcongnntxes in two ways: Some of these apparent but
‘un;-ea.l mcongx_fmtx&s are a matt.er of dxﬁ'erent ‘perspectives and some are a conse- .

_dlsjomte& congrmtxes 1s, in act, the desxgn of stratagems Inductlon of such incon-
grmtxes is label]ed m Jones paper on “The Theory of Practlcal Jokmg as the o

s

~- . tinely disjointed incongruities and. mutually dxs_mmted incongruities.

Clandestmely dlsjomted mcongrumes are dxscussed but not labelied; By Am-
rom H. Katz: - : .

. -
. x4
M ce .
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'-' * It isperhaps tati:.ological r.o suggest that we have never found anything that

i - the Soviets have successfully concealed. This is a self-contained proposition.
} . But because we have indeed found many things that the Soviets have built
! .- and deployed, it is possible that a certain kind of self-congratulatory smug-

pess has crept into our intelligence system.3°

Some of the most danuerous stratagems in peacetlme and in anp contro]
environments in particular, may involve such clandestinely dls)omtéa méongrm-
_ ties. Until analysts are able to pair 4nd test the inconsistent pat ernis; thi
- unhkely to identify even that an incongruity exists. -
Incongruities whose preliminary foundations are being laid by stratagematxs

are a special case of clandestinely disjointed incongruities. Here the problem is more . .

~ difficult than that of penetrating the security of clandestme'bbhav;or assuming that -
there is no special access to the future intentions of foreign: s‘ratagematxst.s Where
foreign stratagematists have been cultivating access to our intelligence systems and
where they have been “chicken feeding” these systemswith generally truthful data
of a consistency similar to what we would obtain by ‘6w owni efforts alone, there is
only one slender present incongruity to detect—that the—channels of reception are -
~ either controlled or known and targeted by our strata.gemxc 0pponents
. Since analysts are unlikely to detect such slender mcongnutles, they can at-
: least take steps to accelerate the deteg:tfx rocess once their adversaries.begin to
: feed these cha.nnels with more broadIy us data. They may find that the

. believed ifit rests on a firm foundation of prevmus truth »31 Masterman also believes -
- . that “the force of this [misinformation] depends upon the reputation of the sender
N - and that a long period of truthfu.l reportmg 15 usually a necessary preliminary for
' “the passing over of the. he naz i
SRR (§ counter-deceptmn a.nalysts have some conception of the behavxoral changes
~ they should expec\‘. to encounter, through the use of sequential statistical analysis
v they may be able toreduce the detection time for a set of incongruities.” Thus, they
l may be able to 1dent!.fy sets of sprignals and noise in combination, which with
. sequential analysis will: aﬂow them to disaggregate the two over time. Then, more
_ refined sets of sprignals 1 may 'be subjected to mcongnuty testing untxl it is hoped,
- a set of meaningful signals émerges. ‘
g Adve:sary -deception planners are not attempting to facxhtabe easy matching of
g 'the@e mcong'nutles Masterman notes “the obvious fact that cover schemes ought to
be’as nearithe: rgaal thing’ as was safely possible.””** This places the deception
“ d. On one hand, he wishes to establish a deception program suffi- -
ment]y close to  reality that detection of incongruities will be retarded. On the other -
hax_xd “he: msh&g to establish a deceptmn program in accord with the preconceptions
"7 of the:intended victims. AS'an o Abwehrofficet’ €xplainéd; "Onthe German side we -

T own donceptions of the situation.””ss ="

" The deception pxcture that is“compatible with an adversarys preconceptxons._ o

may be highly incompatible with what one intends to do. Consequently, the decep~" *~ 7. 7|
tion planner must choose between a deception plan that will be readily swallowed

N ~ and one that is mmlmally incongruous with the planned operations. So, the incon-

———

_only. attac'hed unpo'tance to the repor‘.s of‘ agen}_s m.spfar as they ﬁtted in mth our sl
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grmty of two or more patt.ems may emerge sufficiently early t.hat mconsxst.ent
. patterns can be identified and matched. .

. The second form of unidentified incongruities mvo]ves a set of mutua]]y dis-
Jointed incongruities (which R. V. Jones terms just “mutual incongruities™).3* In-
stead of seeing situation A as perception A, one obsarver, B, holds perceptxon B and
another, C, perception C. It may be that perceptions B and C are, fromf-dxﬁ'erent
perspectives, representations of the same situation, but this situation xs- “no, tuatxon

- A. Both B and C share mx;;eadmg conceptxons of the true sxtuatw""

© perceptual error: N R s _ S _'..--‘

. Induced mcongrmtxes mutua] to two wchms are possxble Each vxctmx js “E

" led to believe in a false world-picture which is nevertheléss consistent with
" and complementary to the false world-picture of the other victim. A simple .
;. example is the device of privately telhng each.of two people whom one is
- - about to introduce that the other is a good fellow who has, however, been
- going through a severe nervous strain, and who is theréfore apt to get both
irritable and rude if contradicted. It is therefore éﬁﬁiséble to humor himby -
agreeing with all that he says. The two victims then: go o’ great lengths to
“, agree with one another, and separate in the con\nctxon th each has han-
L dled the other extremaly well 3T e

Another set of mutually dxs.)ombed ' curred dunng a “real” cwﬂ
_defense attack warning in the western hich lasted for some seven
" minutes on May 5, 1955. An Air Forca: rarning: through civil defense channels, a
- warning yellow[ enemy attack is probabla’’] es_olted in 67 of 77 sampled California
- civil defense districts failing to start puiic sxréhs after verifying the validity of the
warning. The failure of operators to follow mstructmns was in part the result of the
mutual reinforcement of cogmtxve templates ‘civil defense operators did not start
the sirens in part because’ radio stations had not adopted CONELRAD broadcasting

on specified frequencz&s racho broadcasters dxdn’t hear the sirens. One siren opera-
' tor explamed th : .

to be the first person to set off the siren sthches——that !f

- he heard sirens in/other. areas blowing then he wouldn’t mind following

* them; and that even iThe had received no alert sxg‘nal he would set his sirens
off if he heard othersblomng 38 ; ,

R ST

X ﬂ'us‘_case, those who did not alert the pubhc were right; there was no attack-
ut most.were wrong in assuming they had not received a “real” Air Force warning

warning svstem ‘personnel. Mutual inaction bred reassurance. But the same result
-_ah_ac_:‘x.al ‘attack would result in the loss of many more lives.
In- -this’ same “attack,” a microcosmic example of shared disjointed. mcongrulty

* alert” light, and assumed that the telephoné company had fouled up again. He called
the repair service of the telephone company, and * ‘reportedly was told by the repair
service that a repairman wou]d be ‘sént to-correct-the [warmng] ‘device.”® The
warning device was working: properly. but“the imagined telephone sysbem error
provided mutual reassurance.

Sherman Kent, retu'ed chmrmé.n of the Board of National Estunates has oﬂen
oted

and were aﬁ‘ected by the mutual consistency of their perceptions and those of other.

urred. whe'z ‘one’civil defense opafator h,ard the warning- ‘bell, ‘Saw the “yellow . -

o kb,
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. . even from within the mind of the decisionmaker it will be impossible to identify
. incongruities before an intention is formed, and it will be impossible to decide which
* of the incongruous patterns is correct so long as that intention may be switched,
~ The Whaley study demonstrates that all the major intelligence services have
the utmost difficulty with such intentions estimates, and analysts should not'expect
their incongruity testing to reverse the abysmal predictive record. However, in
conjunction with the other methods, they can expect incongruity testing 1o ifprove
. performance insofar as it deals with capabilities or partially executed intentions,
which leave at least preliminary "trails” of data behind them. Such’festing canat . -
, least jdentify ranges of uncertainty in the place of falsely held confidence in one’s.
- - knowledge of future intentions, - S AL TR
' ~_These theoretical problems are exacerbated by the ecology:of bureaucratic poli-
}ticé, some of whose characteristics do'not escape the atf;ei_i:ﬁig}'ibf “sophisticated decep-
tion planners. Many intelligence services reflect the interests:of their associated
departments, however much they try to remain obje¢ ‘Deception generally aims
at the misdirection of policy decisiuns, not intelligerice'services. If intelligence ser-
vices are “"had” in the process, this is only incidental,’ﬁfjék_ -5£@a§sing pleasure to .
the deception planner. Deception planners not only feed mform tion that confirms
- preconceptions, but where possible they feed sprignals that - appear to reinforce
self-interest. Thus, the-inertial bond between: the sprignal and the bureaucrat is
" doubly strong: A preconception is réin: a'time when the denial of this

-,

s—y =

 preconception would appear to be adverse to bureaicratic'interests. o

-~ - . Part of the skill in deception work is't3 coax oné’s enemy into an assessment
- of intentions (perhaps by dangling information that confirms preconcéptions) rather
- than an assessment of capabilities, in a situation where the adversary should know
" better than to expect much:luck with an i_ﬁi;éﬁtions estimate. In the words of a
_ former deception planner; ~“allintelligence services seem seducible into an assess-
roentof intentions rather than capabilities—which makes them such fall guys for

- C&D [cover and déception].”s R oy
- When cryptanalytic success i$ at the disposition of the deception planner, he has
the kind of access to his adversary’s décisionmaking system that enables him to spot
_.-: the apparent self-interest' and preconceptions that are most ripe for exploitation:

- No deception operation works against enemy intelligence but against the :
enemy command. It does little good to louse up X intelligence system, if the -
- .command believes Y system. Thus a basic assumption is that coordinated ’ -
I intelligénce is a seldom thing and that commands (political and military)
tend to listen to the intelligence operation that fits their preconceptions and
“even their personality set and natural cultural pattern. ... Hitler could be
‘ reachedf_g‘;hxtéi‘.'lgh the nitwit RSHA and tended to neglect his hard Army
y oo : . : . . - A

5[y there are organizational implications, if one wishes to do more than

_ identify deceptive and underlying realities; if one wishes to'be sure that decision- . . T -

makers'sicept patterns that are most sénsible, not those that are most appealing, =~

"7+ That topic will be discussed in Saction TV. AS for the substantive dangers of consen-
. .. sus forination, we should bear 'iri"';’r‘_iiﬁdi’@li}e_fétt;ﬁtage_@ic_'vnlnerqbility of all precon-

o ceptions andespecxallyofthc;sgpl’econceptlons that are generally shared. At this

' junctire we inight consider the promising forecasting technique known as the DEL- : )
- —~== . PHI methed and its vulnerability to stratagem.** : L —

e e & s — ke .
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T i ~_ Through the exploration of expert opmmn obtained in anonymous responses
and iterated with controlled feedback, group judgments can be elicited and refined.
Althouoh some of the later DELPHI techniques minimize centrist tendencies, there
is the danger of'generating too firm a consensus, or at least the risk that others will
+  .focus on group forecasting indicators that will enlarge vulnerabilities to deceptxon
After all, foreign deception specialists are searching for the optimal preconcepnons :
to reinforce, and they may be seeking their own tele-DBLPHI &stlmates 'f -ot.hers

o e emaw

AND COMM.ITMENT

) Thoughtful mtelhgenoe ana]ysts may seek to challeng fhose stable and dorm-

‘nating assumptions they recognize as pre ~;ceptxons, either théirs or those of other

- analysts or politicians. But in pxckmg assumptiony that deserve to be challenged by

_contrast with alternative data pattem ] riant ff-ecogmze that yesterday's

.~ preconception may lead to tomorrow’s expecta." n. Decéeption planners work in a

~ world of ongoing data fiow. They cannot’ always remf'orce a widely shared preconcep-

- tion but may be able to modulate the wax}e: ubseqnent expectations, preconcep-

- tions that have germinated, grown, and blossomed The initial “recognition” of a

" pattern derived from a fresh set of data is "an act of imagination based on observa-

tion.”** Thus, guardmg agamst preconceptions also involves guarding against the
fail::ce to retest. the Brst apparenﬂy coherent pattern of mewly received data. -

We tend to ﬁnd what'we. expect ‘'t find, whether or not it exists.** Deceptxon

planners who' cannot remforce our memories reinforce our expectations. A pseudo-

history about World War II Soviet mtellxgence, Sbcbxtz Mech [S}ueld and Sword]

-

- —— - 431._ - . - .

' f The Soviet counterespxonage had orgamzed a tremendous catchon a whole-
--"'-sagle sca]e and was draining out of the ‘Vali Staff’ [Abwebr Eastern Front

D

5u3?enmg thel Abwekr staff depa.rtments with a variety of information
whick here was considered as absolutely reliable since it was likely. It is
preczsebﬂbecauseof itslikelihood thatithad a particularly destructive effect. .- .

.-of Soviet parachute units on such staffs*3

N el iStanisidipnmtt I ST, o

L i , Conformxst ‘tendéncies encourage mmontles to yxe!d in the del'beratxons of ju- - =

averaga hypotheses to be tasted for signal conﬁrmatxon, on the other’ hand DEI.PHI .
forecasting mchcators may provxde above-average target.» for forexgn strataoems So

-

upon‘the work.of the Wehrmacbtstaffs more even than the danng attacks . BN,

“ries or in the small group ‘demonstrations of the “Asch effect,”-where all but one

1 unwitting person claim knowingly that the shorter of two rods is the longer one, and
the unwitting subject agrees withrthe crowd. Conforrmty aside, human data prmess—

o re e c———— ,..... - - - cammm = meem e
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undorestimations of large magnitudes.*® If analysts will recognize the human tend-
ency to seek coherence and plausibility in data that may be incoherent,*” to confirm
: ex;»ctatmns, and to dissolve minority resistance, then they should structure the
- incongruity testing process so s to protect against such weaknesses. Facxht:es’for
forgetting, for segregatinig and aggregating data sets, for identifying out_mbaed as-
_sumptions of past estimates, and for challenging the fashionable notions of the day-
will contribute to testing of inconsistént data against alternative Assutnptionss ..

- -~ Guarding against expectations is not enough. The t.endency;of :the.humanj:_

psyche to deceive itself demands that we also guard against our fantasies, our

d:sasters we have expenenced The Freudian conceptlon of self-deceptxon is found

@B REBE T nh Seeat WP S NG e P @

Was the nonexistent “missile gap”,of 1957-1961 the product of independent
Soviet initiative or the product of amuet!es ithin Amencan socxety that Moscow
harnessed for mutual satisfaction?: W g
" invasion of Czechoslovakia a questlon 0
. of these and a preference by many to be’ surpnsed_ in’ the évent that an invasion was
- under way? Without quibbling over term ¥, we may recognize that cognition .
. involves a symbxotxc relatxonshlp between trahsmx"ters and receivers of informa- ~
tion. ' : kS
‘ Whatever the causes-of_self-deceptxon, the result is vulnerabxhty to forexgn
‘stratagematists. Since decephon planners seek to influence decisions, not the track
record of mtel.hgence bureaucracx&s, they may not concentrate upon deception
through the mtelhgence channels .of an adversary. Confidants of the adversary
. : leader, or known fantasxésrof key mdmduals, may be exp]cnted through more direct
* - . channels.’ '
o One problem of the’ mtelhgence service guardmg ageunst the expectatxons and
" fantasies of demsxonma.kers is to identify cognitive vulnerabilities that are being
independently reinforced. And those in power value the privacy of their thoughts,
- their’ hopes, ‘and their fears. If they are to be protected against the blunders of
P estxmatxon 'that have been so plentiful in the past, those in positions of power must
recognize’ the abundant opportunities for their victimization. Only then will they
are mformabon on top-level negotiations. Only then will they encourage critical,
""tlcal mtelhgence. Without such encouragement, established intelligence agen-
iCies e ‘draw comfort from Goethe, who wrote, “Who destroys illusion in hlmself
:"“‘x;ature,*pvfn“is‘ti'es tyranmicallys* < AN RS T
; mmxtfixen.., on"the part of mtelhgence estimators 6r decxslonmakers, is hkely
’ to ncrease resxsfance ta" -ttxtude chanve Prior agreement of a group may prolong
. - conformity:to erroneous- 3udgments 3 If significant actions have been taken on the
.- basis:of this prior belief,.resistance to attitude change may be more severe.®* If past
pohcxes have appeared to be successful, there may be the further delusion that the
. quahty of mformatxon ha.s beon mpromg, even when 1t has not.®* Thus atntude

———————— ———

ing may involve centrist tendencies, with overestimations of sthall magnitudes and ~ ~

unrealistic hopes, our fears that the future will repeat the particular hxstoncal"




. vant data are contradictory, even in small but important rspects, alternative Hypb- £

‘policymakers like “the succulent taste of the hot poop‘” w
- latest in current intelligence, especmlly ‘

- sprignals.®*® Those channels not subjected:z_
‘those most tempting to the. peddlers of spngnals .
Second, there is the ]ess well-known tendency of intelligence agencies to over--
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_ change is further discouraged. So, where action has been taken, decisionmakers may -

fail to request supplemental intelligence review. Those concerned with forecasts for
better decisions should be mindful of the need for corrective reappraisal of forecasts

‘that are the underpinnings of current policy and past decisions.

To assure that the horizons of decisionmakers are not unduly restncted ‘there

is a role for structured “multiple advocacy” in the decision process, as suggested by

Alexander George,®® supported by the kind of management mformatlon ‘systems
that encourage use of mtelhgence hypotheses other than those conf'ormmg to fesl:x-

preconceptions, expectatxons, self-deception, and prior comxmtment. When the rele

theses to the most "plausible” deserve recurring scrutinyzizz.

- Before passing from the subject of incongruity teéhng,'we should note two
aspects of the bureaucratic milieu pertammg to mt.e]hgence services and degrading
their ability to detect their adversaries’ stratagem i by:thi method First, there is
the well-known tendency of the collectirig agency to’overvalus'its own sources.>®
'This is not a vast problem, except insofar as more-or-les;_ nntested intelligence is fed
to the highest level decisionmakers. In the case of com

before a necessary decision, there is a danper.that clever sprignals will be funneled
to Jjust the people who should be sheltered from them . As Robert Amory puts it,

, }uch often means the very

the more pedestrian formal estimates, whic .1_nvolvn a greater effort to ehmmate
rigorous predistribution testxng are

collect data, at the: expense of qua.hty control.*® This can have seriously adverse

effects upon mtelh,ence perf‘ormance Over the last two million years, the size of the

~ human brain has been expandmg at a relatwely steady but slow rate.®! If only the

_. - appetites of mtelhgence collectors grew at such a leisurely pace indigestion would
. be less troublesome: The sheer bulk of incoming data encourages only cursory

examination of an overwhelmmg volume with a higher percent of both noise and

* sprignals than would be found in a more select collection program. If one had a small :
. core of carefully scrutinized and cross-checked data that could serve as a basis for .

mcongrmty testing, one would have a head start in the predictive contest over those
who are ﬂooded by reconnaissance photos or signal intercepts but have neither the )

manpower ;
retesting

"'erwhelm genuine signals arriving in larger volume, and from a wider array

If deception-planners work to supplant an array- of weak but genuine sxgnals

- with strong sprignals, the seeming significance of perceived sprignals is likely to
_ ©obscure the relatlve  ignorance respecting their sources, characteristics, and chan-

T ———T e TS

) eetxons intelligence - -
intercepts, electronic transcripts, or deep penetration agent’reports that arrive just -

we are ,uzzled as to why a modest collectxon of' decept:ve]y mduced spngnals

of: <§purces, ‘we inay derive some understanding from' studies of signal detection. J..
=i+ A. Swets observes: *The accuracy of knowledge ‘about signal characteristics is less

critical for strong signals, since strong’ sxg'nals carry more mformatxon about. these :
- = characteristics with themselves.”8* ST :

4". .

B
S
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pels of transmittal. The inundation of' intelligence eyatems with increasing masses -
of data encourages only minimal attention to signal (and sprignal) characteristics. -
If an overloadad intelligence system contains sprignals with stronger lmpulses than

those in background signals and noise, we should not be shocked J.f the spnvnals
dominate r&sultmg percep‘.ua] pattc-rns _ :

[ [P

contemplate the possibility that moré massive but mdzscnmmate data col]ectmn
- wxll have the f'ollowmg result: to inundate the sngnals with a high" volu.me of’ nonse ]

- pattern. If deception pla.nnﬂrs fear that their critical spngna!s ‘will be buried in the
backlog of unprocessed data, they can arrange to "leal" some last-minute gem,
assuring the hurdling of filtration barriers. There are too many -bureaucratic and
budgetary pressures encouraging overinvestment Lp.mfelhgence éollection systems.
With fewer data and more care, with computer assistance and'a counter-d--ceptmn :
Isysten;, we can obtain better estimative results.

’ through knowledge of those in the past.'.Wxth Bayes theorem and multivariate
statistical analysis we can arrive at condltxo__ 3 probabﬂxtles of deception in various -
modes under various conditi tions. Game theory, Simulation methods, and historical
studies may yield conch.rsmns about the likélihood and usefulness of deception in

- wvarious modes, and about the payoﬁ‘s through inducirg wrongful rejection of accu-
- rate warnings (by' labelhng them sprignals). With estimates of the risks and costs
~of making elther aTypel (lack of wam).ng) or Type 1 (false positive warning) error,

. areconstructive mference sSystem. and an incongruity testing system can be designed
. 50 as. to optimize system outputs." Studies such as Barton Whaley’s Stratagem
provzde at least a tentatlve set of a priors probabilities. A set of classified studies

. .‘ ‘could further refine some of th&se probabilities.

’ Asxde from historical studies, war gaming, and simulation exercxses a set of
ﬁeld exercxses could generate close-to-real-life probability ranges that would help
assm the nsks of various arms control postures. Although suggested from time to
tune since 1961 ‘Amrom Katz’s “Hiders and Findes” proposal has never been tested
itt .the field:! 'EThe Arms Control and Disarmament Agency’s efforts in Project -
CLQUD GAP renamed FIRST LOOK) did not constitute a full-fledged field test of
~tstratagemat1c vulnerabilities. Even more disconcerting are the results of one of the
. few'offsite venﬁcatxon experunents as yet.conducted: “Aerial and ground observa-
¢ - ﬁfao b ' ?ésearch téams falled to dxstmguxs’h from the exteri-
“or which of three Arerican’ manufacturing plants was producing the deadly VX
_perve gas.”"> Although it was known that one of three plants was engaged in
cland&stme ma.nufacture, off'site verification efforts failed without any complica-
tions introduced by ‘décéption” specxahsts Wxth the “assistance” of “tips” as to yet
other sites said to be clandestine producers, a team with even a small quota of on-site

“s.inspections mizht well expend that quota inspecting perfectly innocent plants.
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T~ ° TIf the United States wisnes to enter into arms control arrangements that are
pot safe unless protectéd by accurate intelligence, planners should run field tests in
" which the “hiders™ resources include not only passive security but strategic decep-
tion as well. If they are wary of deceptions mounted by particular states or clusters
of states (as, for example, the Warsaw Pact) they should seek to understana past.
stratagemic styles anil practices. . ,
Past national styles and practices may assxst in assessing vulnerabmtxas to
. prospective stratagems and in the detection of these practices by the reconstructzon a _ o
- = — of sprignal patterns. No rigorous public studies of national styles of stratagem ave. — - 7

been identified, thus theres r&search base does not support ﬁrm conclusxons Imprassm .

xstxc 'writings do ¢ do exxst ‘and are the basxs of the followmg tentahve observat.xons o

natxona.! sty]es of decephon

THE STYLE OF SOVIET STRATAGEM -

In traditional Russian culture the tendency of respect »ple to indulge in

mild variants of lying, or vranyo, was widely noted, and dxsunguxshéd from malevo-
lent lies, or Jozh. In an essay on "Kremhnologxcal Inexactitudes;” Ronald Hingley

- treats a5 unfair the claim of the drama ' 1 id-Andreyev that the art of serious
' lying (Jozh)demands intelligence, taIen character;"' s_tamma beyond the capaci-
ty of Russxans e Andreyev cla:.ms,

Yes, the Russxan is mcapable of llmg Ties ﬂozb) but he seems to be
equa.ny bereft of a capacity for telling the truth. The intermediate thing for
which he feels the greatest love and tendern&ss resembles neither truth nor ‘

Dostoyevsky wrote"‘that among our Russxan mtellectua] classes the exxst.ence
of a nonliar is an.-linposs'bﬂxty, .iieven completely honest people can lie.”s®

The scope:¢ of penmssxble :msrepr&sentatxon in Russian society extended beyond
the “white lie” or: practxcal joke of many European cultures; the press censorship
of the Czars' and propagandzstlc dominance of the Agitprop machinery in Soviet
communications encourage’ ‘the perpetuation of vranyo, both in official communica-
tlons.and in the word-of- mouth or samzzdat acape from the boredom of oﬂicxal

T wm en e e

Z’-I'Th Imb 4wa.s pnmanly the subJect of early Bolshevxk fear rather than the
Sroduct of BolsheVLk inspiration. Czarist use of agents provocateursbred distrust of '

nin espoused a pohcy of frank pubhé dzscussxon qf Party dxﬁicultxes, ' i -

When wespeak about-our situation we speak the truth; weeven exagger-

E ';-.ate a bit-to'our disadvantage. In April 1921, we said: Transport is falling, no

.. food supplies are arriving. We wrote this openly in our newspapers. ... We

" . must talk directly without feanng the newspapers which are published in

all the cities of the world. That is unimportant. We are not going to be silent
——&_ _____about our difficult situation for that reason.’ L
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In one important respect the Bolsheviks under Lenin adopted the Jozhin Party
practice: that was the world of counterespionage, where F. E. Dzerzhinsky's VChK
or Chekaabsorbed many of the personnel and practices of the Czarist secret police.

Following Dzerzhinsky’s investigation of military disorganization on the Eastern '
- Front and the loss of Perm’ in December 1918, he proposed to Lenin and the.Central

Committee that security and counter-intelligence functions within.théArmed
Forces be transferred from the so-called “Military Control” and the Army.Cheka to
special units under central Cheka control.”* The civilian secret police biireaucracy

(now the KGB) would have primary responsibility for the launchmg of straiegic N
deception operations and jurisdictional responsibility for counterespionage’ within’’ =
the Armed Forces (through the XRUor Military Counterintelligence Directorate of ¥

State Security). _ ‘ ce T A - -
During even the Leninist period, Dzerzhinsky's security forces were active prac-

titioners of the Jozk against White Russians, f’oreign,;ihﬁéﬁiéengg; services, and Rus- .

sian emigrés. Finding it difficult to cope with the multiglicity of growing anti-Soviet
movements, the Cheka provided central manageme

ambitious of their enemies. B
-The emphasis upon active counterespionage has been a irademark of Soviet

_security and deception work since thgglfQ‘l:’[;ggyg]gtion._With c6hsiderah]e success

the Soviet intelligence services have penetrated the intelligence and counterespion-

~&ge services of their adversaries and have ised esulting knowledge in the

 statements as ends in themmiselves are inconceivable to a Bolshevik. It is inconceiva-

o - “grand strategy” in World War IL

‘management of intelligence channelsannedat ;—f'd_géej)tidn targets. But the domi-

nance of the civilian security organs in-Sovi

Sowiet counterespionage work may have
inhibited integration of strategic deceptio

. the military operations of Soviet

In the Stalinist era; and particularly ddﬁné;fhe purgés of thej 19305, deception

- ‘was a central instrument, of domestic politics.’? Indeed, during the “Leningrad

Affair” of 1948—1950,Ma1enkov,Bena, and State Security Minister Abakumov ap-
pear to have used :g:h,e'_;in\_'.e::s't'.igiétivé épbgratus to deceive Stalin into crushing rivals
in the loyal Leningrad party: .7, ;.3 -

In A Study of Bolshevism, Nathan Leites wrote, “Truth or consistency in public

'ble to him that his bourgedis-as distinguished from his petty-bourgeois—enemy

’P-" [ S

may strive for them.”??

¢ These observations were written in the'twilight of the Stalinist era, are su pport-

ooed byquotatlonsfrom Stalin, and are not necessarily consistent with the jdealism
: of"LemnNorare they consistent with the pleas of the Soviet physicist, Andrei D.

Sakharov, and others in the samizdat press of the 1950s and 1970s for
nfo i.exchange in an era of peaceful coexistence.

frankness and

the Stalinist tradition™*-In.the -words “ofacharacter from Koestler's
2 Noon, Ve brought you the truth, and in our mouths it sounded a lie.””
poet Adam Wazyk wrote, "They lived off the dream and the lie became
their daily brea

i

partment within'the KGB's First Chief Di rectorate. Nonetheless, that functional

specialization and coordination of interdepartmental stratagems through Depart-

] ‘.

e ugh ““The Trust,” the .
most ambitious of the arti-Bolshevik enterprises, into which:they ensnared the most

ut .thosé who would suppress the Jozhin government and party conduct must

d.""*Deception permeated the ranks of state security organs, not-

. g™

- withstanding the fanctional ‘specialization ‘of & disinformation_section, later a de-




to German intelligence. '

“in eritical situations ‘Stalin often turns

 toa selfcongratilatory review in 1965,

- at the Crimean Front in April 1944, at
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" ment *“D” of the KGB has encouraged emphasis upon stratagem in su;)pbrt of

- interventionist political action (under the heading of "special operations™) and in

- acquiring control of foreign intelligence.channels. - )
-Since illusigns of military power, apparent readiness to engage military forces,
and misdirection of adversary military forces may enhance political inflyence, the

~ battlefield has not escaped the application of Soviet stratagem. But t}1e§tahmst

emphasis upon political intrigue impeded the use of stratagem in the prosetution

.of war. In contrast to Chinese Communist strategists, who delighted i

Prt

factories in the path of attack were evacuated secretly at'might, the buildings used
as lures for German attack; night movement was stréssed. “Especially from the
autumn of 1942, at Stalingrad, German communi¢ations wex heéavily jammed and

false orders passed in German to misdirect enemy strike

In regrouping forces for the defense of Moscow and in p

. General Zhukov may have integratedﬁdéiféﬁ_i_gg in his plan of st rategy. We should
" not, however, assume a central deceptmnpl ning. group; each commander was

 responsible for integrating camoufiagé-and deception ints his plans.”® N orietheless,

ned to Zhukov:and Zhukov had a flair for
stratagem that isreflected in the surprise of German forces!in, key' Soviet counter-
offensives and in major offensives from thé battle of Kursk in the spring of 1943

. - through the Berlin offensive of April 1945May e assume that by October 1942

Special Operations Staff jr}l:a'-'x_x'r:ye.rs at NKGBand Stavka[defense committee) head-

.- quarters had incorporated stratagem in operational planning, or should we assume

that Front commanders maraged to deceive the Germans in almost every case? The

former seems moré likely.”> Whatevet the organizational arrangements, according

- The operative plans and intentions of our command were carefully protect- -
ed against the enemy. The enemy did not succeed in obtaining one single
plan of offensive operations in our forces in the years of the Great Father-

.land War. The Soviet Chekists, operating in close contact with the Army

- staffe; systematically provided the enemy with wrong information on the

lans of the Soviet command on the movement of troops, and on the situa-
tion in therear areas. This contributed toward shifting considerable enemy
forces to:areas which were favorable for the Soviet command and also to- .
ward sudden operations being carried out by the Soviet troops.®®

“shouild study past Sovi 7o,
kin-Gol (Manchuria) ik August 1939,

Kursk offensive of May~fune 1943, at th

Tige SRS TS

tratagems cluding't

e Fourth Ukrainian Front in January 1944,

1944, at the Kishnev ofénsive of Au
"during the Vistula crossing of February 1945, Whaley’s Stratagem and a forthcom-

ing study of John Erjckson’s treat-some of these cases; doubtless others should be.

K _._mentioned. . —_ U
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d i Juring:con- -
'ventionally superior Kuomintang forces into misdirected attacks and entrapments; -
- Soviet commanders failed to disrupt and divert attacking Germati forces during the:’, -
onslaught of 1941. Artful examples of tactical camouflage abounded, however, as’"..-
related in 8 German survey of experiences on the East'ex_'nf;E_x;ont." Bomb damage *
- was concealed, or feigned through camoufiage of highly valued sites. Armamsnts

gi"a.:coﬁntér:éttack-,

hold ¢ be especially concerned about our vulnerability to Soviet deceits, we

the Karelian and Byélofds’éié‘h’f‘rgqg‘.igx June
gast 1944; at initiatives in October 1944, and

0914R002300090004-8 © ~

those In military campaigns at Khal-'
the battle of Moscow,in 1941, at the Orel:
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Barton Whaley’s treatise on Stramgém doe; not credit Soviet deception special-
ists with the skills of British or Israeli counterparts. But it would be foolish to
essume that military planners and NKGB deception specialists first came to under-

- stand the role of stratagem in “grand strategy” when briefed in 1944 by Colonel

John Bevan, chief of the Anglo-American strategic deception staff, in preparatxon

for the opening of the Second Front. Feints preceding the Byelorussian. oﬁ'enave in

June 1944, though coordmated with A.nglo-A.me:nca.n femts elsewhere were not the

man security and intelligence tra.mmg apparatus, the NKGB and GRU orga.ns o

acquired deception assets of prime value. Nor did they neglect the penetratxon 0.

allied British or American services, as with the promotion of H. A. R. (“Kim") Philby =~

to a responsible position within the counteresplonage sectnon (M.16/S.5) of the
British Secret Intelligence Service.

Indirectly, Soviet deception practices may have f‘ou‘_
in the invasion of Czechoslovakia, and in the glet
spoofing of Vietnam, as with the misdirecting of Amen. aJ.r “strikes (reminiscent
of the Stalingrad campaign of 1942-1943 and the false British targets of "Colonel

a role in the Korean War,
nic, and ‘communications

" Turner’s Department” in the former British Air Ministry): Both Sovxet plannersand
foreign observers must project, rather thaq visualize, the postwar ‘evolution of Soviet

~_ deception practices. Major General of; Artxllery A.P. Zakharchenko wrote in 1970

' ofa broadened role for stratagem

o Notwithstanding the massive equipping of Defense] forces with
- - modern technology, the role of stratagem!’ m.modem combat has not less-
ened, but, on the contrary, has increased.‘Military stratagem helps the

o commander conceal his plans and intentions from the opponent and compel
"' the enemy to reveal prematurely his mtentxons, tactical methods, or the
structure of his troop-dispositions; it ensures the surprise of attack which

- plays a very mportant role, given the dynarmsm, rapidity and decisive

. nature of actions.in modern combat. This is why the USSR Ministry of
Defense requirest s that command personnel, while devoting main attention to
tactical training, thoroughly instruct the troops in the employment of tacti-
* cal methods that ‘are unexpected by the opponent, and in the employment
of stratagem and deceptive actions, based on an all-around analysis of the
combat situation. S . S

It iscurious thatin the’ ﬁrst two decades after World War II the pattern of Sov:et
force procnrement and deployment was such as to expose unprotected, minimally
dnspersed strategxc forces, at least hypothetically, to the hazards of deceptively
duced surpme. Strategic planning did not respond to wartime experience. Not

:But in the years thereafter the Soviet Union inflicted surprise after
German military commanders, aided by ngor in security and strata-

~Stal n s dlsrmssal of the unportance of surpnse fo}l,omng the hards}nps of Ger~ :
man attack may have had a more profound effect upon the inhibition of doctnnaI
innovation than it had upon Soviet use of mobility and stratagem in the ongoing
confrontation with Germariy.® Conceding an extended period of Soviet irrationality ..
in doctrine and force procurement in the:1940s:and-1950s we no longer find in Soviet
doctrine or evidence of force procurement insensitivity to the effects of deception and
surprise in modern war. e —————

only were Soviet forces severely damaged by the unanticipated German offensive of '
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T Indeed a more mterestmg issue is whether Savlet planners have absorbed the
implications of an international system in which deception all too often yields
surprise, and whether they are prepared to undertake measures that will reduce
opportunities for surprise in a nuclear attack or for the spoofing of strategic warning
systems. Since Soviet military doctrine places emphasis upan surprise (espec.ally
since the XXIInd Party Congress in 1961), any efforts to minimize mutual Opportum-
ties for surprise attack must identify the inadequacy of past doctnnal"' valz.atxons,
and the danger of resort to the “war scare syndrome.” = :
. . Writing in Voennyi Vestnik [Military Herald] in October 1966, Coion '"N F.

eroshmchenko clauned a grovnng role for deceptxon in nuclear attack

The surpnse use of nuclear weapcms per:mts the bnngmg of very great -
losses to the enemy. ... An md.zspensable condition for achieving surprise is
" secrecy. However, achieving itis not easy. For this, aloug-thh arrangements
_ .- for countermeasures of the enemy’s reconnaissance;’it.is necessary to perfect
| » o constant.ly the means and methods of camouﬁ e anid of ’dismformahon &8

. The occasional Soviet practice of spooﬁng strategic warmnd sjrstems in polmcal
crises, combined with emphasis upon: _ach:evement. of surpnse in thermonuclear
attack, is a risk-prone posture. Given'-_.‘t 15

~ warning policy, the subject of comme__' ‘In
spoofing of strabeglc warning systems, probably sub)ect to some risk of false attack
warning even without adversary provocatxon. :Do we find in the declining Soviet
reliance upon the “false:war scare” growing recogmtxon of the mutuality of interest
in avoiding false attack warnmgs" : .

_ In 1948, 1950 and 1956, and possibly in 1909 Sovxet force deployments may
have been desxgned to Spoof strateglc warning systems, creating an ambiguous
threat of Sowet.""ttack in ‘support of. other objectives. These may be labelled the
“Agayants style” of war scare deceptxon, named after the late Major General Ivan
Ivanovich Agayants who headed the Disinformatian Department of the KGB until

—p—s o——n

_ In the so-called "March ‘Crisis” of 1948 Soviet forward Army andAir Force s
dep]oyments and deceptive leaks in Germany enhanced ambiguous Western percep- S

";tmns of ,Sov:et ‘willingness to incur the risks of war. Timed to support the forced
Allied evacuatxon of Berlin and as a prelude to critical 1948 elections in Italy, this

. c [guEyeT - °
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T wh:.le theSd tmtellxgen a.nd'counterespxonage eff'orts were supemsed
© by the Komitet ‘Informatsira, or' K.I, in October'1950'a major “war scare' :
' ‘_ounted agairist I\ATO inan eﬁ'ort to prevent both redeployment of ground forces

sxde of the Yalu River. =~

According to one propagendxstxc but vague account released shor‘!y before the
\ 50th axmxversary of the Cheka —T

v
+
13
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.. .The data that came into our hands [an MGB intelligence. network in the
. US.A supervised by the case officer "Rudolph Abel”}.. helped save the -
world from an atomic catastrophe. We managed to obtain information in- -

time about the plans of General MacArthur to open military activity on

. Chinese territory. These plans were not realized because our country’s.un-
dertahngs forced U.S. President Truman to step back from the precxpxc'_e.’?r

- Six Ch.mese Comrounist Armies crossed the Yalu in the last thr :
Ottober 1950, surprising an unreinforced and unexpecting U.N. Command under
- General MacArthur, and reversing the momentum of the war. In November 1900

the CIA discounted the Russian threat to Europe, but only after the first Chmese‘;'.?_-, ‘

- offensive had repulsed the advancing South Korean forces and too late for shxpmen -3
R ' " of NATO troops toKorea bofore the second Chm&se counte ffensxve of 25 November
B : 1900".1" '
| ' - " During the Suez crisis of 1956 Sov:et strateg:c bom
" have reinforced diplomatic transmission of Soviet nucl
. - French governments. Whether such tactics actua.ll" mﬂu‘
o _ Paris, and Washington is diffcult to say. = -
- In any event, there has been a noticeable absence of Sor spooﬁng of strategu:
. war warning systems in the last decade, excepting perhaps‘fh 1969 deployments
-~ along the Chinese border. This abstinente has_ been partxcularly noticeable in the
- tensions of the 1962 Cuban missile crisi ayreﬂect Soviet appreciation of the
. . contribution to nuclear peace of strateglc warmixg systems that are exempted from
R - . mutual spoofing. Strategic informatior exchang rovisions of. SALT agreements
- .7~ may provide a more stable footing for measu.res 10 discourage the spoofing of strate-
' .. .. pgicwarning systems.®® Nevertheless, those who ‘manage warning intelligence cen-
.. ters must be mindful of an earlier Sovie't'. -adition of “war scares” and of the
T attenuating effect of false alarms upon thé v1g11ance of’ Alhed warnmg systems
LT during the “phoney war’” 0f1939-1940. ~ 7 ,
727 7 Past Soviet deception style ‘suggests the need for ana]ytu: differentiation of the
. false. war scare. and the falsé ‘peacetime vigilance that would precede an actual
- attack. This is a dema.ndmg task, but one whose solution or possibility of solution
" may contribute to’ mamtenance of the nuclear peace. Stratagems that create illu-
. 'sions of military power or mterventmn, so long as they do not spoof nuclear forces
.7 that xmght be launched on (false) warning, are not direct threats to the nuclear
peace Deceptions of this sort continue to be within the Soviet repertoire.
Lo . Among. possible cases of postwar Soviet stratagems are: the disguise of extensive
.Sovxet, partlmpatxon in air battles of the Korean War in 1950-1953;*® misleading
Moscow bomber_.“ﬂy -bys” in 1954-1956; the imprisonment of Hungarian political
eaders while:negotiating in 1956; other “indicators” of extensive medium bomber
rms'leadmg implications and boasts of ICBM missile production and
i 1957 and thereafter, such boasts being cut short by speeches of Deputy
A f :Defense Gilpatrick in October 1961 and after;*® “identification” of a
U§ -'I‘u kish “threat” to Syria'i in 1957 accompamed by Soviét threats of interven- -
_tion credxted with dverting the imag
L ‘the Turkish and Iranian borders during the U:S. mberventxon in Lebanon in 1958,
~* described by Khrushchev to Nasser as only a bluff:*? false reassurances to'the U.S.
- Government that no “offensive” missiles would be placed in Cuba before the crisis
- of October 1962 and successful concea.lment of about onequarter of these xmssﬂes

ﬂxghts over 'I‘urkey may
hreats to the British and
céd decxsxons in London,

* sewom mome

- tcman b teme

ved For Release 2007/04/17 - CIA-RDP83M00914R002300090004-8" -

fed crisis:®* Soviet’ mxlxtary maneuvers along © -




of U.S. and NATO intelligence, and of the Dubgek leadership in Prague:befere the N
_invasion of August 1988;°* military deployments of ground and:muclear ,tmséxle e T
- forces near the Chinese border, in 1968-1969, which may have suggested an: East" ’ ’

 resulting in contrary practices in August 19705

' parbcular difficulty in applying the reconstructive infere

fCHINESE "'STYLES OF STRATAGEM
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in Cuba dunng the crisis 1£selt‘ unannaunced testing of FOBS(F ractional Orbital ~
Bombardment System) after joining in U.N. General Assembly Resolution 1884

. (October 17, 1963) prohibiting weapons of mass destruction in outer space;®® decep-

tion of Egyptian intelligence respecting another false invasion “threat” to Syria in

-May 1965 and October 1966,°* then again in May 1967 contributing to. the ‘Arab
" fiasca in the Six Day War of June 1967;°° misdirection and attrition of U, S

bombers in Vietnam, in conjunction with North Vietnamese efforts; th

Asian corollary to the “Brezhnev doctrine” in support of dissident Kazakh, nghur. « -
and Mongol nationalities in north China;*” bluffs of a nuclea.r strike on China’s’ ‘

-strategic weapons facilities following March 1969 Uesun Rlver clashes along the
. Sino-Soviet border;®® and false assurances that new.-xmssﬂes and equipment would

not be moved.into the proposed “standstill” cease-

-ali 'ng the Suez canal, -
‘The evidence of past Soviet deception practic tés that there may be

method to clarify the
strategic situation. The reconstructive infererice method shou.ld yxeld most clarity

.. .when the jigsaw puzzle of a rational deceptmn plan 1s substantxally reconstructed.
~ Well-planned military operations n‘x,é'y‘ suck
- and "witting” deception staffing. But it appears ﬁ'omthe Soviet practice, particular-
“ly in crises short of war, that decepi: n’-plar
‘ ignorance of their circumnstances. °

such:cases of ratmnal coordinated,

ers Ay operate in consxderab}e

Were Soviet disinformation specialists more the victims or the partn ers of those

"in Damascus who triggered mobilizations before the June 1967 war? In such a case

reconstruction of hy'pot‘xetxcal deceptlon pattems is likely to shed insufficient light

. on underlying aspxratlons Insuch instances of bureaucratic politics, testing of

inconsistent clusters of evxdence could improve predictions yet not elucidate an -

- underlymg purpose ‘that’ may not exist. Similarly, indicators of cover and deception
" inthe Warsaw: Pact.maneuvers before the Czechoslovakian invasion of 1968 and in
; - Soviet prepa.ratﬁns'f possxble attack on China in 1969 may not shed light on
* - underlying intentions~for ‘an_ “open options” policy may have allowed delay of = ' -

ultimate choices. Careful.attentmn to the patterns of deception may at least clarify -

v the formul tlon of alternatxve hypotheses and speed reporfs of sxgmﬁcant evxdentx-

Amencan defense planning; assessment of. deceptxon practxces and doctrines - S : - i

- “of the Peop]e s Republic'of China'assumes an importance second only to-appreciation .- . wovel ™,
" of Soviet styles of stratagein. But deception plays a more fundamental role in both ' -
* Chinese militarytradition-and in the objective cxrcumstances of China’s geopohtxcal

locus than it ever:.played-in.-Russian' history.. .

The centrality of stratagem in Chinese tradmon is reﬂected in .S’un Tzu (circa
4th century B. C)

—————— ‘-‘~~——-~-=—=-'-~-°-'--———-‘!——'——----——4°-,-.-- PO
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All warfare is based on deception. Hance, when able to attack, we must .
seem unable; when using our forces, we must seem inactive; when we are -
' near, we must make the enemy believe we are far; when far away, we must
“make him believe we are near. Hold out baits to entice the enemy. Feign
: dzsorder, and crush him. If he is secure at all points, be prepared for hJ.m
If he is in superior strength, evade him. If your opponent is of choleric”
temper, seek 1o irritate him. Pretend to be weak, that he may grow arrogant.
If be is taking bhis ease, give him no rest. If his forces-are umted i_.f':eparate

Theso;e m.lhtary devlces, leadmg to v1cl:ory, must not be dwulged befor
band.?

: Unhke tradmona.l W&sbem deceptxon concepts (those of.' the Sovxet Union in-
cluded) traditional Chinese stratagem aims at winning: thhout fighting, at enabling
the enemy to confound himself. The third chapter he Siun Tezu, Attack by
Stratagem,” emphasizes “breaking the enemy’s resis without fighting.”

Chinese deception is “oriented to the failure of thé ’mf;, Western deception
is oriented to the success of the self.”?%* Thus, the dec'el', ,of fime, and place, and
strength of attack prevalent in Whaley’s empirical studies of’ W frn stratagem ar=
not deception of essence, only deception of means. To the W&stern Strategist, strata-
gems of initiative are preferred to thosé'_bf defense, in Chmese tradltlon, the Taoxst
_ conception of effortlessness in masterinig: a1 forces., 3
As in the art of unarmed self-defense,'t'he force of enemy" "j_ otxon is turned upon hun
2 Thus, the Sun Tkuadvxsés, “What the ancxent call'a clever ﬁghter is one who

Now, the Way of‘ War is t}us attacking th° heart is the best, attackmg :

. _;".the walls is the. worst; battle launched at the heart is the best, battle

lapn ched at soldxers is the worst I would msh your Excellency subdue their

' Both the reconstructwe inference and mcongnuty testmg approaches to the
unde-standmg of i adversary stratagems focus upon signal processing and evaluation,

' upon what Scott A. Boorman terms “the information-theoretic perspective of signal-
7' -ing.”°* Although vmﬂnerabﬂxty assessment includes the probing of information

.- channe] reliability and ma} utilize identified discrepancies in enhancing predic-
ior is probabilistic approach will not cope with the essence of Chinese strata- =

g em mﬁuenémg the decision process of enemy behavior, not merely skewing the
: formation net so as to affect particular choices. If the enemy must be psychologi-

calle legance but also psychological insight.
e'theory of three-person duels, called truels, may be apphcable to an

“an incentive to "take-out” the other strong party first (depending upon payoffs,

~ specified conditions of sequence in shooting, and lack of prior agreement and trust

3
!
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cally dlsarmed :.hen efforts to cope with Chinese deception demand not only statisti- -

nding of- Chmese stratew Aand Opportumtxes for- stratagem. Facing two . s .7 .. l

-nuclear. superpowers -whose technological might-cannot be directly matched, China . .. .

=" is akin to the weak party‘in the three-person duel.-Although it is intuitively obvious. - -

+ that the weakest party would prefer-that the-two stronger parties shoot at each . ..
- other, it is not so obvious that in.a sequential game, the stronger parties may have




. wasa painful, slow, and costly victory. °
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‘between the two "“superpowers”). Given the "rationality” of attacking the séronger :
' power first, the poorest shot may have the best chance of winning! So game theorists
have been puzzling over “weakness in strenth” and "strength in weakness.”*°®
“For the weakest party in the three-party competition there may be an incentive
to sow distrust between the two seniors, thus reducing incentives for collusxve
attack. There may also be an incentive to convey impressions of strategic neutralxty,
of a weak offensive capability but a strong defensive capability, of the mvulnerabxh—
ty of strategic forces, all irrespective of underlying verities. .
Other sets ofillusions are more risky. To deter one big power, 1 there isthy ptxon
of enhancing illusions of alliance with the other great power; but this “free Fide® T
hazardous, especially if it serves to provoke an attack during an initial period of
vulnerability. The perpetual anxiety of big power planners'that they may face an'™
all-front war may also be exploxted but th.xs too is haza.rdous xf it encourages great
power collusion. _
Neither the sxmphmty of three-person games Rt ..the classxﬁ of Chmese mili-
tary doctrine cope with the protracted guerrilla warfare of’ the Maoists in their civil
~ war. In a sense, the Maoists failed as stratagematists: Theyfought a war of attrition,
suffered many casualties, and despite the respite offered by. Japanese invasion failed
to achieve psychological victory without resumption of civil: 'w ~“Even in victory, -
Chiang Kai-shek retained Taiwan and swith-American protectlon depx-x_vegi_the Mao-
.+ ists the sat:sfactxon of completlon. 'I‘he Maoxsts W ere stratagematlsts in the sense
" that t] they manipulated the behavior’ of; ‘their :and possible intervenors
from abroad; they lured and surprised; they causea the'wholesale defection of troops;
~ they misdirected Nationalist armies, and- paralyzed others in indecision. Still, theu's -

- Given the failure to “"excel in winning with ease,” as the Szm-tzu counsels, and
-the disturbing charactenstms of nuclear weapons, what should we expect of Chinese -
- strategy and strafagem aﬂer the passing not only of Mao Tse-tung but of his genera-
tion? We may antxcxpate the contmued citation of Mao, but a blending of the pru-
dence of tradmona} stratagem in‘'winning without war, certainly without thermonu-
clear war. The. concept of the" “'deep lure,” for example, though a Maoist principle,
~_is an invitation of dubxons satisfaction if the “invited” brings tactical nuclear war-
 fare with him. The legacy nf civil war revolutionary doctrine is a burden that must

o be unshackled; the stratagem-m-strabegy theme may appeal to both the traditional

Maoxsts and those who would reject conceptions of “deep lure” and “protracted
conﬁ.xct” on Chinese territory. Those who would rather fight by quick counterattack
T’ others-. r_i-xpory can draw upon Mao’s On Protracted War(1938) in their own
way. Followmg the first phase of enemy supenonty, for the second phase of strateglc

> Say 'that it is easy to attack an enemy on the move prec1sely because
:1s; not then on the alert, that is, he is inadvertent. These two things—
creatmg illusions for the enemy and springing. surprise ¢ attacks on }um--are_ .
used to make the enemy face the uncertamtxes of war v»hxle securing for
~..ourselves the greatest ‘possible certainty, ‘of gaining ‘superiority, initiative,
.,and victory.'?"

“This doctnne may evo]ve intoa’ ﬁrst phase"‘countératt.ack mto t.he ternt.ory'

e of the attacket _ _ '

« . - -

———————— ¢ et - o -
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Many of the trademarks of Chinese stratagem remain of continuing importance’
in the thermonuclear context. Like their Soviet counterparts, the Chinese commu-
nists have excelled at counterespionage, et controlling adversary agent networks
and manipulating traffic so as to entrap or lull opponents. They have concentrated
upon high-level agent penetrations of the Nationalists, radio deception, and careful

" leaks to foreign journalists. Part of the similarity to traditional Chekist styl “may
_ result from the extensive training of the long-time “Hai Wai” (secret semce)«chxef
. Kang Sheng, in the Soviet Union between 1933 and 1937.'°® The emphasxs .,'p'on,. :
patience in the war of wits is reflected in Liu Shao-chi’s remarks to the CCP secun’cy =
training class at Yencheng in April 1941: o ST :

r

We may say it is the open war that decides wctory or-defeat but it is the
secret war of wits that prepares the ground for victory and consolidates it
after it is won. If you get your jobs done and have arranvements made inside
the enemy forces, within the next three to five decades we shall be able to

7109

defeat the enemy nght away in case of an open: conﬁagratxo A

The war of ths is partxcularly germane in an era o "ther, onuclear deberrence
where assessments of bluff and counterbluff, of prochvm&s ta: taLe risks or absorb
costs affect what happens under the strateglc umbrella. Both ._the tradition of
_ clandestine penetration and a fruitful expenence with foreign Joumahsts are part
| : : ' ofatraditional projection of desired images:’ thas been suggested that portrayal of
‘ ‘reformist and humanistic asplratlons'toree ect' It urnalists contributed to
: forestallmg American intervention in the: Ghm&se 'vﬂ"war 110 It has also been.

suggested that wishful thinking and self'-deceptlon were components in Western
, ' . mxsperceptnons of the character of the Chmeﬁe revo]utxon 111
‘ ‘ Other characteristics of Chinese stratagem appear relevantina thermonuclear
" ‘context. In the civil war. the: Commumsts mastered the art of stratagems: not just
-. one stratagem mvolvmg mnl..mle ‘geographic femts but an interweaving of strata-
" - gems, with two Army groupa not only mounting multiple stratagems of their own,
but orchestrating! t.bem 50 asto. frustrate Nationalist commanders, uncertain where
. the key battle ‘was to be’ fought “And sometimes the key battle was being won
precisely because nokey battle was being fought, with the Nationalist troops prepar-
- ing for shifting threats, a.nd suﬂ‘ermg the psychological defeat of the classicists. The
" orchestration of deceptlons is partxcula.rly important in an era of‘ massive reconnaxs- :
sance and of multispectral perceptions.
,,.Exz}r_nples .of compound stratagem from the civil war include: Lm Plao s fifth
nd. sixth’ offensives in Manchuria in April '1947, the campaign of General Nieh
ung-chen m’North China in May 1947, and Lin Piao’s Peiping-Tientsin campaign -
{ Novembex:'1948-January 1949, a strategic ballet of lures, traps, and moving
: threets Begmnﬁ:g on November 15th, Lin moved twelve columns into north China
) "--a]on'g_—separate ‘routes in the direction of Tangku, Tientsin, and Pezpmg, while Nieh
P B oved simultaneously with forces against Kalgan and Hsin-Pao-an. The-
S N atioh 15ts'perceived the main attack tobe aga.métK’alga i, where they concentrat-
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T 4 ed f‘or defense, whﬂe Lin's troops attacked and. occupxed cxtxesv from whxch National-
. i ist troops were thhdrawxnv "Peiping seemed to be threatened from two directions;
- Tientsin was also threatened. Nationalist reinforcements were confused, demoral-
j  ized, and untimély in-their:moveients: Tientsinfell on'14 January-1949.''2
i Given the opportunities mobility provides for stratagem, it would not be sur-
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prising if the Chinese opted for movable intermediate range ballistic missiles,*> " *

* then mobile IRBMs and ICBMs once advances in fuel and maintenance technologies

* visiting Yugoslav Journalist in August 1971:

'+ movement, they will confront other states. w1th evaluative difficulties of both a
“. - . technical and symbolic. nature Strabeg'xc theater is a performance designed to affect

allowed. The fixed-site choices of the Soviet Union and United States, for land-based

syvstems, offer less flexibility in stratagem than mobile land or submanne-based
systems. . - A

Premier Chou En-lai expreaed a coriception of vulnerability to temtorxalpene-
tration that is consistent with a preference for mobile strat.egzc forces. Che

If we were attacked from above, from the north, by the USSR'— and if;
captured our territory down to the Yellow River; if the United States oc
cupied the southern parts up to the Yangtze Kla.ng' if the Japanese milita
rists occupied the eastern part of China from Tsingtao to Shanghai; if India
started a border conflict, invaded leet, and occupied th »Southwestern part -
—would a relaxation of tensxon occur xn Europe" We: ready for all these
eventualxtles,"‘ . - ‘ .

- Given the sense of an all-vector threat, the Chin ','a ehkely to opt for moblhty .

barriers. Articulated i m Mao’s “Problems of Strabegy" (1936), and px:actxced in Korea

“in 1950, the "deep lure” strategy was defended;n September 1972 aga.mst unnamed

guernlla attacls, and a residual nuclear force semewnere m the mountams would
thus deter a nuclear attack, and make a forexa'n occupation too painful.
If the Chinese seek forces that are mobxle and difficult to detect, plus strategic

- the audience; if uncheckod it could impede prospects for arms control Even xf

 own society. Insofar’ as: possxble, deception planners will use knowledge of past

. - stratagematic styles in’ihe.reconstructive inference process, not only to detect

" stratagems but, as with the Chmese, to atbempt an understandmg of the psychologl- ,

" . cal néxus of the deceit. -

e COUNTERMEASURES T

s " Even if decephon analysts ‘have- only partxally succeeded in detectmg those _
o ,strata,ems of Wthh they are the target; they can undertal\e three sets of countér- “* -

restramed, it could create mnumerable puzzles.
In part the. study of natxonal styles of stratagem will help in broademng our
sensitivity to stratagems that would not be appealing or widely understood in our

“Study of "past cases can also contnbute to appreciation of vulnerabilities, mclud-

1g sdine.thai are unlikely to be eliminated just by learning of them. With greater o

'nsxtmty t.o the prospects for stratagem, those charged with planning for arms . N &

sutrol measures, force deployments, or trade negotiations, among others, may come . .-
ap ecmte the need for systematic countermeasures. C T
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to stratagem; some of the systems and techniqhes have been p}eviousl) discussed. .

As preventive medicine they should try to insure that their intelligence system is
designed to provide secure, variable, corroboratxve data. In general the U.S. intelli- .
gence system provides such data. Perhaps the greatest weakness in the system is
with variability. The United States tends to collect data in accustomed ways;: “fur-
ther, we have bought expensive hardware and associated analytic equxpment, and

~ itiscostly to vary collecting patteras. It is important to collect intelligence. "

and methods” with whatever security we can provide since the greater: th 'iincer~

tom tailor sprignal packages. It is important to corroborate data it “'all available

lights,” and where necessary to undertake “crash” collection programs (counter: e .7

deception mtelhgence) that authenticate or contradict sets of' 'uspected signals and
sprignals. :

The second set of counter-measures mvo]ves the ] ocatmn of resources, the
design of weapon systems and of arms control postu ) that reduce the costs of
intelligence misjudgments, taking account of stratagemx viilnerabilities. When we .
make intentions estimates about matters that have not:le a-'traxl of evidence, we
should take into account the high a prioriprobabilities of mﬂnerabxhty to adversary
deception. We may attempt to prolong our options or to vnthhol& a more substantial
component of our reserves until we have greater confidence in our judgments. The

-withholding of resources may, in some: cases e o ’cos'dy than a choice in the face

of uncertainty. Where we have detected *anticip '_.a_ threat accompanied by
stratagemic feints or decoys that we ca.nnqt_expect'to'segregate we might prefer to
bold our reserves for specific parries, but we will* find it irrational to do so if the

C “harder” indicators we seek are unlikely tc}. matenahze

~In the extrems case we may face the threat ‘of.a randomly generated choice. No

. matter how clever an mtelhcrence system, it wﬂl be unable to identify the genuine
- threat before the choice is made Further, if the random choice among N possible
-options is accompamed by N stratagems, one associated with each option, and if

after the choice i 15 made the: probabxhty of timely detection actions of a stratagem
that does not accompany the actual choxce is pD, then the probability of identifying

- theactual choice before the choice is made = 1/N, and the probability of the txmely

parnes aga.mst'?P of the N options, the probability of actually mountmg a parry
- :agamst the correct target is P/N. There.is the risk of both spreading countermeas-

‘ures too t.hmly to be effective and of concentratmg them against the wrong targets.
Dependmg upon the utilities arid-costs-of various levels of countaraction, the ration-

- . al game theorist will seek to minimize his maximum vulnerabilities (a minimax

.. elimination of all of the: zmsleadmg stratagems (of which there are N—1) =

combination of detect.mg (N -—1) events when taken (N—1) events at a time (' <X Rt

.~ with the probability of detection = pD,or (oD)"i‘ This net probability will be qmte
= low: when prs low or NVis large. Further, if the probabxhty of incorrectly eliminat-
m, (as a stratagem) the chosen optxon is much above zero, the expectatlon of reach-

ategy) or to maximize his expected payoffs in counter-attatk (" mixed strategy). -

:—‘.v-..In either case, dispositions are made that do not depend’ upon”the detectlon of

adversary stratagems. -

- -
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F 7 "For example, in d-ee-;gmng an active defense and retaliatory system in the nu-
clear nissile age, one may calculate that among other penetration aids one's adver-
sary is likely to mount decoys that cannot be distinguished from incoming ICBMs
until after the decision must be made to launch ABM interceptors. A more dis-
criminating detection system would b= preferable; perhaps the systam can discrimi-
nate among most of the incoming decoys, but one cannot count upon this event.. ‘At
the least, dummy ABM interceptors would increase uncertainty levals on the part

- of the would-be attacker. One can raise the "entry cost” to any partlcula.r target. by

. forcing the sdversary to assign a greater range of uncertainty to his estunate of. the - :

distributior of "'real” interceptors (even if the adversary knows that a. certam per—- . o o’

centage of the total apparent interceptors is only a set of dummies): Similarly; 11' oneiL . -

fears a counterforce attack one can increase the mxsdlrechon of the adversar) s__ kS - .

initial attack by building ICBM launcher dummies and by. camouﬂagm g actual sites.™” ’

In such cases, the value of intelligence that uncovers the:e decelts may be quite high;

thus the desigaer of such "positive” and “negative’ ca.mouﬂage should assume that

the adversary will mount expensxve and sophlstxcated detect o1 '-'systems agamst.

these inteiligence targets. . o
* 'The point is not to deny the value of spnona] mtelhg but to recognize that

in some circumstances optimal allocations must be made’ thho o '; 7aiting for such

mtelhgence Where threats are randomly generated or where spngnal packages.

n i chwabors maybe hke waxtmg for

aymg back” of deception
-.operations agm.nst their sponsors: counter-deceptx‘on deceptions, or what I have
* termed “counter-stratagems.” Where a set of decéntion patterns are identified and
- their strategic nexus uncovered, it is sometmes advzsab]e to “feed” falsely confirm-
ing indicators back to the deception planners so as to Jull them into the belief that
" they achieved the mxsa]locatnons they were séeking. ’
An example of' 2 partly successful counter—stratagem from World War II experi-

obvxously only a deceptxon target for the OVERLORD Iandmgs

I talked bneﬂy Blumentntt (Rundstedt’s Chief of Staff) after V-E Day

and he said that they-had the Pas de Calais only lightly guarded (he used

the word “crust”) and that if we broke throngh and went on to Parisand cut
- off their main forces they would have been in a hell of a mess. He implied
_.thatthey had been misleading us on the Pas de Calais’ real strength (no -
“reserves.toa). Thus, both he and Rundstedt had a Pas de Calais sensitivity. -
-"'Desplte thzs, as ] recall,... OKWand the mad Fuehrer, who saw the “big
picture,”1.e the deceptlon operation, bit and hung on. (Pos&bly, aga.m,xt’
hard to; "'dmxt you've been had. )‘“ .

‘ A.n effec*xve counter-deceptxon system should support the mounting of more . - .
© “tha partly successful tactical counter-stratagems. These can be effected in combina- )
tnon,' too -50 as to provxderstrataegw mzsallocatlons on- the part— of' the stratagemxc
initiator. .0 o TAL T MO AL

A somewhat moré’ mxschxevous vanatxon mvo]ves a'set: of counter-stratagezps
that do more than fa.lsely conﬁrm ‘the’stratagemic success of opposing deception
planners. Instead of retiitn g ’sprignal packages indicating total acceptance of the
> ongmal deceits, one can send ba_ck counter-stratagem suggeshng modified accept-

;S

- c-
- . .
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ance of sprignal inferences with such modifications designed to cause opposing
planners to modify their own commitments. If done skillfully, these induced modif-
cations may uncover new vulnerabilities that further counter-stratagems can per-
petuate: £
‘Chess players—of whom the Russxans are among the best—wn.ll apprecxat.e the
endless layers that can be added: counter-counter-measures, and beyond. But ‘the
sheer complexity and bureaucratic inefficiency should cause most of th
layers to collapse of their own weight. - 5
Those who view stratagz=m as preposterous in the first mst.anc' wxll wonderf:-'
what inanities I really recommend. Once more, I cite the abysmal predxctxve records';
of the past and note that I am deadly serious. B
But we are not above making fun of ourselves; and I close the discussion of &

counter-deception strategy thh a quotat.\on from Pener'U "tmov s Romanoff and
Julxet

— e . e o s

" GENERAL:

- SOVIET AMBASSADOR:

that they knéw we knew their code. We
have acbed accordmgly——-by pretending

In(:ldentally, you know-—they know you v
know they know you know. ...

I(genumely alarmed) What” Are you
sure?? -

‘B H Lxddell-Hart, Stmtegy' The Indirect Approach (New York Praeger
1954) hddell—Hart discusses British utilization of deception in the Mareth
‘Line ¢ campalgn of February-March 1943 and in Tunisia, 6 May 1943, at pp.
282, 286-286 289-250, in addltlon tohis general discussion of 2 multiple option

& b ‘coordmated"l mean that the, a.nalytxc mferencesas to,the- under!ymg et s
o mt.entxon.s were not the. product of allhannels intelligence analysis. One ‘ ) R
-~ -gssumes-that such “uncoordinated” analyses:would.be.widely. distributed. : [
-. among various intelligence consumers, but this.constitutes distribution, not

“coordination.” On the evils of.disjointed;.compartmented analysis, see Carl

Kaysen, Notes on Strategic Air Intelligence .in World War H (ETO), R-165

(Santa Momca, Calif.: The Rand Corporatmn, October 1949) pp- 24-26.

Ry

v
—————— ana
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3. Professor H. Wentworth Eldredge conceived of some of the more spontaneous
stratagems as "seat-of-the-pants” deceptions. I have converted his usage in
the cause of counter-deception analysts, who seem to rest more firmly on theu' )
seats. o

4. See Barton Whaley, Codeword BARBAROSSA (Ca.mbndge Mass <M, I.T
Press, 1973). See also Stratagem (1969 ed.), p. 146. ' -

" 5. See sources cited in Section II, Note 6. These examples are somewhat coms- °
_ plicated by the remarkable success of the British counber—espxonage'semces
=== ..  (both the Security Service, MI-5, and Section V of the Intelhgence Semce, .
’ MI-6) in penetrating their German counterparts. Consequently; British decep-- -
~ tions oparated on the German services from the outside, admittedly-with’ =
 eryptologic insights, and through their contacts on the inside. It is thus not™
surprising that Admiral Canaris, often pictured.as 2 "hero” of the German
resistance, should be portrayed by Hugh TrevorvRoper, who ran the German
section of MI-6’s Section V, as rather mcompehent. See"I‘revor-Roper s por-
trait of the Abwehrchief in The P]u!byAﬁ"a:
6. Whaley, Stratagem (1969 ed.), p. 230. The ﬁve ake plans swallowed
whole involved Whaley’s cases A6 (Gaza), A8 (St. -'Mxh;el) -A38 (North Africa,
TORCH), A53 (Bavarian Redoubt), and B27 (Alam Halfa). The four sets of
genuine plans that were disregarded involved Whaley's gas&s A10 (Warsaw),
-A20 (Belgium), A21 (France) a.nd A28 (USSR, BARBAROSSA). The only
‘Whaley's case A34 (German summer
_ offensive, Russia, 1942, BLAU) OneSox_{:e ac _ux'at'of an NKGB penetration
- of German intelligence in World War IT; VadJ.m Kozhevnikov's Shchit i Mecit
[Shield and Sword] (Moskva: Sovetskly ‘Pisatel, 1965), translated in JPRS
. 56046 (19 May 1972), V. 11, p. 114, cla:.msthat the German war plan captured
&t Mechnlen-sur—Meuse in January 1940 was a deception plan, not the genu-
ine plan that Whaley tlaims it was. The German attack was postponed after
compromise’ of this document and temporary military alerts in the West, but
“the attack 0n. ‘May 10,1940, achieved substantial surprise.
7. Caqulatmg the bmorma.l dxs’mbut:on of 10 choices at a time, with the proba-
~ bility of § succas, p-O 5, yields the following random distribution:

PR Sumful Prednctww (r=0.5) -

"0 oflo o C ‘171,024 = = 001 . - . -

1'of 10 ) 10/1024 = 010 ,

2 of 10 - - 45/1024 = 044 - ..

3 of 10 C 12001024 = 317 S

4 of20 : - 21071024 = 205

5 of 10 ' . 252/1,024 = 246

6 of 10 ' ) 210/1,024 == 205

7 of 10 : 12071024 = 117

8 of 10 : 45/1024 = 044

lOl 1,024 = 010

.9 of 10 . . _
U Y‘;<',T,-,,"-v\_'.'.. &, :Hw:a. 1’1.024 e - '.001 P

P""’ag“"fz’fwmcﬂy pred'ctmg 0'6F 1 Gf10° 7001 *F
- Probability:of-correctly predicting 2 or more.of 10 = 0.989 . :

. Source - Hubert M. Blalock, Jr., Social Stitistics:(New York:
McGraw-}hll 1960), pp. 117-118. emon
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Carl Kaysen has noted “the vital importance of not attributing to an intelli- -

. gence source credibility in respect to information which the source cannot

10.
11.
12,

13.

. boundaries of the Soviet Union.” TASS, Septembéit’;

15.

~ Little, Brown, 1971), p. 40.
14,
(2),” Foreign Policy, n. 2 (Spnng -1971), Pp:

reasonably be expected to possess. This is, of course, an obvious remark, but
its importance was not often appreciated in World War IL” Notes on Strategzc
Alr Intelligence in World War II (ETO), p- 20. .

Personal Communication from.H. Wentworth Eldrege.
Ibid. :
Arnold L. Horelick and Myron Rush Strategic Power and Soviet Foréign.: -.
Policy (Chicago: University of Chicago Press, 1966), Pt. 2, “The Politics- of o
Soviet Missilz Deception, 1957-1961,” pp. 35-102. ; -
"The Government of the Soviet Union authonzed TASS to state that there
1s no need for the Soviet Union to shift its weapons .to any other country,
for instance Cuba. Our nuclear weapons are’ ‘s6 ‘powerdi 'l:'m their explosive
force and the Soviet Union has such powerful rockets carry these nuclear
warheads, that there is no need to search for sit .'r.;i.:hern beyond the
11::1962, in Graham T.
Allison, Essence of Decision: Exp]ammg the Cuban Mzsszle Crisis (Boston: -

Anthony Lake, “Lying Around 3 eF reign Policy Bureaucracy
See also David Wxse, The
Politics of Lying WNew York: Random House “1973). y

Allison, The Essence of Decision, pp 40-41 135, discusses the apparent igno-

-rance of ambassadors whose pmtestatmns of innocence further deception

- plans. In the Cuban missile erisis, assur:mces of Foreign Minister Gromyko

. 28,1970), p-37;
16.

19
20.

were not mterpreted as acts of an 1gnorant official. Those of Ambassador

Dobrynin were. Howevor, in the "standstill ceasefire’ " understanding of 1970,

it was reported that “U.S. oﬂ'icxals Jbranded Ambassador Dobrynin’s] assur-
ances to [Department of] State. Secretary Rogers that the Russians would not
move therr xmsxles in the Suez as a ‘deliberate lie.”” NewsweeA (September

Whaley, Stmtagem(lSSS), pp- 147—149 advocates the collection and analysxs
of the “signals of stratagem ? See also Hams, Inte]l:gence and Nat:onal

Security. -
. Thg ‘best general account of Alhed deceptxon operatxons in the Itahan cam-
. paxgn is W G.F. Jackson, The Battle for Italy (London and New York: Harper

& Row 1967) esp. pp. 25-26, 44, 4648, 51 (Sicily); 110-111 (Salerno); 133
(Voltumo) 146-147 (Sangro); 155 (Monte Camino); 173, 182-183 (Anzio); 177,

181 (Gapghano) 204-207, 222, 225-229, 230, 236-237 (DIADEM); 266, 265

Gothic' Line); 299-300, 304-305 (Po Valley). See also Whaley’s Stratagem,
CasesA38, Adl, A44, B31, B33;:B38,.and B41 fora fuller account of the

LT stratagnms but less detail of their context. -

R.-V. Jones; “Irony as a- Phenomenon in- Natural Scxence and Human

-:Aﬁ'axrs,” Cﬁemzstry&lndust:y(l%& p 470 Seealso pp. 472474 for unan-
v ticipated revelations. .. 5. e s et
Personal Communication of H Wentworth Eldredge.

See 0.’ T Campbell, “Pattern Matchmg as an Essential in stta} Knowmg, _
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21.

" 26,
2.

T66"'

“in K. R. Hammond, ed., 7he Psycbo]ogy of. Egon Brunswick New York: Holt.,

1966), pp. 81-1C5.

R. V. Jones, ‘The Theory of Practxcal Jokmg-—lts Relevance to Physacs, p-
195. '

. Klaus Knorr, Foreign Intelligence and t.be Social Sczences Research Mono~ '

.graph No. 17 (Princeton, N.J Center for International Studxes J un 1, .1964)
p- 23.

. Benno Wasserman, “The Failure of Intelligence Prediction,”. Pob ca] ‘Stud-

jes, Vol. 8 (June 1960), 156-169. This study is marred by its. faxlure ? ,"'probe
for details of the cases cited and ghb]y analyzed in footnobes Wasserman i
misses the presence of stratagem in most of his cass, many of whxch are ,..-":"-
better handled in Whaley’s Stratagem. - :

. See the sources on cogmtxve dJssonance and attltud change cxted in Sectxon
II, Note 55. T : :
. R. V. Jones, "Scientific Intelhgence, Joum

Insbtutlon Vol. 92 (1947), P 354

_Assessars » unpubhshed note, August 28, 1969; N. C Délkey and B. Brown, -
- Comparison of Group Judgment Techniques with Short-Range Predictions -

. and Almanac Quest:ons, R-678-ARPA T’-xeéRangi Corporation, May 1971;

’Forecastmg; R~944-ARPA

The Rand Corporatxon May 19755

. Ward Edwards, Nonconservativé. P)vbabz!zstzc In!brmatzan Proce:smg Sys-
. tems, Report ESD-TR-66~404 (Ann-. Arbor Mich.: Institute of Science and

- Technology, University of chhlgan December 1966). Andrew W. Marshall

. brought this and related studies to my: attention.
29

The shifting condmona] probabllxty evaluation (or “tagging”) of intelligence
sources and mtelhgence contents would probably require computer facilities,
if only to: keep track. of both source and contents evaluations and to adjust

conﬁdence levels in' the: hght of post mortems or special intelligence consid-

ered h1ghly rehab}e This approach should be contrasted with three other

" static evaluatxon systems the traditional Al to E6 source-content rating
" system, the abandonment of quantitative evaluation in favor of a fixed verbal -
.- Judgment, and the wexghted ‘magnitude estimation scaling” approach. On

3 Masterman Tbe Doub]e-C}ws System, p 46
. Ibid,;p: 34.7 P e - L
. This techmquexssuvgested by. Andrew W Marshall Sequentxal analysxs can

the last-mentmned method see T. Meeland and R. F. Rhyne, A Confidence

: .,.Saale fbr.brtel]:genw Reports: An Application of Magnitude Estimation Scal- .

Ing, SRI ‘Technical Note RSSC-TN 4923-31 (Menlo Park, Calif.: Stanford Re-
searc'h Institute, June 1967). The computer-aided Bayesian approach has the .

. advantage of freeing the analytic data base from the vulnerabﬁmes of ear]xer

preconceptlons
Amrom H. Katz,:personal- commumcation o et

- - both:identify shifting channel exploitation and flag perceptual patterns that

“might not otherwise appear susp:clous if analyzed in small pieces over an

,
‘.
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" extended period. In this connection, note Robert Jervis’ conclusions derived
fro:n the htera..ure on attitudinal change: : '

~ “Actors can more easily assimilate into their established i image of anoth-

- er actor information contradicting that image if the information is transthit:“

ted and considered bit by bit than if it all comes at once.. . Whenthe

mformatlon arrives in a block, the contradiction between it and the pre»axl-

ing view is apt to be much clearer,” Robert Jervis, "Hypotheses 0 stpe'

. ception,” World Politics, ¥. 20 (April 1968), pp. 465-466.
~1

' 34. Masterman, The DoubleCross System, p- 164. A . E
e 35. Delmer, The Counterfeit Spy p. 25. R R
) 36. Jones, "“The Theory of Practical Joking,” p 195 ~

37. Ibid, pp. 195-196.
38. Richard A. Blum, Emergency Operations Pmcedures In a Civil Defense
Situation (Menlo Park Callfomu Stanford Research: Instltute December
-~ 1959), p. 23.
39. Jbid, p. 40. '
- . 40. Personal Communication of H. Wentworth Eldredge. See'also Amrom H.
- Katz’s warning to “count on nothing, and espzcially courit-niot on intentions
.- which can change faster than capabxhtxes can be deve}oped ” Letter to the -
-+ Editor, Air Force/Space Digest (September 1963). .
41. Personal Communication of H: Wentworth, Elaredge On the vulnerablhtg of
: intelligence to emotion when fused with'] polit:cal interest, see Irving, The
- , : . Mares Nest;and R. V. Jones, * Emotlon, Sc1ence, and the Bomber Offensive,”
3 : - The Listener (November 30, 1961).".
~-42. On DELPHI technique and its development see The Rand Corporatmn A
- Bibliography of Selected-RAND Publications: Long-Range Forecasting and
Future Computer Tecbno]og, SB-1019 (Santa Monica, Calif.: The Rand Cor-
poration, February 1972), and especially Norman C. Dalkey, The DELPHI
Method: An l’bpenmental Study of Group Opinion, RM-5888-PR (Santa Mani- -
o ca, Calif.: The Rand Corporatmn June 1969). ‘ :
43. Lee J. Cronbach "Essentials of Psychological Testing(New York Harper 2d. o
: ed., 1960), quoted mEugeneJ Webb, “Individual and Organizational Forces . .
- Influencing the Interpretation of Indicators,” MS, April 1969, p- 12.
.. 44. Donald T.Campbell, “Systematic Error on the Part of Human Links in Com- ) e
,.-:-.j-mumcatxon Systems,” Information and Control, 1 (1958), pp. 349-350; J. B. -
:+i7 . Juhasz'and T. R. Sarbin, “On the false alarm metaphor in psychophysics,” - .
'Psycbologzcal Record, Vol. 16 (1966), pp. 322-327; M. D. Vernon, ed., Experi- T
ments: in-, Vbll&f Perception (Harmondsworth, Penguin, 1966), ch. 5. Early : ‘:
Meues” may trigger a series of seemingly independent expectations; when 22
'tnesses identified the wrong individual in an English criminal case, the real
r ixfi'al being discovered years later; or where in a U.S. case involving forger-
es ; ‘attributed to one- ‘person;-30 witnesses attributed the forgeries to a person

- who was acquitted upon proof that he was in prison at the-time of at least one . B 5
-forgery.-See. Patrick Wall; - Eye~Witness_Identification (Springfield, Illinois: R
. “Thomas; 1983), -42: In.andther.case, the police replicated a hunting accident
© in which athunter-was mistaken for a deer. The police, at the same distance,
could tell that the figure was that of a man, not a deer. But “the hunters,
B expecting to see a deer, 'saw’ a deer; the police expected to see a man and _
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of Testimony in Criminal Trials,” British Journal of Criminology, Vol. 11

(April 1971), p. 143. Expectation of an unidentified “sane” applicant at a

mental hospital led to substantial reductions in abnormal admission diag-
i - noses, and unidentified "normal” admittees were treated as if they .'were

abnormal. D. L. Rosenhan, "On Being Sane in Insane Places,” Sc:a:c"' Vol.
179 (January 19 1973), pp. 250-257 A

' added)
46. H. L. Hollingsworth, “The inaccuracy of movement. mth spec1al rei'ereuce to

constant errors,” Arch. Psychology, n. 13 (1909), and citations in Campbell,

“Systematic Error on the Part of Human Lm.Ls in Communications Syst.ems,"
Pp. 345-346. ' : 2

' 47. “The output of the human transmxssxon and memory umt no matter what

degree of information loss, is apt to appear toa later_human unit as intelligi-

ble and usable as a base of action. This appearance of pl: _usibxhty and compre-
hensibility in the output can accompany a total loss. of the-input message.

Human beings as transmission units have this charactenstxc of rationalizing,

of filling gaps, of providing outputs that Iead to action rather than paralysis.”
. Campbell, “Systematic En'or on’ t.he A Lmks in Commumcatxons
- Systems,” p.341. - -
- 48. Anna Freud, The Ego and the Mecbamsm of Dz ence(l936) translated by
Cecil Baines (New York: Internatxonal Umversmes Press, 1946).
49. Hannah Arendt, “Lying in Politics;’ Reﬂectlons on the Pentagon Papers.
- - New York Review of Books, Vol. 17, No 8 November 18, 1971, pp. 30-3%; in
Hannah Arendt, Lymgm Politics, C’Jvzl Dzsobedlence, on Violence, Thoughts
- on Politics and Revo]utlon (New York: Harcourt Brace, Jovanovucn, 1972).
50. Also see Campbell note 47 above.

'and Deceived (Springfield, Tilinois: Thomas,

'Dxe Nature.:;” (1782) in Scbnﬂ:en uber die Natur(lmpzxg.
A. Kroner Verlag, n. d)

53. James W.Julian, C. Robert Regula, and Edme Hollander,"Eﬁ'ects of Prior
.Agreement by Others on Task Confidence and Conformxty, Joumal of Per

\
\
!

_' Slegfrxed Streufert and Carl H. Castoré "Eﬂ'ects of Increasmg Success and
Faulure on Perceived Information Qualxty,” Psychonomic Science 11 (1968),

. .Alexandﬂr L Georgé)

"T{he’f Case. forMulhple Advocacy, in. Makmg Foreign

1 1972), pp. 751-785. .. ...
57. See Seyom Brown, Paul Y Hammond ‘William M. Jo )

S therefore 'saw’ & man.” D. S. Greer, “Anything but the Truth? The Reliability

' Pohcy," T/'Je Amencan_.? aIztzca] S(:Jence ﬁevzew Vol- _66 No 3 (September_,

ones, and Robert L. .
- .- Patrick, Anlnfbrmatzon Sys‘tem for tbe Natzona] Security. Commumty RM-
L 6054 (The Rand Corporatmn, Santa Monica), August 1969; and Bruce F.
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Goeller, Paul Y. Hammond, John E. Koehler, and William B. Quandt Infor - °
mation System Applications for a High Level Staff, R-840 (The Rand Corpora-
tion, Santa Monica), August 1972.

58. This tendeccy is especially noteworthy with atabhshed espionage a,,ents
whose case officers defend their reliability. Masterman remarks on the dlfﬁo
culty of “blowing” a well-establishad agent: "The fact that we have's S0 'man)
facts and details under review makes it obvious to us{deception controller<]
that a certain message if sent ought to ‘blow’ an agent. Butin truth it probablx '

- - or almost certainly will not.” Zhe Double-Cross Syster, p. 57. “Ii short;: 'vsas o
extremely, almost fantastically difficult to ‘blow” a well-estabhshed agent.™;
Ce Ibid.,, p. 58. On departmental perspectives, see Dearborn and Simon, "Selec', G
' . tive Perception: A Note on the Departmental ldentif ' "txon of Executives,”
Sociometry, Vol. 21 (June 1958), pp. 140-144. :
59. In this connection, note Carl Kaysen s;udg'menfl.,d ‘véd from his World War
II experience: "If intelligence from certain som-f mtelhgence derived by
certain methods is considered supersecret and s supenor to the general run of
intelligence, it tends to penetrate upward to comm eyels immediately
without passing through the machinery of sh1rt—sleev telligence analysis.
Intelligence items of this character can be falsely mterpreted and wrongly
. evaluated by commanders and hxgh -ranking staff officers Who do not them- -
- selves possess the necessary backgro dpossessed by the whole intelligence
staff as a unit.” Notes on Strateg7cA.zr.[ntelbgence in World War II (ETO),
" R-165 (The Rand Corporation, Sa.nta'Modxw ,Calixomxa) October 1949, p. 22.
: 60. Any information processing system:" mvo]ves selecthty choices, whethar
r recognized or not. See “The ‘Gate Keeper “A Case Study in the Selection of
: - News,” Jourpalism Quarter]y, Vol. 27 (Fall 1950), pp. 383-390. On overcollec-
: - tion see Amrom H:Katz,Some Ramblings and Musings on Tactical Recon-

{

t

(

(

(

‘

1: - npaissance, P- 2722 The Rand Corporation, March 1963, in Air Force/Space

t.  Digest (August, 1963); and Patrick J. McGarvey, CIA: The Myth and the

t: - Madness (New York Saturday Review Press, 1972), pp. 4, 14, 20, 23-24, 27,

( 115, 213-214 and 225-227 McGa.rvey quotes Gilbert Fitzhugh, Chairman of

t a Blue Rxbbon pa.nel on the Department of Defense in July 1970: I believe

( - that the Pentagon suﬁ‘ers from too much intelligence. They can’t use what

‘ they get because there is so much collected” (p. 24). The availability of digital _

( c_omputers postpones the necessity of remedying excess collection by pro- - .

( : j{idxng increased processing capabilities. Edwin W. Paxson observes, "Like

, _xentr.ﬁc ;journals, command and control requirements are exponentiating.

: And neither scholars nor generals can encompass the plethora of information.

We shouldn’t forget that a plethora is a morbid condition.” Computers and

I\hbona]Secunty, P-4728, The Rand Corporation, January 1972, p. 14. The

d ata:processma requirements of intelligence are second only to those of logis-'

tics;-according to Paxson. Special surveillance systems may generate expo- -

tial iricredses in-ddta processing. requlrements Major-General G. T.- .- .- - ow

i iGould, Jr;réferred:to annual USAF data traffici ificréases of about 11 percent, .

.. noting, “This figure, . [does] not include the data-like requlrements related to

" “simagery -Or specxal*sensor—generated systems: Systems of these types require
" “eparate analysis: ;. - On.a-fulltime basis, oné of these systems, for example,

«. ., - could generate ten txmes more data than all data systems are generating

.
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61.

62.

65.
- p. 3. Mldw&st R&search Institute’s summary repbrt, “Verifi catzon Aspects of a

. A Bayesian model for the assessment of pattern ven.ﬁcatlonncapab it &s.on'
~ the basis of 2 priar7 probabilities is presented by R. C. Dixon'and P. E. Bou- e

today.” "Compuf.ers and Communications in the Information Age,” Air Uni-

- versity Review, Vol. 21 May-June 1970), p. 11. Ambassador John W. Tuthill

writes that recruitment of intelligénce agents “can become a kind of infection
in the intelligence services.” “Operation TOPSY,” Foreign Policy, n. 8 (F all
1972), p. 74.

Phillip V. Tobias, The Bram in Hominid Evolution (New York:
University Press, 1971).

Columbxa

J. A. Swets, *Detection Theory and Psychophysics: A Review. ;'Psycbomet-

rika, Vol. 26 (1951), pp. 49-63. - ¥

dreau, in “Mathematical Model for Pattern Venﬁcatxon,” IBM Journal af'

- Research and Development, Vol. 13 (November 1969) pp. 717-721. )
. Amrom H.Katz, Hiders and Finders: AnAppmacb toEvasion and Inspection

Technology, P- 2432 (Sa.nta Momca, Cahf Thé Rand Corporatxon) Apnl 26,
1961.

"Verification Task Clted at A.rms Talk,” YYJeNe

irk Times(July 17 1970),

nt; ACDA/ST-150
(Kansas City, Mo.: Midwest Research 1 Instxtute May 29 1969), Vol. 1, p. 20,
observes: "Regardless of the type-"o evaswe tactics which may be practiced
in either CW or BW activity, the_.f ""'pectmn effectiveness is high for

- on-site access, medium for plan't-penmeter aocess;‘"and low to negligible for
= extra-territorial access Jevels. This md.\caws that inspections conducted solely

at locations outside the border of & treaty' nation will not provide the neces-

. sary assurance of compliance with' & CW arms-control agreement.” But if
. deceptive measures degrade the supposedly “high” effectiveness of on-site
" - inspections, physnca] access may not be'a panacea.

. See ?Khatskevxch Soldat Velikikh Bo_yev [A So]dxer of Great Battles]

-.f“]b)d p 123 e R e B ) S
O thtman, The Deceptzon G&me U S. Senate Commlt{:ee on the Judxcxar}.

“Internal Security Subcommittee, Abuse of Psychiatry for Political Repression

" in the Soviet Unjon, Hearings, September 28, 1.971 92nd Congrws 2d SeSSiOn,

" Washington, D.C., 1972.
. Arthur Koestler, Darkness at Noon, New York, 1968, p. 47, quoted in Paul-

. Ronald ngley,"Kremhnoloncal Inexactitudes,” Problems of Communism,

11 (March-Apnl 1962) revlsed and repubhshed in Soviet Ana!yst 1 (August

. lIde p- 4, citing Dostoyevsky, “A Word or 'ﬁvo about anya ‘
Lgxt&s The Operatzonal Code of the Po]:tburo p 48, quotmg V. L Lenin,

(Mmsk‘ Academy of Sciences Byelorussian SSR, 1961), especially pp. 258-259.

: -:See: Nathan Leites, A Study of Bolshevism (Glencoe, Illmoxs The Free Press, = vo.

953), pp: 123-124 and ch 13 pp 324—340




76.
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8.
79.

81.

82.
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86.

84:':‘.
fairs 51 (January 1973), p. 275; R. 1. Widder, “Launch on Warmng,” Air
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Cocks C'ontra]x’mﬂ Commumst Bureaucracy- E’Jm:s, Ratzonabtr and Terror
(Cambridge, Massachusetts: Russian Research Center, nd.), Vol. 1, p. 68.

“Two Fragmerts,” in Edmund Stillman (ed.), Bitter Harvest: The Intellectu-
&] Revolt Behind the Iron Curtain (New York, 1959), p- 137, quoted i in Cocks
Controlling Communist Burea ucracy.
. K. Urbe, Russian Patterns of Reaction to the German Air Force, USAF Hls-
torical Study No. 176, Hxstoncal Division, Hq. USAREUR, July' :
4965, 68 et seq.
Ibid,, p. 68. ' :
A Special Operatxons Staff for cover and deceptlon plannmg is c1ted in

&.

General V. Matsulenko, “Tactical Camouflage of Soviet Troops in the First: _",:_:_;_""
and Second Periods of the War,” Vayenno-lstancbeshyzbuma! {in Russian], ~

No. 1 (January 1972), pp. 11-20 By 25 October 1942 the Supreme Command
in Moscow was issuing operatxonal deception orders to Don and Southv.est
Front commanders. -
. V. Semichastnyy, “Sovetskive Chelusty v V tvennoy Voyne,”
Pravda (May 17, 1965), p. 4; translated in Sovief Intellzgence and Security
Operations (Collection of Articles) JPRS 55623 (4 Apnl 1972), p. 107.
Major General A. P. Zakharchenko, “Stratagem in . Modern Combat,” {in
Russian), Vestnik Protzvovozdu;bno Oboron 1y [Anti-Air Défense (PVO) Her-
ald}, n. 9 (September 1970), pp. 771 )i trat i courtesy of Lilita 1. Dzirkals.
In his Order of the Day of Februaf _23 1943; taly fcléumed ‘the issue of the -
war will not be decided by such a secondary factor as'suddenness, but by such

‘permanently operating factors as the strength of the rear, the morale of the -

army, the quantity and quality of the- dxv.tslons the armament of the army,

the organizational abilities of the army commanders » Impediments to doctri-

nal innovation throucrh 1953 and through the “revitalizing influence” of the
20th Party Conareas in 1956 are noted in Major General S. N. Kozlov et al,
On Soviet Mbtazy Scxence, p- 209, and Colonel A. A. Strokov, "Military Art
in- the Postwar Period;”. Istoriia’ ‘Voyennova Iskusstva [Hxstory of Military
Art], Voemzdat, Moscow 1966; ch, 17.

“Changes in" the Content and Nature of Modern Combat,” Voennyr Vestnik
(October 1966), translated in William R. Kintner and Harriet Fast Scott, The
Nuclear Revolution . in. Sowet Militery Aﬁ”aus, Oklahoma Umversxty Press,
Norman, 1968, p. 373.7

Fred: C Iklé, "Can Nuclear Deterrence Last Qut the Century"" Foreign Af-

Umverszty Review 21 (January-February 1970).

85. See Thé Forrestal Diaries(New York: Viking Press, 1950), Entry for March

1948 et’ seq; Eberstadt Task Force Report, Hoover Commission Report,
pendzx G(Washington D.C., 1948), P- 4; and press commentaries, especial-
ew Pearson, "War Sciré Arose from Clay's Data,” The Wasbmgton Post

o (Decem‘oer 29, 1948); Jim G. Lucas, "G-2 Boner Almost Got U.S. in War,” The

W&S‘fﬂﬂg‘wﬂ NeWS {December 16, 1948); and John G. Norris “Truman’s Cut-

ases of Cold War & Factor in Military Provram
Post (January3 1949), pp. A1, A4,

The Wasbmgton

“Pulkveza Abela paligs Gordons Lonsdeils,” [Gordon Lonsdale, Deputy of
Colonel Abel] Liesma [Riga, in Latvian] n. 5 (May 1967), pp. 21, 22; also see
Leninskaya Smena (February 18, 19, 21, 22, 1967). . e
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87.

88.

Davxd Re&s Rorea: The Limited War, Pengum ‘Books, Baltimore, 1970; ch. 8.
Cf. Allen S. Whitting, Chins Crousses the Yalu:(New York: Macmillan, 1960).
The US-USSR Treaty on the Limitation of Antiballistic Missile Systems
signed in Moscow on May 26, 1972, states at Article XI1, para. 2: "Each party
undertakes not to interfere with the national technical means of venﬁcatmn

- of the other party operating in accordance witix Paragraph 1 of this artxc]e ”

Article XTI, para. 3, provides: “Each party undertakes not to use: aelxberate
concealmeént measures which impade verification of national techmcal means :

-

~ of compliance with the provisions of the treaty. This obhgatxon shaIl not.; -

require changes in current construction, assembly, conversxon, ‘or overhaul ST

practices.” Under Article XIII, para. 1(C), the parties shall “consider ques---%."

tions involving unintended interference with a national technical means of’ e

verification.” See also Article V, paras. 2 and 3 of the Int.enm Agreement on
Certain Measures with Respect to the Limitation. of Stmtegm Offensive Arms,
executed on May 26, 1972, and containing ldentxcal prowsxons on noninterfer-
ence with national means of verification, and’ the prol-ubmon of concealment

- measures that impede verification of strategic- ‘unssﬂes The SALT Interim

Agreement, also signed on May 26, 1972, was approv by the U.S. Congress

~ in House Joint Resolution 122 on September 30, 1972: See.Pubhc Law 92448,

* Bulletin 86 (June 26, 1972), pp.; 91&-9 o
. Whaley, Stratagem (1969), Case- ‘A58, -A478,.

86 Stat. 746 (1972), and the text of the agreements in D"partment of State

Horelick and Rush, Strategic. Paw srand Sowet'Forezgn Policy; Roy E. Lick-

—

‘L hder,"The Missile Gap ControverSy ‘Political Science Quarterly, 85 (Decem- -
_ber 1970), pp. 600-615.
91.

A. S. Becker and A. L. Horelick, Somet;Po]mym the Middle East, The Rand

w {Corporatxon, P-504-FF (Santa Monica, Cahfonxa. September 1970), pp. 30-31.

92.

Nadav Safran, I'}vm ‘War to War, (New. York: Pegasus Press, 1969), pp. 115

~ - 118, citing Muhammad H&anayn Haykal in Al Ahram (January 22, 1965).

93.
94..

See &specxally para. 2(a) of. UN. General Assembly Resolution 1884 (XVTII).
In May-1965 Synan and Soviet. sources suggested to Nasser that the Israelis

‘were prepanng to mvade Syna 'Radio Cairo, August 30, 1965. In 1965, Major

- General Agavants “attached great importance to the situation in Syria,” and

: 95

. noted that amongithe chsmformatmn assets in Syria the KGB had influence
‘on two newspapers. “Bittman, The Deception Game, p. 158. In support of the
; 'factxon-tom Ba’athist clients then in power in Damascus, the KGB mounted

a disinformation campaign in the fall of 1966 respecting an Israeli-Jordanian-
CIA “threat” to Syria. On October 12, 1966 a Soviet Government note claimed
non exxstent “concentration of Israeli troops can again be discovered along the
Synan frontlers ” See also Ambassador Fedorenko’s charges of an Israeli
attack: pla.n in the U.N. Security Council, October 14, 1966.

In; early May 1967 Syrian and Soviet intelligence received information on "

; 1909 p. 277.) Syrian military intelligence Front HQ added disinformation on-

lsraeh mobilization plans fora ground attack into Syna,rother disinformation
. may- thereaﬂer have originated in Damascus, where the Ba'athist regime.

_sought justification for secret police raids on dissidents in the wake of reh-n‘

ISt eh .contmgency plans tosuppress Al Fatahand.other terrorist operations
= from Syrian territory. (Nadav Safran, me War to War, Pegasus New York,
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gious turmml "Thare was almost certamly no truth in Russian reports of ~
large Israel’ ; troop concentratmns at this time.”" (Willie Morris, How the
Arab/Israel War of June, 1967 Happened, Center for International Affairs,
Harvard University, Cambridge, 1968, p. 43.) The first alarming report to
Nasser, perhaps claiming mobilization of 18 Israeli divisions, was attmbuted
by Nasser to "our Syrian brothers,” not the Russians. (Radio Cairo T 1y 23,
1967.) “On May 8, two Syrian intelligence officers arrived in Ca_lr and in--
formed President Nasser of an impending Israeli attack against" Daméscus )

Information from troop movements was corroborated by Lebaniese sources -

(Sharabi, “Prelude to War...” (1970), p. 49.) By May 10, 1967, Nasser i
reported to have received mtelhgence on the massing of Israeli troops on the..;
Syrian border from Syrian intelligence, Soviet mtelhgence Libyan intelli- ~

gence, and Egyptian intelligence. (Eric Rouleau ef aI Israe] et les arabes, Je
Se combat, Seuil, Paris, 1967, p. 73.) Allegedly based: § pon decr:,’ptlon of cipher
traffic, on May 12, 1967 the Soviet Ambassador in ‘Cairo reported to Moscow,

*Today, we passed on to the Egyptian authorities
massing of Israeli troops on the northern frontier:fora surpnse attack on
Syria. We have advised the U.A R. government to take’ the's necessary steps.”
(Michel Bar-Zohar, Embassies in Crrisis, Englewood Chﬁ's, N ew Jersey: Pren-

" tlce-Hall 1970 P. 1) The Soviet warnmg of May 12th may ‘have alleged that

between 0400 and 0500 on 17 May 1967 A" ,y'nafx govemrnent commumque

; ~ on May 12th procEJmed an Israeli’ plot axded by Jordaman mercenaries and

“a "cover” for mobxhzatlon. (Walter Laqueur The Road to Jerusa]em 1967,

New York: Macrm.nan 1967 pp. 76-77.) This Syrian warning, on the heels of

" aSoviet warnmg  that may  have misrepresented a captured Israeli contingen-
. cyplanasan approved govemmental decision, led to contingent Egyptian war
- planning on May 13th. Some Soviet officials believed that the *“Defense and.

Policy Com:mttee of the Knesset on May 9 granted the [Israeli] government

~ powers for rmhtary operahons against Syria. Israel troops moved to the fron-

tier of Syria were aIerted_ Mobilization was proclaimed in the country [sic).”

_(Statement of the Government of the USSR, May 23, 1967, in The New York

ﬁm&s, May 24, 1967, p. 17.) An Egyptian delegation in Moscow was notified

“that. "there was a premeditated plan” to invade Syria. (Radio Cairo, June 9

and July 23 1967.) Those elements of Soviet warnings to the U.A.R. that

. included statements about Israeli mobilizations along the Syrian border were

ezther?the sole result of Syrian disinformation or the results of j joint Syrian-
Vi d_;smformatnon more likely the latter if overhead reconnaissance data
ere ab-hand. On May 13-14, 1967 the Egyptian- government ;sought to deter

;. an: Israeh mvasxon of Syna by preemptlve mobxhzatlon and preparedness to

execute the 1906-approved -war-plans. On. May 14th;a delegation under the

- -Egyptian,Chief of Staff:General Fawzi was dispatched to Damascus, both to

exchange. mtelhgence and to. coordmate mlhtary operatlons - At 1430 hours

~ on May 14th, all Egyptlan armed forces were. placed on alert (al Ahram, Cairo,

. May 17, 1907) and two divisions were readied for movement into the Smax.

o me m—————— o ——
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. General indicated that a request to him wonl
- withdraw all UNEF forces from Egyptian temtory,
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Anticipating a threat to passage through the Straits of Tiran, and fiot daring

to allow a preventive Egyptian execution of the 1966 war plans, known to
Israeli intelligence, the Israelis executed preliminary mobilization measures
the following day, May 15th. (E.g., Bar-Zohar, Embassies in Crisis, p. 21.)
Before returmng from Damascus on May 15, General Fawzi cabled respecting
the lack of confirmation of Isracli mobilization on the Syrian border, that'the
Russians "must have been having hallucinations.” (a/ Ahram, Cairi "E?‘ebru.
ary 25, 1968.) Nonetheless, prior intelligence and reactions had-set ify train

circumstances requiring a show of support for the Syrian brethren. U.A R.

armed forces were placed on emergency status on May 16th, and troops S noved

into Sinai. Later that day General Fawzi handed the United Nations Emer

gency Force (UNEF) Commander a demand for the withdrawal “immediate
- 1y” of all U.N. troops from the border. Since as lat'é'“és ‘May 20th Egyptian’

officers were told that it would not be necessary to/¢16sé the Straits of Tiran,
it appears that other miscalculations r&su]ted.'When the U.N. Secretary-
ec&ssary “but sufficient to
dfsuch a request was

_ submitted on May 18th, Israeli General Dayan’ told’ _D—"i'ense Ministry col-
" leagues, “this means war,” predicting both closure of tfi¢ > Straits and guerrilla
- activities along the Egyptian front. Thereafer, Israeli war’mobxhzatxon and
" deception planning proceeded_apace subject to cancellation in event of a

_ . political accord. Nasser announc
. " 'The formal Israeli decision for's

5f the:Straits of Tiran on May 22.
n une'3 1967, and the attack

o commenc,ed on June 5, 1967. Thus,'the role. of Soviet disinformation appears

. tohavebeensignificantin con_n.nctmp ‘with unanticipated actions and miscal-
. culations of other parties. (See Safran From War to War, p. 275 et seq.;

-Walter Laqueur, 2778 Road to Jerusa]em; p- 71 et seq.; Michel Bar-Zohar,

Embassies in Chszs, pass.zm Emery Kelen, ed., Hammarskjold, The Political

- Man, Funk&Wagnalls New York 1968, ch. 37, “The Hammars}gold Memo~

. randum,”’. pp: 170-177)

96.

Whaley,: Stmtagem, 1969 ed;;: Case A67, pp. A605-A628; Barton Whaley,

- “Public Dxplomacy Aspects of the Soviet Invasion of Czechoslovakia in 1968,”
- Fletcher School:of Law and Diplomacy, Medford, Massachusetts, December
71,1969, M§; Blttman, TbeDeceptlan Game, ch. 5. The role of East German
' ._raearch institutes,and of Czech and Soviet conservatives, notably Vasili

- Bilak and Pyotr Shelest, in funneling disinformation to the Soviet Politburo

.".the summer of 1968 should not be discounted. See “Kremlin Official Felled

Aﬁer Prague Intrusion; Politburo Member Shelest Spurred Czech Invasion
- w:th a.lse Reports, Sources Say.” Los Angeles Times, December 26, 1972, p.

Al4,

+In. the ﬁrst half of 1968, Soviet surface-to-air and MRBM n:ussxles were qmet-
v, deployed in.Outer, Mongoha Los Anae]&s ﬁmes, July 10 1968; Sing Dao

......

. ..:‘to Chmese nuelﬂar facxhtxes in Smklang and to mdust.nal areas of' ’VIanchuna. ‘

e and. to Peking. Large-scale Red Army troop redeployments along the Sino-
-~ Mongolian border were noted. Sing Dao Jih Pao, Hong Kong, October 7,1968,
= p. 1 Non-Han minorities in Sinkiang and Mongolia were encouraged to emi-

grate to Sovietclaimed territory, and dissident Chinese party officials were

— ——— e o+ em
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* China context: **The fact that China is many times larger than" Czecho— .
slovak_;a and- rz_ught offer active resistance is, according t6 ‘these ManLt -
theoreticians, no reason for not applying the (Brezhnev] doctnne » The New- i

98.

International Service, June 3, 1959-' _Begmnmg in June 1969 Sowet officials

believed to be in the Soviet Union. China News Analvsis, No. 767, August 1,
1969, p. 2. Some 24 additional Chinese divisions were reportedly redeployed

to the Sino-Soviet border. Sing Dao Jih Pao, Hong Kong, December 9, 1968, .

p. 3. The Political Commissar of the Sinkiang Military Region spoke openly
of possible invasjon by the “Soviet revisionists.” Ta Kung Pao, Hong K(mg,
October 8, 1968, p. 1. And Peking condemned the invasion of Czechoslovakxa
Jen-Min Jib-pao, Peking, August 23, 1968. Only in September 1969 dxd a
Soviet journalist with KGB connections flaunt the Brezhnev doctn '

York Times, September 18, 1969, p. 5. :
By May 2, 1969, “several hundred tanks, armored. CArs;ar d vehicles of Soviet
forces had moved into a disputed area of Sinkiang ';‘-"Pekmg-NCNA June 6,
1969 A Sovxet journalist vnth close Mlmstry of De en:

teria.” USSR Nuclear Blackmail Policy Doomed to'FmL:_-fPehng, NCNA

undertook what were rmslabled ;
Commumst leaders, th those i m wWer in’

strike [on Chmae nuclear facﬂxtlés 'Chalmers M. Roberts- reported, "It
appears that the inquires were made: at’ the world Communist gathering in

- Moscow last June and later repeated at anothor place.” "Chmesagow1et War

Rumors Worry U.S . Los ‘Angeles ﬁm&s (August 28, 1969), pp. ), 27. “Dis-
cieet” inquiries respectmg an attack facilitated by surprise appear designed
to reach both ‘the non-Commumst press and officials in China. In case the

'_ Imessage had not been clearly recelved by late August 1969 “the question of
a possible: preemptxve ‘strike, against China” was raised in a circular Jetter -

":August 5:-'~

that Moscow. "chstnbuted to Foreign Communist parties and Eastern Euro-
pean govemments-_’ Harnson Salisbury, “A War of Nerves,” The New York
Times(September 18,1969) p. 5. Appointment of a missile specialist, Colonel

; _ General V. F. Tolubko,8s commander of the USSR’s Far East Military Dis-
rict-and Jpublic mention of the appointment ir August 1969 added to the

Krasnaya Zvezda[Red Star), Moscow, (August 6, 1969). Chinese offi-
cxals:‘clamigd by mid-August 1969 that Marshals A. A. Grechko and L. L.
Yakubovskiy “openly threatened to start a nuclear war.” Peking, NCNA,
5:71969, in Tillman Durdin, “Red China Charges Soviet Is Mobiliz-

ovements in Chma Reported > Y?Je New York'Tsmas (August”‘30 1969), p.

R ) The nuclbar scare e campaign reached its last phase with a'Moescow dispatch

.'Ch Tui ("chtor Louls") a symbol of the KGB, to the
London E‘venmgNews oh‘Septerber 17, 1969, stating that a Russian attack
on the Clzm&se nuclear site at Lop Nor was only "a question of strategy.”
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“Controversial Soviet Newsman Hints Russians Mifrh‘ Launch Attack on
China,” The Naw York Times (September 18, 1969), p. &

Apparently with Soviet assistance, the Egyptians concealed the extent of
personnel trairing and preparation for movemant of SAM-2 batteries into the
Suez Canal zone during July 1970, then executzd a “crash” installation-pro-
gram between August 3d and August 7th. Israeli intelligence claims tha.. at
Jeast six SAM-2 batteries were moved within 50 km. of the canal: aﬂer the
midnight deadline on August 7-8. Soviet technicians also moved. SAM-3 bat-

teries into the “'standstill” zone shortly before the midnight’ deadlme and -

afterthe deadline the 3000 or so Soviet personnel and Egyptla.n counterpaﬁs"f .
made 40-0dd SAM-3 sites and additional SAM-2 sites operatiénal, built’ new
dummies, and shifted the battery locations within the “standstill” zone. Cover:
and deception operations led to excessive Israeli estithates of new SAM-3
installations, misidentifications of ceasefire vzolatio'xis', and difficulties for U.S.

 intelligence analysts with an inadequate data base on unﬁguratlons prior to
_the August 7-8 deadline. The eviderce of E‘.gyp‘ 1 or S_ovxet ‘violations after

" our territory and our men had completed their training;
~ prise. . .on the days of 8, 4, and 5 [Augus‘] m;ludma each night, we moved

August 5th was ambiguous, even ack.nowledgiﬁg th_ techmcxans work which
made oparational additional SAM-2 and SAM-3 batteries; On October 6,1970
Egyptian Foreign Minister Riad claimed "the missil ,..fha&_ ‘already been on
:This was a sur-

in all the missiles we wanted to/m Cairos: :MENA, October 6, 1970, in
Arabic,1304 GMT.OfUS. U-2 photostad state _'onOctoberIS 1970: “These
photographs, very frankly, mean nothing, and"xhey can prove nothing. We
have tobuild alternative positions for, the xmssxles We have to build also what.

. wecall dummy positions. ... And we ha ve'proor .that the Israelis, when they

attacked six sites, four of them were dummx&s.” ABCTV “Issues and An-
swars” (October, 18 1970) excerpted in Hedncn. Smith; “Egypt Spurns Svgges-
tion of Token Missile Pu]lback » The New York Times(October 19, 187v), pp.
1, 6. See also Alfred Fnendly, *'Admits Error on SA-3 Char;ges " Washington
FPost (August 20, 1970); A. D. Horne, “Israel Spells Out Missile Claims: U.S.
Says It Lacks vadence,” Wasbmg’tan Post (August 20, 1970); Peter Grose,
“Israeli Says’ Egypt. Has 50 Missile Batteries at Suez.” The New York Times

" (October 27, 1970). T am ‘indebted to William Quandt for some of these refer-

ences. It is reporhed that a U.S. reconnaissance search satellite lJaunched on

July 22,1970 provided a partial data base before the cease-fire. Philip J. Klass,

Keépmg the nuclear peace: Spies in the Sky,” The New York Times Maga-
zine| (September 3, 1972); that the data base was not timely is suggested by
report.s of. "an intelligence breakdown” in which requests for aerial reconnais-
sance: were not passed to U.S. mtelhvence until “almost the very hour the

. cease..re was to begin,” with resulting administrative, political, and weather

eleya “Ultiately; U-2s and. satellites began. providing proof that the

: ;?_U S.5.R-&nd U:A:R. were violating the ceaseﬁre termsby meving more SAM-
g, ‘and-SAM-3 missile sites into the stand-still zone. But. the mtelhgence was

consistently ignored. for-political reasons.” Benjamin Welles,. “H-L-S of the
C.1A.” The New York Times Magazine (April 18, 1971), p.- 41

.. Lionel Giles, Sun Tzu on the Art of War, Luzac & Co., London, 1910 pp 36-37

See also D. C. Lau, “Some Notes on the Sun Tzu,” Bulletin of the Schoo[ _of'
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. . Brigadier General Samuel B. Griffith, Sun Tu, Clarendon Press, Oxford,
: 1983; and Scott A. Boorman, "Deception in Chinese Strategy: Some Theoreti-
cal Notes on the Sun-Tzu and Game Theory,” in W. Whitson, (ed.), The Mili-
tary and Political Power in China in the 1970s, Praeger, New York '.'-1912.

101. Observation of Nathan Leites, in 1970.
102. Giles, Sun Trzu on the Art of War, p. 29.

103. Boorman, supra, 1971 ed,, p. 10.

—~  104. Ibid, p. 5. PR
105. See Thomas A. Brown and Emir H. Shuford, Jr., Commumcatmg Uncertam
ty in an Intelligence System, The Rand Corporation, R-1185-ARPA, 1973.:

106. Martin Shubik, “Does the Fittest Necessarily Survive? in Martin Shubik

(ed)), Readings in Game Theory and Political Behay wor, Doubleday, Garden
~ City, New York, 1954, pp. 43-46; S. G. Cole and J, L.Phllhps “The Propensity
to Attack Others as a Function of the sttnbut n.of Resources in a Three-
person Game,” Psychonomic Science9 (1967); pp '239-240 R.H. Willis and N.
J.Long, “An Experimental Siraulation of an Intsrnational ‘Truel,” Behavioral
Science 12 (1957), pp. 24-32; S. G. Cole, “An 'F‘xammatxdp f the Power-inver-
sion Effect in Three-person Mixed-motive Games,” Joufnalio!' Personality &
Social Psychology 11 (1989), p. 50; E: :A. Hartman, Development and Test of
a Model of Conflict in a Truel, Goo' xon/Conﬂxct Research Report 714,
Michigan State University, East Lansmg,-l\rﬁchygan '1971; and L. Shapley and
M. Shubik, Game Theory in Ecouom:w,The . &Cofporatxon R-904/2-NSF,
January 1973, paras. 2.2 and 2.3. o
107. Mao Tse-tung, Selected Works, I, pp.:183-185. '
108. Warren Kuo, "CCP Wartime Secret Semce and Underground Struggle,”
: Issues & Studies [Ta.tpelj Vol. 6 (August’ 1970) p. 58. '
V- 109. Warren Kuo, Ana]yﬁc History of the Chinsse Communist Party, ch. 41, ex-
: ' cerpted in Issues & Studies [Taipei], Vol. 7 (October 1970), p. 67.
110. Natalie Grant, "Dzsmformatmn,” National Review, Supplement, November
5, 1960, pp: S41~S46 “This analysxs also claims that the Sino-Soviet rift was
more the product of Communist disinformation than a genuine schism, claims
~ that are disputed in Dona]d S. Zagoria’s careful study, The Sino-Soviet Con-
fict, 1956-1961, Prm(;eton University Press, Princeton, New Jersey, 1962, -
esp. p. 403, Note 1. "
S ¥3 B Kenneth E. Shewmaker, Amenaans and Chinese Communists, 1927-1945- A
_:.Persuadmg Encounter, Ithaca, New York: Cornell University Press, 1971.
. War: 'History Bureau, Ministry of National Defense; Republic of China, Mili-
: tao'Campannsm China: 1924-1950, translated by Colonel William W. Whit-
son efa] Mxlxtary History Office, MAAG, Tmpex September 1966, pp. 126-
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- cat&s that IfRBMs were' sacured in West Chma cave silos’ by the year 1972 this
' "may presage regectxon of ﬁ.xed-pomt ICBM sxtmgs, or rehance on superhard-

o s o ened fixed sites:t -
114.- Chiod™ ‘En-lai, mteme‘»_ thhD Jankeowc, edxtor of l{JenmA[Zagreb] Peking, -
, August 31, 19717 .
. 115. Chm Ts'an, “The Basnc Gmdehne 'for thas Revolutxonary War—Study
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‘Problems of Strategy in China’s Revolﬁb%xﬂxé}y_“r':;r,”’ Red Hzge—‘[f’-é.};i;g] No.
8 (September 1972), pp. 18-23. :

116. Personal Communication of H. Wentworth Eldredge. The OVERLORD case

- is the subject of a paper Thomas C. Schelling brought to my attention: Mark

Smith Thorapson, "The Lure and Related Elements of Military Strategy: A
Game-Theoretical Approach,” B.A. thesis, Economics, Harvard College,
March 3, 1988. Thompson identifiss the risks of stratagemic detectmn -and
countermeasures based upon reconstructive inferences. But Thompson 'S eco-
pomic models are more helpful than his highly incomplete historical recapxtu- .- .
lation. Since the OVERLORD stratagems were so numerous: a.nd vaned this:
case involved risks of reconstructive inference far less substantial than t.hose'-‘ i
in many other cases. See Whaley, Stratagem, passim,and Thompson, ch. 4 )
pp. 25-44. Thompson misses the partial cou.ntzrstratagem completely.

117. Peter Ustinov, Romanoff and Juliet New York: Ran&om House 1958), Act
I, as quoted in Whaley, Codeword BARBAROSS'A“"'L
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Before turning to the problems stratagematic ses. for arms control
. environments, we may wish to examine one set of arms control tasL.s that is indiffer-
ent to stratagam and another set that is confused by the non-exermse of deceptiva
capabilities. Those of us who underscore stratagematic vzﬂnerablhtxes dwell upon

those intelligence problems deception planners can comphcate Yet thereis an array -

of arms control intelligence problems noi invo "]vmg deception: These areintelligence
battles waged against the natural ennmnme_ fbencox;fusmg but not intentional-
ly deceptive. There are, for example, smentuﬁc mtelhge' e Judgments that pit man

PRI

+ ' against his physical environment: Can nerve ga.sbe safely stored in deep submersi-

"o

" ble capsules? Can waste nuclear mabenals from ~weapons manufacture be safely

i °* bandled in various ways? What are the radxoactlve contaraination risks in acciden-

<* " tal nuclear explosions? What are the risks of, madveﬁent weapons or missile explo-

, ‘" sion? Nature being asAmacrutable as it is, we are fortunate not to be burdened by
natural stratagem.! :

- 'There is also.a range of',s rategu: mtelhgence problems mvo]vmg deceptwe
systems notmtendmg to decewe ‘When a flock of geese appears on radar screens as
a set of Soviet bombers, we' ‘should’ recognize the misidentification as a problem of
[ signalsand noise, not a problem of deception. Similarly, moon-bounced radar echoes
{ tentatively identified as ICBMs may turn out to be noise, even if radar systems are
otherwise used in deceptlon -programs. With foresight, not hindsight, we. must be -

E prepared 1o _treat such problems as ones involving possible signals, sprignals, or
‘ Doise, for we cannot be sure that a fleet of Soviet bombers is not trying to present
radari lmages of geese, or that a salvo of ICBMs is being launched so as to simulate
oon-bounced radar (whether our own echoes or the usual patterns of forelgn
oon-bo'.mced emxssxons)

DECEPTION IN THE SERVICE OF ARMS CONTROL

Just because deception can degrade the performance of intelligence systems, we
should not conclude that all strategic deception is detrimental to arms control. As
we move from symbolically important but technically modest agreements (like the

_limited-nuclear test ban) into more ambitious arms control measures, we will re-

© e
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quire substantial exchanges of strategic information. Further, both the Soviet and
American intelligence services will terd to collect more information than they can.

effectively handle. Perhaps they will reach the conclusion (probably erroneous) that
the best safeguard against deception is an expanded collection program. In any
event, as they collect that generous quantity of data they think they need, they will
incidentally acquire data they may find interesting but that may be destablhzmg
They may detect some information that would yield greater advantage-In.a: ﬁrst-
strike than in a second-strike, or that might allow countermeasure des' zoisje
izing entire weapon systerns.

In these circumstances, the selective employment of strategic ﬁec ) on: may ybe: .
mutually advantageous. Deceits of location reduce vulnerability to prec:.smn-guxded T
attacks; deceits of direction of movement reduce vulnerability to attacks based upon” "
discontinuous reconnaissance; deceits of number clusters heighten inefficiencies of

attack allocation. But decoy programs suggesting (falselyy hlgher overall production
—not merely false configurations of a known tota.l-—ma "ngger new cycles of weap-
ons procurement, inimical to arms control interes" he ountmg of selective
deception programs may perpetuate or accentuate deterrenc it far lower cost and

with greater effectiveness than some incremental weapons ystems.? For example,

it has been suggested that even the sea-based missile Iauncth tems may becoma
vulnerable as surveillance technologies advance, and that consequently restrictions
. on antisubmarine warfare and ocean-sanctuanes should be the subject of prior
negotiation.® But if the natural noisés an;are not sufficient to confuse
sensor advances, then the sprignals of man ughtto be if the effort is undertaken,
50 as to preserve most of the undersea’ strateglc ‘rces'from sudden destruction.

Deception can serve arms control ob)ec‘xv&s by maintaining deterrence at lowar
overall cost, by prolonging the immunity of exzstmg strategic systems from surprise
destruction, and by assuring that if deterrence fails the ensuing holocaust will
involve the excha.nge of smaller levels of deatructxon The uncertainties generated
by deception programs are just those that should deter pressured executives who,
with good reason, do: not f'ully trust the techmca] judgments of their military and
intelligence advmers S :

Some of tha’ sam ; _people who assume it appropnate to mount strateg'm decep-
tions in war may be reliictant to mount deceptions for arms control. If they have

become victims of George '.Washmgton 5 cherry tree syndrome, they should re-exam-
ine their illogic.* ' -

If some stratagems contnbute to the stabxhty of arms control arrangements
then, a 'oounter-deceptxon system must be sufficiently discriminating that it can

TE xdentlf'y the appronmate purposes of detected foreign stratagems. Otherwise, chief

-executives may.be tempted by simplistic domestic pressures to abrogate agreements

that remam mutunal advantage

' THE NECESSITY OF COUNTER-DECEPTION CAPABILITIES

L |

+Some teaders’ may find it-strange to: mtroduce an argument for counter-decep-
t)on ‘capabilitiés with-ari:ods tostratagemin the'service of arms control. What deceit
have we here" None is mtended Admxttedly, it would be better for all if certain

»
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stratagems remained undetected, but there are compelling reasons to have a coun-
ter-deception capability. It is important to have a counter-deception system that is
not only clever in the detection of foreign stratagem,s but also sophlstlcated in

evaluating their import. .7
Section II of this report provided evidence on the efficacy of deceptlon m' the
furtherance of offensive military action. The Whaley data suggest that asmtelh-
gence collection accelerated (comparing World War I with World War II)’ t_._ ére was
acczleration in the incidence of surprize and the mounting of deceptmfxs.'
most of these stratagems served as itz bodyguard of military oﬁ‘ens;ves
If one objective of arms control arrangements is a reduction of incentives: fo

launching military offenses, then the development of counter-deception capabilities’

by all of the major powers (and others who would reduce their defense vulnerabili-
ties) appears to enhance the prospects of obtaining tlmely“v-ammg intelligence”—
warning of impending military attack. As to surpnsedependent Tilitary attacks—
to be Jaunched only if surprise can be antlcxpated——the'-’enhancement of strategic
warning is a contribution to deterrence. This is no guarani:ee that a war could not
comimence in another fashion: by miscalculation; by a wﬂhngness to risk the retribu-
tion of alerted adversary forces; or by the mistaken beliéf t’nat a- p]armed attack
would achieve surprise when, in fact, adversanes obta.med sufﬁcxent warmng to
reduce the vulnerability of their strategzc forces:
- If an “arms race” is viewed in.3"s: psychologxcal context we may
identify the depth of mutual fear, dlstrust -and r 1 matmn as detrimental to that
broader détente of which arms control is’ Just one’ aspéct By restoring a measure of
confidence in the predictions of the world’s leadmg intelligence services, counter-

~ deception capabilities should provide statesmen thh a degree of reassuranca..One

would not expect that statesmen would come to triist the behavior of foreign govern-

‘ments (for they can scarcel v t trust other bureaus ‘within their own governments); yet
. ameasure of trust in the predxctxons of one’s own intelligence services would provide

the bedrock. for those mternatmnal commxtments and rednctxons of tensxon that

Difficulties in’ dlstmguxshmg nuclear tests from earthquakes for examp]e, have

' delayed the extensmn of the limited “test ban” treaty to encompass all nuclear tests
~ for at least three reasons Fu-st, there has been legitimate concern that man could

adapt his nuclear testing program to more fully resemble the seismic characteristics
of earthquakes, thus to avoid identification of such events as clandestine tests.®

. Second, the_re has been concern that unverifiable and ambiguous data might exacer-

cw 7

.

__bate mter_”x_atxonal tensions and defense efforts, rather than contributing to a safer

' """'those institutions that were never enthralled by the prospect of a

‘complete nuc artest ban have more colorful arguments and political effect when

enﬁcat;on canhot be assured.
e eﬁcacy ‘of strategic deception is a legitimate source of concern in strategic

- arms, -niegotiations. Recognition in the SALT I ABM Treaty and Interim Agreement
T ond Offenswe Weapons'of a legitimate role for “'national means of verification”” is a

milestons in the juridical elucidation of national rights of treaty verification. But
-itis not €nough to have a right to collect‘information. It:is essential to be properly

“organized so as to make use of that information; despite-the protective bodyguard

of stratagem that encapsules it. So counter-deception systems may contribute to the

-

’
‘.
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ards: (1) opportunities for establishment of verification: procedﬁres "“o-‘dxtated” by

on-site venﬁmtxon, data from which are h.xghly visible to deceptlon planners.

In the present coutext, I shall not hazard any recorhimendations on the organiza-
tional characteristics of effective counter-deception systems. I shall assume the
institutionalization of some counter-deception capabilities to be worthwhile, both for
each national state and for the corarounity of nations. I shall further assume that
such capabilities are nationally based, designed to protect command deczsxons ‘and. .

~ theintelligence systems supporting those decisions. On these as:,umptlons, Itu.m to

problems of arms control verification as they relate to such counter—decepnon .
capabxhn&s - ;

-

ENVIRON MENTS

one’s adversary; (2) temptations to rely upon “facilitated™: cation capabilities
subject to deception, termmatmn or both 3a that order; and (3)_ cen'txves toconfirm

men iS.

SAF"‘GUARDING VERIFIC ATION SYSTEHVI:;

Among those safeguard.s t‘xat might red ( e but not eliminate the stratagematxc :
vulnerabxhtxes of‘ v nﬁcatxon syst.ems are the follomng'

. Mamtam back-up unﬂaterally controlled intelligence surveﬂlance of‘ tar-
geted mtelhgence objectxves, to corroborate “facilitated” data collection.

~ Introduce’s sophxstxcafed ‘counter-intelligence capability into any on-site
" inspection syshemto protect the exact configurations of the collection system
, from identification and exploitation by adversary stratagematists.

] D&s:gn elegant inference methods for the verification of arms control agree-

ments on the assumption that adversary stratagematists are unlikely to

“éover” the more obtuse “indicator” channels.

Increa's“é the variability of verification patterns to change the conﬁguratxons- . :

of both ‘Gollaction and inference patterns, to maximize uncertamty among . .

adversary stratagematists.

Increase the corroborative characteristics of collectmn systems, and revise

‘source and. data "ratmgs" sysbematxcally . N . - L

.'Emphasr.ze quality not'quantity in ‘data’collection. B

“Analyze ‘detecied stratagems for contextual inferences. . PR

-
LY

s Maintain special surveillance of mspectxon systems t.hat may be channels. L

~for deceptwe information. » -
Rely more upon corroborati ve ana]ytxc techniques than upon on-sme inspec-- - <

L ey

-
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tions “facilitated” by an adversary with advance warning of arrival or pnor
 knowledge of inspection technigues.

» When on-=ite inspections are limited by a quota, subject all indicators of
: suspicious locations to rigorous counter-deception analysis as a mea.ps of
reducing adversary efforts to expend a quota on “wild goose chases.” P ‘onde
for no-warning remspectxon needs in negotxatmg inspection quo_‘

Aside from these specific recommendatlons, I refer readers to the prev:ous &mcus-_
sion on strategies for the detection of deception (see Section HI), and'to pleas for- -
actual field experiments involving not only "hiders” and “finders,” bt “hiders” wh L
can sprinkle deceptive “clues” along with "ﬁnders” who are.sop}ustxcat.ed rwders'._.‘
of these "clues.” ’
Some arms control arrangements may be of such overwhelmmg mutual interest
or of so readily observed phenomena that we need not worry'about the foibles in the
verification system. As for less compelling arms contry a_n-__angements proclama-
tions about the wonders of intelligence technologles shouldgive way to sober ap-
prmsa]s of predxctlve strengths and weaknesses. - -

THE CONTROL OF DECEP’I‘ION.

It is worth consxdermg the asymptotxc app 0! orelgn decepf.xon Operatxons :
and internal misrepresentations underta.-;exi b “governments Foreign deception
operations are no longer limited to the ex1gencxes of national survival in war;
 Vesminunications” strategies threaten elites thh -relatively primitive communica-
tion systems; falsification’ becomes a way of hf‘e, a technique some hidden Depart-
- ment "D will unleash whenever a target of opportunity appears. Not only is trust
_in the international system nndermmed but trust in the domestic policy is eroded
as well. The "credxbxhty gap” destroys reliance on inter-personal communications,
it destroys rehance on one’s govemment it destroys reliance on intelligence about
forexgn governments. and perhaps it'destroys reliance on human society. -

What began as an aid o survival for the threatened state, when left unchecked
became a threat to human somety In the late 20th century the recognition that
communications could be easily manipulated threatened domestic confidence in a
variety: of' national governments and impeded international arms controls that
) mlght,have al}ev'at.ed the risks of thermonuclear devastation. Although much of the
*‘armis contro} debate focused on the rhetoric of “inspection,” it was clear that the
sibilities of mampulatxon exceeded the grasp of “inspection” capabilities.

In-. the early 1950s, studies by Albert Wohlstetter and others suggested the
britinuing w_mlnerablhty of retaliatory forces, despite efforts to create an effective
) strategxc- bomber and early_ warning system. By 1969, when ‘Whaley analyzed rela-
: txonstha b°tween deception’ and surprise in wat, many thought that strategic forces -
- Were. suﬁicxently invulnerable, that strategic warning was not a necessary compo-
nent.of effective deterrence: Nevertheless, opportunities for deception had kept pace
with “improvements”.in intelligence systems; and if they had not threatened deter-
rence, they had at least-required ‘greater effort and-resourcesfor the maintenance

| of that deterrence. Others foresaw a future period of strategic instability, where the

°opaz-d‘y of strateglc warning wou]d once again be a matter of grave concern.
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In the quarier century following World War I, deception planners were largely -
forgotten men. But when they were remembered, it was usually in connection with

a threatening international crisis. We should not blame stratagematists for conceiv-
ing of their operatmns,as weapons in a "zero-sum” conflict: what the enem y lost was
their gain, and vice versa. But peacetime, even an uneasy peace, is nota “zero-sum”

game, and in the thermonuclear age a war between the superpowers would: not. be
a' zero—sum game. It is important for stratagematists to recognize that they move
in a “non-zero-sum” enviroament, despite their traditioral involvement in’ pure

conflict situations. If stratagem is to further national and mternatxonal secunt). .
then deception planners must recognize their obligation to design only r&sponsxble.
stratagems. The infliction of heavy coscs on a foreign adversary is not, of jtself, a.;,'-. -
legitimate objective unless it is rigorously related to broader objectives. Short-Jived - -
stratagematic triumphs may generate a more durable dlstrust defeating broader
national goals. Yet the conflicts of diverse societies involve, contmned opportunities

for reshaping the perceptions and apparent choices of adversary-partners Within

the framework of “'peaceful coexistence” there are legltxmate roles for stratagem.’

What is required is a sophisticated appreciation of strata.gematxc eeds and limita-
tions. This demands the thoughtful attention of both deceptmn planners and govern-

. mental Jeaders who can no longer afford to view deceptxon' as"a mﬂltary technique

“s oem e se s
s ee e s

3 ,dxstrssed by publication of Whaley's Stratagem in 1969; to these gentlemen, Wha- -
leys study jeopardized the “security” of still-secret techniques of World War IL.
] _;-What they did not perceive was that not only were most of thesa t=chniques probably
~;,known to all the ‘major powers and to a few others such as Israeli intelligence, but
. .. also.the very: ‘b;chmquea they wished to preserve in secret were becoming a threat
.- to that modlcum of mter'xatxonal trust reqmred to keep th o mtematxonal system
__functxomng mthout recourse to nuclear war. When statem ‘n‘ cannot even trust

- thexr own.intelligence sen':ces, Lnowmg how likely it is tha they are bemg deceived,

for pure conflict situations. It is one matter to urge reaponsxbxhty and restraint in
the use of stratagem, and another matter to expect. cross-natxonal reahzatxon of this
objective.

Enhancement of counter-deceptmn wpabﬂxtles prowndes an alternative means
of restoring integrity to transnational’ commumcatmns “We can still urge restraint
and responsibility upon deception planners and tho:e who guide their actions, but
we need not end with verbal exhortation. We ‘can raise the likelihood of detectmg
and counteractmg deceptmn by ma.naged ana.ly'tlc effort.

IS H OMO SAPIENS AA DECEPTIVE SPECIES?.

‘Most natural species’ that commumcate among themselves have hrmted thelr
deceptive practices to-t occasions when survival is threatened. Human history has

" taken a different course; and in the 20th century national systems for the misleading

of fellow men have reached new heights of efficiency. In 1967-69, Barton Whaley

_ ‘a.nalyzed deceptlon systems that functioned in time of war and found that in preying
..~ on’human- prejudzce, preconception, wishful thinking, and the mysteries of secret

service wor'k stratagematxsts misled their adversaries time and again.
Some of the "'old boys” in London who excelled in these wartime endeavors were

»
MY
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jt is difficult to enter into sérious international commitments. The degree of occupa- -
tional paranoia that would be required in such cn'cu.mstance< would be likely to
create personal and international unbalance.

In the domestic arena, over the past decade, alleged ° credlbxhty gaps’: have
been daily noted by a watchful press, Despite the outpouring of books on the'i neasy
relations between press and government, there is so little empirical research ‘that

' one cannot identify quantitative trends respecting deception programs. aimed bya
. government at domestic targets. Consequently, it is not yet possible. to reiate exther
" -+ thé skill or the frequency of foreign deceptxon operations to the. use of these bech"
niques on the home front. 5" ok
Despite the absence of empmcal data, one can xdentxfy the spﬂlover of strata-_;
gem into the domestic arena. First, stratagems have been. mounted against foreign
audiences in the hopes of influencing foreign elites; next, domasuc channels are used
to preserve “credibility” of deception themes aimed. abroad ;.then, these themes
have been “orchestrated” in the domestic press. Success abroad tempts efforts at
home. Whether ar not there are “national security’ s manijpulations at
home are often convenient. , »
Foreign stratagems have met with such success that thers ‘are strong incentives,
for the nation and for the community of nations, to correct the’ unbaianw ininterna- -
tional communications that has undermined reliance on predlctwe instrumentali-
ties. But is there a present incentive éve‘opment of domestic counter-
deception systems? Probably there is ;]D_ ifonly ,'use thé costs of deceit within
~ asociety have been so high as to restrain the growth of this phenomenon 10 And yet, -
‘ the investigative resources of nongovemmental mformatxon systerns are often limit-
, ed, or impeded in states that either lack constxtutmnal safeguards or abuse them.
. In forecasting the role.of stratagem in human socnety, can we denve any clues
fmm the evolution of otherspecx&s" _

The literature on mte:speczf c m.zmzc:y, or the imitation by one species. of’ the
behavior or other charactenstus ‘of another species, has its origins in the Darwinian
exploration of natural se]ectxon a.nd evolutxon 1! The mimicking of the warning T
coloration or other charactenstus of a model that is inedible, poisonous, dangerous -
or otherwise u.nappﬁalmg toa potential third species predator is known as Batesian
mimicry when the mumckmg species is edible by the predator. Batesian mimicry

. involves an aspect of deberrence and an aspect of mistaken identity, whether or not
it embodx&e a conscious intention to deceive. A second form of mimicry, known as :
_ Muﬂenan mumcxy, involves the clustering of various species forms that share
- _common’ wammg coloration or other obvious signals of undesirability to potential
""‘predators In such instances, each species has its own defenses and means of adver-
hsmg them, but the grouping of the various biosystems in one habitat accentuates
the:vis xbﬂxty‘of the warning messages and decreases risks of unwitting attack."
Batamn xmmlcry, then, involves the deception of enemies through false warn-
0} : 9n while Miillerian mm:ncry involves the education of enemies through
;:ftrue'warnmv coloration. Interspecific. inimicry is-the subject of extensive modern . . .. .
mvestzgahon MJmlcry appears to play a significant role in evolution and natural .
selection; Batesian mimicry has permitted the perpetuation of otherwise vulnerable
life.forms; where.inedible:models have been successfully mimicked, to the extent .
-+ o-that they are mcreasmvly attacked by mistake, mutant forms that are distinguisha-
a____ble from the species that draws predatory attack may evolve Camouflage and inter-

’
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specific mimicry play central roles in altenng the balance of life forms on t}us
planet.’?

" From the above one may conclude. that pnmmve f'orms of deceptxon agamst.
other life forms are advantageous, as are adaptations to discriminate the mimics
from the mimicked.?® But the experiences of biologists do not suffice to enhghten us
on our subject of primary concern, deception within our own species, ma.n agamst
man. Most of the cases of biological mimicry that have been mvestxgated appear to
involve mimicry supportive of self-preservation, rather than rmrmcry suppor.txva of
predatory attack There are, nonetheless, examples of interspecific mxmxcry 5
advantage to predatory attackers or to parasites of unsuspecting: hosts RS

Turning to the literature on what Wickler terms intraspecific mmuc::y, akin to-

the deception of man against man, one finds fragmentary . ewdence supporting the

view that intraspecific deception for purposes of attack” _’ s"both uncommon and
unsupportive of species preservation. If there were evxden “of an. .organism with an
advanced mtraspecxﬁc communications system and:a. Lnown mablhty to deceive,
this spnmea might be 1dentxﬁed as highly advanced_

search over wide ranges of communication codes among vanous specles has as yet
faﬂed to xdentlfy a spacxes thh both th" h 'mmumcatlons and:1 -memory capacity

primitive nervous systems, the mfreq\iency 'of mtraspéciﬁc deception has been not-

ed.”® Rare instacces of intraspecific decention; ¢ or “Ainstinctual misrepresentation, as |

the case may be, tend to involve phenomén '._'supportwe of species preservation,
particularly in association with the reprod uct e ‘process. The African mouth-brood-

. .ing fish, Haplochromis b.zrtom, -for exampls, uses a form of mimicry that ensures
fertilization of the female eggs. The female iakes her eggs, unfertilized, into her

mouth. The male of t"xe spaclas ‘proceeds to place dummy eggs on the substrate,

which the female then takes into her mouth, in the process admitting male semen

into the mouth and fertﬂmng the real eggs in a protected environment.!” Monkeys
also use deception’ betwaen the sexes, in support of species preservation.'®
Is man alone in usmg deceptxon in intraspecific attacks, as well as in defense?

Apparently man has company The praying mantis, and other insects of the mantid -

famx]y, use camouﬂage in defense and deception in attack:

5 mantxs is never fussy about its food as long as there is enough of it.
“With the sole exception of ants, which it seems to shun, the mantis ‘will eat -
" anything it can catch, mcludmg members of its own faxmly All mantids are
cannibals-and will just as readily make a meal of one of their own kind as .
‘of some other insect. If the male does not step lively—and he apparently -
,rarely dogs—the female will eat him, likely as not, right after mating. This
i7reems a rather unromantic approach to marriage, and asthe noted biologist
“iBr. Alexander Klots has remarked 2 harsh vsay of makmg the bndegroom_,
pay for ths weddmgrbrea.kfast Ao

.Intraspec,ﬁc deceptxon runmng counter to_the preservation imperative is a
great rarity. The rarity of the condition suggests, in-itself, that no.selective advan-
tage is involved, and perhaps that this form ofdeception withina: :sSpeciés is posmvely
‘ disadvantageous. Those who stand by 1 the aphonsm TAll’s fair in love and war’
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might consider that what is perzmt:ed is not necessanl) in the interests of specxes
survival,

Although there may be no selective advantage forthe species in vxru]ent forms
of intraspecific deception, there does appear to be comparative advantage withinthe
species in favor of those who have practiced deception in war. It seems prudent for

.man to set about reducing the incentives to dec=ive his fellow man in aggressxve

modes, by designing counter-deception systems rather than by merely e
those who abuse opportunities of communication.

Methodologies and systems of counter-deception, for the detectmn of’ stratagem, I
for realistic forecasting in view of it, and for counter-measures where appropnate'..; il
are needs of the present era. Stratagem between nations may be rendered less "
deadly and less likely by establishment of counter-deceptlon systems. Concerning ™

stratagems within societies, the watchful eyes of govemment and neighbors scarcely
need encouragement.*® Concerning domestic chicanery. by governments those socie-
ties with a vigorous press and constitutional safeguards ‘can “vo_ﬁe the bums out.”

As for our forelgn troublemakers however, wer 'm 1'to live thh them.

1 If nature decewes us, we suﬁ‘er fro 4
jointed incongruities. We may pei"g;e '
effort to twist perception.

2. Sorrel Wildhorn, The Potentzab.zes ,Daceptwn as a Sumva] Aid for a

' Retaliatory Missile. Fome, The Rand Corporatlon, RM-3355-PR, November
- 1962, suggests that deceptlon efforts are highly cost-effective when identified
U.S. missile sites have a low{( < <25 percent) probability of surviving an attack.

4 _ve. ,nned clandestmely dis-
mc gruities, but not a malevolent

A recent Sowet commentary notes the relative ease of concealing rocket

launch posxtxons or nuclear; storage sites and their duplication with false
targets over'a mde area. See Capt N. Gordeev (Ret.), "Protivodeistvie raz-
“vedke protxvmka" [Counterachno Enemy Intelhgence], Morskoz sbornik[Na-
val Review] No. 10 (October 1972), pp. 31-35.

3. Richard L. Garwin, “Antisubmarine Warfare and N atlonal Secunty," Sczen- '

.. tific American, Vol. 227, July 1972, pp. 14-25.
o i Seé' 1lham J. Barnds, The Right to Know, to Withhold, a.nd to LI& (New
> York. Councﬂ on Religion and International Affairs, 1969).
. I am mchned to agree with Charles Wolf, Jr., that the phenomena that have
mvolved the United States and the Soviet Union in heavy defense invest-
ents¢ over - the last two decades are not accurately characterized as an “arms
Tace, "f;by' any reasonable definition of that phrase, although they have in-
““¥olved-armaments competition and a set of little understood interactions.
6. Ge ald Wick, “Nuclear Explosion Seismology: Improvements in Detection,”
Scxence Vol. 175 (March 10, 1972), pp. 1095-1097; David Davies, "Monitoring
“"Underground Exp]mlons,” Nature Vol 241 (January 5, 1973), pp. 19-24.

=;-»;-4:'-'~7 See Sectxon i, Note 88 .
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8. T. M. Franck and K. H. Gold, "lelts of Percept tual Ob_}ectht) in Intema-

tional Peace Observation,” Law & Gontemporarj Problems, Vol. 33 (W inter
1968), pp. 183-193.
9. H. Wentworth Eldredge, "Pohnm.l-Psycho]ogxcal Warfare,” Lecture, NATO
_ Defense College, June 18, 1962; revised as “Projecting Western Realities,”
NATO Letter, Pt. 1 (June 1963), pp. 27; Pt. 2 (July-August 1963), PP. 27,
10. But see David Wise, The Politics of Lying-(New York: Random House, _1973)
11. H W. Bat&s "Contnbutxons toan InScct Faunpa of the Amazon Vallé}}; Lep:—
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lace, Darwinistm (London, 1889). .

12. H. B. Cott, Adaptive Coloration in Animals (Londo

- Portmann, Animal Camouflage (Ann Arbor: Um e.rsxty of. chlnvan Press,
1959); James Poling, Animals in Disguise (Ne?v' 0 W Norton, 1966);
Dorothy E. Shuttlesworth, Animal Camouﬂage(Ne York: Natural History
Press, 1966); Hilda Simon, Insect Masquerades W™ qu;lg Viking Press,
1968); Wolfgang Wickler, Mimicry in Plants and Aniizals (London: Weiden-
feld & Nicolson, 1968 ed.); Roger Caras (ed.), Protsctive Co]b'i;’auon and Mimic-
¥y (Richmond, Va.: Westover Pub"Co-’ 1972); J. v. Z. Brower, “Experimental

~ Studies of Mimicry 4,” Amerjes iralist; Vol 44 (1960), pp. 271-282; A.

_D. Blest, “Longevity, palatabﬁzty apd«‘natura] selectxon in five species of New
World Satumiid moth ”Nature,Vol 197 /1963), pp1183-1186; L. P. Brower,

- dJ. v. Z. Brower, and C. T. Colhns "Expenmental Studies of Mimicry 7,”
Zoologica, Vol. 46 (1663), pp. 65-84; J: ¥:Z.Brower and L. P. Brower, “Experi-
mental Studies in Miiicry 8,” Amencan Naturalist, Vol. 49 (1985), pp. 173-
188; C. J. Duncari and P, M. Sheppard, * Sensory Discrimination and its Role
in the Evolution of Batesxan Mimicry,” Behaviour, Vol. 24 (1965), pp. 269-282;
L.P. Brower, "An Expenmental Study of Selectlve Value of Mu:mcry,” Jour-

Evolution of Amma] Commumcatlon,” Natune, Vol. 208 (1966), pp. 519-521; ’ -
W. Wickler, "ancry in Tropical Fishes,” Philosophical Transactions Royal T
boczety London, Biological Sciences, Vol. 251 (1966), p. 473; M. G. Emsley, ' ‘
“Mimicry in Butterflies,” Journal of the New York Entomological Society,
. Vol.:75 (1987), p. 109; A. G. Raske, “"Morphological and Behavioral Mimicry ) ‘
ai:nong Beetles of Genus Moneilema,” Pan-Pacific Entomnologist, Vol. 43 }
"'_(1967), p: 239; M. Rothschild, “Mimicry: The Deceptive Way of Life,” Natural R |
sttazy, Vol 76 (1967), p. 44; L. P. Brower, “Automimicry: a New Extension ’ .
of Mimicry Theory, American Zoologist, Vol. 8 (1968), p. 745; J. M. Emlen, B
: ,Bates;an Mimicry—a Preliminary Theoretical Investigation of Quantitative : RN
© Aspects,” American Naturalist, Vol. 102 (1968), p. 235; P. S. Moharir, *Math- - " !
matical ‘Models of Po]ymorphxc and Monomorphxc "Mimicry,” Journal of
Scientific and Industrial Research, Vol. 27(1968), p: 395; R. P. Coppinge,

_ “Effects of Exp-br'ence and ‘Novelty on. Awan Feedmg Behavior with Refer-
ence to Evolution of Warning Coloration in Butterflies; Reactions of Wild-

- Caught Adult Blue Jays to Novel Insects,” Behaviour, Vol. 35 (1969), P- 45;
R. P. Coppinge, “Information Theory—A Criticism of Its Application to Bate-
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: *"sT'a—h—ﬁimii:ry," American Naturalist, Vol. 103 (1969), p. 551; M. Edmunds, ™~

“Polymorphism in Mimetic Butterfly Hjpolimnas misippus in Ghana,”
Heredity, Vol. 24 (1959), p. 281; A. P. Platt, “"Demonstration of Mimetic Ad-
vantage of Edible Butterflies Presented to Caged Avian Predators,” American
Zoologist, Vol. 9 (1969), p. 1062; R. E. Silbergl, “Mimicry of Hymenopters'by
Beetles with Unconventional Flight,” Science, Vol. 163 (1989), p. :4$§57-R: R.
Howard, “Mimetic Relationships in Salamanders...,” American Zoologist,
Vol. 10 (1970), p. 475; G. M. Morrell and J. R. G. Turner, “Experisbents on

“Mimicry: A Study of Behaviour, Genetics, Ecology-and Biochemistry,”
Science Progress[Oxford}, Vol. 58 (1970), P 219;,M;:"§._';Blum:a_nd D.H. Kistner,

“Alarm pheromone of lasjus- (dendro-lasius)fééa_iiﬁépu_éf}f&_'iymenoptera-fbn '

micidae) and its possible mimicry by two ‘Speci pella (coleoptera-sta-
phylinidae),” Annals of the Entomological Socié \merica, Vol. 64 (1971),
" p. 589; W. W. Benson, “Natural Selection for Mullerian Mimiéry in Heliconus-
Erato in Costa Rica,” Science, Vol. 176 (1972), p. 936:M;S: Blum, “Alarm
- Pheromones of Attini; Their Phylogenetic Significance,” Journal of Insect

. Physiology, Vol. 18 (1972), p. 31D, L. T+ Conn,

" Polymorphism in Large Narcissiis'Bulb'Fly;

. of the Royal Society London, Biclogical Sciences, Vol. 264 (1972), p. 353; M.
Lxin and J. R. G. Turner, “Experiments sn Mimicry— Gestalt Perception and
. Evolution of Genetic Linkage,” Nattirs, Vol. 239 (1972), p. 525; R. G. Lea and
J. R. G. Turner, “Experiments on MimicryEffects of a Batesian Mimic on Its
Model,” Behaviour,;Vol. 42 (1972), p. 131; V. P. W. Lowe, “Distraction Display
by a Woodcock with C,hi’éks," IBIS Vol. 114 (1972), pp. 106-107; B.F. J. Manly
etal, "A.na]y’sis__pf a Se}e";itive Predation Experiment,” American Naturalist,
Vol. 106 (1972), p. 719;:C. Matessi'and R. Cori, “Models of Population Genetics
- of Batesian Mimicry,” :Theoretical Population Biology, Vol. 3 (1972), p. 41; S.
~ J. Shettlew,"Roleé of Novelty in Learned Avoidance of Unpalatable Prey by
Domestic Chicks (Gallus-gallus),” Animal Behavior, Vol. 20 (1972), p. 29; J.R.
G. Turner, “Polymorphism and Biology of Populations,” Heredity, Vol. 29
(1972), p. 131; and D. A:S. Smith, “Batesian Mimicry between Danaus chry-
::'sippus and Hypolimnas misippus (Lepidoptera) in Tanzania ” Nature, Vol.
242 (March 9, 1973), p. 129. : ‘

Fhilosophical Transactions

. (Februgry 11, 1972), p. 312; C. H. Lindroth, “Disappearance as a Protective
: Factor,"s Entomologica Scandinavica, Vol. 2 (1971), pp. 4148, V. Thompson,

Spittlebug Polymorphic for Warning Coloration,” Nature, Vol. 242 (March

9 SeeNotelZ, and “Animal Coloration; Jumping for Life,” Naturs, Vol. 235
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-“See:Hugh B. Cott,” Adaphive Coloration in Animals, ch. 8, “Concealment in
" Offensa,” Pp.140-146; J. E. Lloyd, “Aggressive Mimiery in Photuris: firefly
""" femmes'fatales,” Seience, Vol. 149 (1965), pp. 653-654. Slave-Maker ants (For-
: m)césangumea)mraxds on target ant colonies discharge acetates that serve

as long-lasting chemical alarms simultaneously attracting the worker-slave

Mo PrOspects and dispersing the defender ants. Such chemical communicators

€, ©+ ~ ° Mimicry: Response of Wild Birds to Astificial Prey,” Behaviour. Vol. 36 (1970); - -

N P-116; J. Reiskind, "Multiple Mimetic Forms in an Ant-Mimicking Clubionid .7 ...
. : ' Spider,” Science, Vol. 169 (1970), p. 587; C. W. Rettenmeyer, “Insect Miﬁiic-‘if-_.;:-‘
' ry,” Annual Review of Entomology, Vol. 15 (1970),-p.:43; J. R. G. Turner,
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" the appropriate axes, signifying correct locations. RobertL,Jems The Logic
' ofImsges In International Re]atrons Princeton University Press, Princeton, -
" New Jersey, 1970, relied on )

“have been termed “propaganda substances.” F. E, Regnier and E. O. Wﬂson,

. “Chemical Communication and ‘Propaganda in Slave-Maker Ants,” Sciencs,
" Vol. 172 (April 16, 1971), pp. 267-269. Staphylinid beetles have been studied

by C. FL Seevers, “The Systematics, Evolution and Zoogeography of Staphyli-

R ol

nid Bestles Associated with Army Ants,” he]dzana, Zoology, Vol. 47 (1960),' :

pp- 137-35]; and by Bert Holldobler. Having "broken the code” of. ant com-
munications, beetles gain acceptance in ant colonies they infest. The Beetle
pa.ras: wes secrete “appeasement” substances that halt attacking; ant workers
in their tracks; later the beetles generate substances mxmxckm,, an!. lanae_

phieromones, 50 that worker ants carry the beetlés to the ant]arvae chambers"'-.
' where the beetles obtain food by imitating the begging movements of worke ¢
ants. This “Trojan Horse” chemical parasitology has:the characteristics of .

' multi-channe] deception. Mite parasites have been stnd:ed by Carl W. Retten-

" .~ meyer, who reports the infestation of army ants by mites that have evolved -

phylogenetically so as to resemble various parts of the anfs’ bedies, to which

they become attached. See Science, Vol. 172{Ap ”23--'-1971) Pp- 406. Also see -

on, F&'eeman & Co.,

It was once reported that the dance of scout hon 8y bees . mvanab]y along

fundamentals of hymenoptera commum

-~

' Patrick H. Welles and Adrian M. Weriner‘, “Do"Honey Bees Have a Lan-

~ .guage?” Nature, Vol. 241 (January 19, 1973), pp. 171-175. There is no evidence

¢“-*  that bees cannot he - there is ewdﬂnce that under the influence of chemical

= stimulants bees can fisreport directioii. See James L. Gould ef al, "Com- _
.- munication of Dxrectlon by the Honey Bee,” Science, Vol. 169 (August 7,
- 1970), pp. 544-554 In youth and old age some bees lack the capacity to com-

- municate;’ For about the first 30 days of life T¥gona besescannot communi-
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cate; after about 97 days commumcatlon periods are limited. It is premature
to reach 3udgments about’ mabﬂxty to deceive in the mature period. See C.da
Cruz-Landim and Al ‘Ferreira, “Mandibular Gland Development and Com-

" munication in ¥ “:nld Bases,” Journal of. Kazzsas Entomo]ogwa] Soc:et;y, Vol. 41
(1968), pp. 47-:81."

'Wolf g Wickler, .Mzm:aym P]anband Ammals cited in Note 12, especlaL

‘:_ly chi’ 16' “Intraspecific mxrmcry," pPp. 221-227.
. Ibid,; P 221-226. Tt
. Wolfgang:chkler, ‘Socio-sexual sxgna]s and their mtraspecr.ﬁc mxtatxon

among’ pnrnates ” in Desmond Morris (ed.), Primate Etbo]ogy(Chlca,o Al-

__ ;dme 1967)

), Hi!da ‘Simon, Insect Masquerades, p. 21, cited in, Note 12. .

,PauI C. Lunsford, “A Study of Government Inqumes into Alleged Staged
“News Practices of Two Television News Documentanes ” Ph.D. Dissertation,
: ._Oh)oStateUmv -

'ty, 1972 IR
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